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SmartChat: Explorando LLMs para a Geracao de
Sementes Iniciais no Fuzzing de Smart Contracts

com Priorizacao Guiada por Vulnerabilidades

Resumo

O alto valor financeiro do ecossistema da blockchain Ethereum tornou os contratos
inteligentes alvos principais para atacantes, atraindo crescente atencao de pesquisadores
da area e de auditores de seguranca. Em resposta, ferramentas automatizadas—baseadas
principalmente em anélise estdtica ou dinAmica—tornaram-se centrais nos esforgos para
identificacdo de vulnerabilidades. No entanto, os atacantes frequentemente descobrem
e exploram falhas mais rapidamente do que os mecanismos de defesa conseguem reagir,
deixando claro que ainda sdo necessarias estratégias de deteccao mais eficazes. Embora
fuzzing tenha se mostrado util na descoberta de vulnerabilidades em contratos inteligentes,
muitos fuzzers ainda enfrentam dificuldades, sobretudo por iniciarem suas campanhas com
sementes de entrada de baixa qualidade.

Com o objetivo de mitigar essa limitagdo, investigamos o uso de Large Language Mod-
els (LLMs) pré-treinados para gerar sementes iniciais de alta qualidade para o fuzzing de
contratos inteligentes. Essa abordagem ¢é combinada com um algoritmo de priorizacao
guiado por vulnerabilidades, com o objetivo de direcionar o fuzzing para sequéncias de
transa¢oes com maior probabilidade de revelar falhas de seguranca. Enfrentamos a de-
pendéncia critica de fuzzing em relagao a qualidade das sementes iniciais avaliando sete
LLMs pré-treinados, abrangendo modelos de codigo aberto e fechado, quanto a capaci-
dade de gerar sequéncias de transacoes estruturalmente vélidas, sem a necessidade de
customizacao.

Avaliamos empiricamente nossa ferramenta, SMARTCHAT, por meio de uma série de
experimentos, analisando a qualidade da geragao das sementes quanto a validade estru-
tural, correcao semantica e sintatica, métricas de cobertura e a eficacia do fuzzing sob
diferentes valores de amostragem de temperatura.

Os resultados experimentais demonstram que o SMARTCHAT supera técnicas avangadas
de geracdo de sementes baseadas em fluxo de dados. Em particular, nossa abordagem
revela até 15,6% mais vulnerabilidades do que os fuzzers estado da arte, alcancando um
speedup de 6,67x a 44X, ao mesmo tempo em que melhora a cobertura de cédigo em

diversas classes de vulnerabilidades.

Palavras-chave: Fuzz Testing, LLM, Initial Seed Generation, Smart Contracts.



Abstract

The high financial value of the Ethereum blockchain ecosystem has made smart contracts
prime targets for attackers, attracting growing attention from both blockchain researchers
and security auditors. In response, automated tools—relying largely on static or dynamic
analysis—have become central to efforts in identifying vulnerabilities. Nevertheless, at-
tackers often find and exploit vulnerabilities faster than defenders can react, making it
clear that better detection strategies are still needed. While fuzz testing has been useful
for uncovering bugs in smart contracts, many fuzzers still struggle, primarily because they
start with low-quality input seeds.

To address this limitation, we investigate the use of pre-trained Large Language Models
(LLMs) to generate semantically-aware initial seeds for smart contract fuzzing. This
approach is combined with a vulnerability-guided prioritization algorithm to steer fuzzing
toward transaction sequences likely to reveal security flaws. We address fuzzing’s critical
dependency on initial seed quality by evaluating seven pre-trained LLMs—spanning both
open- and closed-weight models—based on their ability to generate structurally valid
transaction sequences without requiring model customization.

We empirically evaluate our tool, SMARTCHAT, through a series of experiments, as-
sessing seed generation quality, structural validity, semantic and syntactic correctness,
coverage metrics, and fuzzing effectiveness across varying sampling temperatures. The ex-
perimental results demonstrate that SMARTCHAT outperforms advanced data-flow-based
seed generation techniques. Specifically, our approach uncovers up to 15.6% more vul-
nerabilities than state-of-the-art fuzzers, achieving a speedup of 6.67x to 44x while also

increasing code coverage across a wide range of vulnerability classes.

Keywords: Fuzz Testing, LLM, Initial Seed Generation, Smart Contracts.
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Chapter 1
Introduction

Blockchain technology has been proposed for numerous applications beyond its most com-
mon use in cryptocurrencies. These new applications range from supply chain systems
and national economy tokenization to public health digitalization initiatives. On the
Ethereum platform, the most prominent smart contract-enabled blockchain, smart con-
tracts act as the supporting mechanisms for these new use cases. A smart contract is
an executable program similar to scripts that are typically small in size when compared
with traditional software but can manipulate the underlying structure of a blockchain,
allowing the creation of protocols and agreements without involving a trusted interme-
diary. Several concerns appear during the lifecycle of smart contracts, particularly those
related to security and correctness. Due to the immutable nature of transactions on a
blockchain, the risk of deploying contracts that may jeopardize the platform’s integrity is
highly significant.

Ethereum smart contracts, as inherently stateful systems, present a complex and sig-
nificant testing challenge. They continuously interact with other contracts within the un-
derlying blockchain environment, maintaining state through a distributed ledger database.
If a vulnerability can only be detected in a specific state, a test case! must include a spe-
cific sequence of transactions and inputs to guide the contract to that state before the
potential risk can be exposed. This underscores the importance of vulnerability detection
strategies, with generally effective native software methods—such as fuzzing—Dbeing an
essential method for identifying vulnerabilities, exceptions, and bugs in smart contract-
based systems.

Despite the widespread use of fuzz testing for smart contract security, it faces sev-
eral key challenges [5]. First, smart contracts often require highly specific transaction

sequences to reach vulnerable states, thus making random input generation inefficient.

Tn the context of this dissertation, the terms “transaction sequence,” “test case,” and “seed” are used
interchangeably.



Second, traditional seed generation techniques, whether based on randomness, heuristics,
or trained models, may produce low-quality initial seeds that fail to explore meaningful
execution paths, where vulnerabilities are likely to reside. Finally, crafting effective ini-
tial seeds often requires domain expertise, large datasets, or complex program analysis
pipelines, making the process complex and difficult to automate and generalize.

Current Generative Artificial Intelligence (GenAl) methods, through Large Language
Model (LLM), are at the forefront of software engineering practices. They are being widely
tested for tasks such as program repair [6, 7], code generation and test case generation |8,
9, 10, 11], and fuzzing [12, 13, 14]. While current research has focused on applying pre-
trained LLMs to smart contract fuzzing for tasks such as seed scheduling and selection, a
gap remains in understanding their broader potential. In particular, it is unclear whether
LLMs can act similarly to domain experts—capable of understanding and reasoning about
smart contract semantics—to assist in fuzz testing by generating structurally valid test
cases as an initial seed corpus, without requiring task-specific domain adaptation (i.e.,
fine-tuning).

Motivated by this background, in this work, we propose SMARTCHAT, an extension of
the Smartian fuzzer [4] for Ethereum smart contracts. SMARTCHAT leverages pre-trained
LLMs and a vulnerability-guided fuzzing approach to address the challenges partially high-
lighted in [5]. The key insight is that LLMs, when guided by carefully designed prompting
strategies, can synthesize transaction sequences that are not only syntactically correct and
semantically meaningful but also structurally valid concerning the expected format. To
further enhance fuzzing effectiveness, we introduce a vulnerability-guided prioritization

mechanism that selects seeds based on their potential to uncover vulnerabilities.

1.1 Motivating Example

To illustrate the importance of constructing good initial seeds [15] that have the potential
to uncover Ethereum vulnerabilities, consider the motivating example of a Solidity smart
contract shown in Listing 1.1. We use a simplified version of an Ethereum ERC-20
fungible token implementation responsible for managing the distribution of tokens to
users in a decentralized application. The contract defines a fixed total token supply upon
deployment and implements the standard ERC-20 transfer function, enabling token
transfers from the caller (msg.sender) to a specified recipient address (e.g., users or
other contracts) (_to). Additionally, it features a distribute function, which allows

batch distribution of a predefined token amount to multiple users.
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pragma solidity ~0.4.13;

contract SampleToken is ERC20 {
uint256 _totalSupply = 21000000 * 10%%*8;
address public owner;

mapping (address => uint256) balances;
function SampleToken() {

owner = msg.sender;

balances [owner] = _totalSupply;

function distribute (address[] addresses) {

for (uint i = 0; i < addresses.length; i++) {
balances [owner] =-= 2000 * 10%*%*8;
balances [addresses[i]] += 2000 * 10%x8;

}

function transfer (address to, uint256 amnt) returns (bool) {
if (balances[msg.sender] >= amnt && amnt > O
&& balances[to] + amnt > balances[to]) {
balances [msg.sender] -= amnt;
balances[to] += amnt;
return true;
} else {

return false;

Listing 1.1: Simplified token contract demonstrating an integer overflow vulnerability.

The contract contains a potential security risk: the distribute function is vulnerable
to an integer underflow. In particular, the assignment on line 15 in the distribute
function subtracts 2000 x 10® tokens from the owner’s balance for each address in the
input array, without verifying whether the owner’s balance is sufficient to cover the total
amount. If the loop executes more times than the owner’s balance can support, an integer
underflow may occur, causing the owner’s balance to wrap around to a very large value.
As a result, an attacker could exploit this vulnerability to transfer an effectively unlimited
number of tokens.

One possible exploitation path involves draining the owner’s balance through repeated
calls to the distribute function. Given the total initial supply and the amount deducted
per iteration, an attacker would need to invoke distribute approximately 10,500 times
to trigger an integer underflow. A transaction sequence capable of triggering this vul-
nerability begins with a call to transfer, using a malicious contract address (mal_addr)
as the first argument and an amount of 21,000,000 x 10® as the second. This is fol-

lowed by a call to distribute, passing mal addr as the sole element in the address array.



This sequence first drains the owner’s token balance and then initiates the distribution
logic, which attempts to subtract tokens from the already exhausted balance, ultimately
resulting in an integer underflow.

Although the example may seem simple to domain experts, state-of-the-art fuzzers
cannot reach this transaction sequence. When fuzzing this contract using a modern
fuzzing tool, we were unable to discover the vulnerability even after a 60-minute campaign.
Analyzing the test cases generated by this fuzzer, we observed that it fails to infer the
total supply value (21,000,000 x 10%) and is unable to generate enough transactions to
reach the vulnerable state. Moreover, it does not consider the possibility of using the
transfer function to send a specific total amount, which is essential for generating the
alternative sequence we presented. Consequently, it cannot explore the execution path

that leads to the integer underflow in the distribute function.

1.2 Research Problem

Current state-of-the-art fuzzers for the Ethereum smart contract platform typically gener-
ate initial seed corpora by randomizing transaction sequences and using predefined upper
or lower bounds for transaction argument values [5]. More advanced approaches, which
integrate, for instance, static program analysis at the bytecode level, are useful but may
neglect the semantic patterns of smart contract vulnerabilities. Additionally, some works
[16, 17, 18] employ machine learning techniques, particularly pattern classification, to
filter benign functions from suspicious ones or to simulate the behavior of a symbolic
executor, which enhances the fuzzing process but may require retraining to operate on
newer vulnerabilities. Therefore, building a high-quality initial seed corpus to achieve the
fastest coverage increase in the initial stages and efficiently triggering specific vulnerabil-

ities within a reduced timeframe is a topic that has not yet been thoroughly examined.

1.3 Research Goals

This section outlines the objectives explored in this study. The primary goal is to in-
vestigate how pre-trained LLMs can enhance Ethereum smart contract fuzzing by gener-
ating high-quality initial seeds that are both semantically aware and structurally valid,
combined with vulnerability-guided prioritization mechanisms to accelerate vulnerability
discovery.

To evaluate the effectiveness of our approach, we developed automated evaluation
frameworks and introduced a new fuzzing tool, SMARTCHAT. Building on this main

objective, the study also pursues several related goals, which are detailed below:



o Develop a comprehensive LLM-driven seed generation framework to conduct a sys-
tematic empirical evaluation of pre-trained LLMs based on seed quality metrics,
including structural validity, syntactic correctness, semantic meaningfulness, cover-

age, and uniqueness.

e Design and implement a universal seed format specification to enable the integration

between LLM outputs and smart contract fuzzing tools.
o Implement and evaluate a vulnerability-guided seed prioritization algorithm.

o Conduct a comprehensive comparative study between LLM-generated seeds against

traditional methods using established benchmarks.

1.4 Dissertation organization

The remaining chapters are organized as follows: Chapter 2 provides the necessary back-
ground and reviews related work to establish the foundation for this dissertation. Chap-
ter 3 introduces the proposed tool, SMARTCHAT, detailing its design, key decisions, and
implementation. Next, Chapter 4 presents our empirical assessments, covering the ex-
perimental setup, research questions, and results. Finally, Chapter 5 outlines our main

contributions, final considerations, and directions for future work.



Chapter 2

Background and Related Work

In this chapter, we will cover the necessary concepts to understand this work. First, we
will discuss the concept and technical aspects of blockchain, as well as the main elements
of the Ethereum platform. Next, we discuss the fundamentals of fuzz testing, including
different types of fuzzers, common fuzzing strategies, and typical vulnerabilities found
in Ethereum smart contracts. We then review state-of-the-art fuzzing tools developed
specifically for this domain. Finally, we introduce relevant concepts in generative Al,
with an emphasis on pre-trained LLMs and their recent applications to smart contract

fuzzing.

2.1 Blockchain & Ethereum

The inception of blockchain is attributed to an enigmatic entity known as Satoshi Nakamoto,
who, in 2008, posted a whitepaper [19] to a cryptography mailing list, introducing a fully
decentralized and distributed electronic cash system, where the service remains available
and functional even if a server on the network crashes or becomes unavailable. This
marked the birth of Bitcoin and, consequently, blockchain as a system independent of
trusted third parties such as governments or financial institutions.

As a decentralized digital currency, Bitcoin was able to address the double-spending
issue (i.e., the number of coins an owner can transfer to others corresponds to the coins
they previously possessed), enabling trustless transactions without a central authority or
constant online presence. Emerging from the Bitcoin breakthrough, blockchain is regarded
as one of the most disruptive technologies since the Internet. Companies worldwide have
heavily invested in blockchain research to enhance their operations and security, as it has
evolved into a principal cryptocurrency with a current market capitalization nearing 1.4
trillion USD.



Conceptually, a blockchain can be seen as a shared, publicly accessible database with
an appendable, verifiable list of blocks, each linked to the previous one by a cryptographic
hash. Therefore, modifying a block’s data would invalidate its hash, and all subsequent
blocks referencing that hash would become inconsistent. Computing new hashes would
require immense computing power and would be noticed by the decentralized network that
validates transactions on a blockchain. Maintained by a distributed Peer-to-Peer (P2P)
network of untrusted nodes, blockchain operates on a consensus mechanism (a kind of
agreement on data or state between distributed nodes) for adding new blocks. Before
being added to the blockchain, blocks must be validated and signed by their creators;
that way, transactions are broadcasted to the entire network for legitimacy verification.
The predominant consensus mechanisms used in blockchain technology today are Proof-
of-Work (PoW) and Proof-of-Stake (PoS). In PoW, miners race to solve complex math
problems using cryptographic hashing functions. In contrast, PoS replaces miners with
validators, who are chosen to create new blocks based on their token stake. Both systems
use cryptography to secure transactions, enabling direct peer-to-peer exchanges without

relying on a central authority.

2.1.1 Transactions, blocks, and addresses

At the core of blockchain technology are three concepts: transactions, blocks, and ad-
dresses. A transaction refers to an interaction between two entities. In the case of cryp-
tocurrencies, it involves the transfer of coins or tokens from one user to another. In other
usage scenarios, a transaction can refer to the transfer of ownership or the exchange of
digital assets, such as non-fungible tokens (NFT), and associated activities. Transactions
are the fundamental components of a blockchain system, with each block containing one
or more transactions.

Regarding the blocks, Figure 2.1 illustrates the structure of blocks in a blockchain.
Blocks in a blockchain are containers of transactions and are connected through crypto-
graphic hashes, with each block containing a hash of its data and the previous block’s
hash forming a chain. The data in a block are divided into two main sections: the header,
which contains all the metadata (hash, nonce, timestamp, etc), and the transaction data
body. The first block, known as the Genesis Block, is unique because it has no previous
hash value. Every block in the blockchain is visible to all nodes in the network, providing
transparency and consistency [1].

Blockchain addresses, or accounts, are unique identifiers used to send and receive
cryptocurrency. They’re typically alphanumeric strings derived from public keys. While

addresses serve as endpoints for blockchain transactions, the actual ownership and control



Genesis

, Block1 : , Block2 : 1 Block 3 1 : 1 Block N 1 :
1 1 1 1 1 1 1 1
! ::C\‘D: ::C\‘D: ::CQDC\‘D - ::
1 1 1 1
1 1 1 1 1 1 1 1
Commmeo v Commmeo v Commmeo v Commmeo v
Hash: 1D5P Hash: 585C Hash: 9J3R
Previous Hash: 0000 Previous Hash: 1D5P Previous Hash: 585C

Figure 2.1: The structure of blocks in a Blockchain [1].

of assets are determined by the corresponding private key. Every transaction involving

addresses is permanently recorded on the blockchain.

2.1.2 Ethereum

Ethereum is a second-generation public blockchain platform introduced in 2014 by Vitalik
Buterin and Gavin Wood [20]. Building on the success of Bitcoin, Ethereum features its
own cryptocurrency, ether (ETH), and it also allows developers to create new currencies in
the form of tokens. The Ethereum Foundation has established the ERC-20 and ERC-721
standards for fungible and non-fungible tokens, respectively. These standards support a
range of applications, including digital collectibles, stablecoins, and payment systems [21].

Ethereum provides a programmable interface called a smart contract, which is a
Turing-complete, self-executing program that automatically runs when predefined con-
ditions are met. For example, it can trigger a payment upon confirmation of goods
received, thereby enforcing the terms of an agreement between parties [22]. Such char-
acteristics provide the means for a broader monetary ecosystem, enabling decentralized
finance (Decentralized Finance (DeFi)), decentralized applications (Decentralized Appli-
cations (dApps)), and various use cases beyond digital currency transactions.

Unlike Bitcoin, the Ethereum platform supports external accounts (i.e., user accounts)
and contract accounts. Each Ethereum account is identified by its address, has an as-
sociated balance of ether (the native cryptocurrency of Ethereum), and is owned by a
user. Contract accounts are linked to a program interface and a program state, known
as storage. An Externally Owned Account (EOA) sends a transaction to the Ethereum
network to interact with another contract or to send ether to other users [23].

As of August 2024, over 67 million smart contracts have been deployed on Ethereum,
the largest blockchain-supporting smart contracts [24]. Additionally, there are Ethereum-
compatible chains, allowing the programmer to write and deploy the same smart contracts

without significant code changes. The total number of smart contracts deployed across



these chains has reached 1 billion [25]. Some of these chains include: Arbitrum, Avalanche,

BNB Chain, Fantom, Gnosis Chain, Optimism, Polygon.

2.1.3 Smart Contracts & Solidity

The key elements of smart contracts were introduced by Nick Szabo in 1994 [26], describing
them as agreements (legal contracts) between users and enforced by algorithms within a
trustless system comprising self-executing computer programs. Nonetheless, the concept
only became a reality with the launch of Ethereum.

Solidity is primarily considered to be the most widely used language for writing smart
contracts [27], providing a high-level, statically typed language with a syntax similar to
JavaScript and an object-oriented style, specifically designed to be compiled to Ethereum
Virtual Machine (EVM) bytecode [28]. Solidity supports library reuse and creation and
is an open-source project with numerous contributors and regular updates (as of Au-
gust 2024, the current version is 0.8.26), serving as the primary language for Ethereum
and other blockchain platforms. Developing smart contracts differs from programming
in traditional languages like C++, Java, or Python. Due to the immutable and irre-
versible nature of the blockchain, once the bytecode of a smart contract is deployed on
the Ethereum network, it cannot be modified.

In Solidity, the concept of null, as found in many other programming languages, does
not exist. Instead, Solidity assigns default values to each data type when a variable is
declared but not explicitly initialized. For example, integer types default to zero, and
Booleans default to false [28]. Solidity supports integer types ranging from int8 to int256,
with their unsigned counterparts being uint8 to uint256. The default integer type, if only
int or uint is specified, is int256 or uint256, respectively. Internally, the EVM operates
with fixed-size words of 256 bits. Therefore, even though Solidity allows for various
integer sizes, values are often padded to fit into 256-bit words for efficient computation

and storage.
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pragma solidity ~0.8.26;

contract SimpleWallet {
mapping (address => uint256) public balances;

address public owner;
constructor () { owner = msg.sender; }
receive () external payable {}

function deposit () public payable {
require (msg.value > 0, "Deposit must be greater than zero");

balances [msg.sender] += msg.value;

function withdraw(uint256 _amount) public {
require (_amount <= balances[msg.sender], "Insufficient balance");
balances [msg.sender] -= _amount;

payable (msg.sender) .transfer (_amount) ;

function sendTo(address payable _to, uint256 _amount) public {
require (_amount <= address(this).balance, "Insufficient balance");

require (_to.send(_amount), "Failed to send");

Listing 2.1: A simple Solidity contract example.

Listing 2.1 shows a simple contract that illustrates the main Solidity language features.
The contact uses a mapping to represent the variable balances; in Solidity, a mapping is
a data structure that stores data in pairs, with each key associated with a corresponding
value analogous to a dictionary or hash table in other languages. The address type is a 20-
byte value that stores the address of an Ethereum account or a contract. It is fundamental
to Ethereum and is commonly used as a key in mappings. It is used to uniquely identify
and interact with accounts or smart contracts on the blockchain.

Functions in a Solidity contract are essential for defining how users and other contracts
interact with the external world. In Listing 2.1, a simple wallet contract is implemented,
allowing users to deposit Ether, withdraw funds, and transfer to other users. Similar
to other object-oriented languages, Solidity supports function modifiers such as internal,
external, pure, view, and payable. Functions marked as public or external can be called
by external entities through the contract’s ABI. Payable functions can also receive ethers
through transaction invocations.

Solidity has evolved through 88 versions, from v0.1.2 to v0.8.26, since its inception in
2014. The rapid pace of updates may contribute to the challenges that smart contract

developers face when trying to create secure programs [22].
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2.1.4 Ethereum Virtual Machine

The Ethereum Virtual Machine is a stack-based, register-less virtual machine [2] with no
I/O operations, featuring compact and highly optimized bytecode. Its instructions are
restricted to manipulating the blockchain’s state. Smart contracts are compiled into the
EVM bytecode to be executed in Ethereum client nodes, targeting small size, simplicity,
and deterministic execution. Ethereum smart contracts have only one entry point: the
contract constructor.

The EVM operates over a world-state persistent environment like a transaction-based
state machine. Each transaction is charged a gas fee, representing the computational effort
required to execute it [20]. Ethereum uses the gas mechanism to ensure the termination
of contracts and prevent denial-of-service attacks. The persistent storage associated with

an account is organized as a key-value data structure to hold state variables persistently.

( N\
Ethexreum Virtual Machine (EVM)
~
Machine state
(volatile)
Program Gas
counter (PC) Stack available Memory
J
N 0\
Virtual ROM World state
(immutable) (persistent)
3
P S
EVM code Account storage
2N J
. J

Figure 2.2: The Ethereum Virtual Machine (EVM) components [2].

Figure 2.2 describes the Ethereum Virtual Machine (EVM) internal key components,
grouped into Machine State, Virtual ROM, and World State, where all elements are
essential to the EVM’s operation. All elements are clarified below:

Machine State (volatile)

« Program Counter (PC): Is responsible for holding the next instruction that needs

to be executed.
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o Stack: The structure where values are pushed and popped to perform all arithmetic

and control-transfer operations.

o Gas Available: This represents the amount of gas available for the transaction,

considering that the sender specifies the gas limit.

e Memory: A temporary, byte-addressable storage space used during contract exe-

cution.

Virtual ROM (immutable)

« EVM Code: The immutable smart contract’s bytecode.

World State (persistent)

e Account Storage: Is a key-value store with 256-bit keys and values, contents are
kept on the blockchain, and hence, persists across multiple smart contract execu-

tions.

In an Ethereum Virtual Machine world state transition, the state changes from one
configuration to another through the execution of a transaction. The world state is
a comprehensive snapshot of all account balances, contract code, and storage on the

blockchain at a specific point in time. The transition can be represented as follows:

Where:

e 0 is the initial world state.

e T is the transaction.

e ¢’ is the new world state after the transaction has been applied.

The world state transition function v can be defined as:

o =~(o,T)

2.2 Fuzzing and Fuzzing Smart Contracts

Detecting software vulnerabilities is a critical issue in today’s technology-driven world,

where software plays a key role in shaping economies. Various techniques are employed
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to uncover vulnerable sections of code, ranging from static to dynamic analysis. Static
vulnerability detection poses a challenge due to its high false positive rate compared to
other methods like dynamic testing [5, 29], especially given the increasing complexity of
software. In this context, fuzzing has emerged as a major method to improve vulnerability
discovery effectiveness.

Fuzzing, or fuzz testing, involves exercising a Program Under Test (PUT) with invalid,
unexpected, and random data to see if it crashes [30]. It is also used to discover software
security vulnerabilities, logic flaws, and bugs. Fuzzing lies at the intersection of software
testing and software security, with its primary purpose being the identification of security-
related bugs.

The success of projects like OSS-Fuzz [31], a Google fuzzing system that combines
various fuzzing techniques and tools for use in open-source software, has demonstrated
the usefulness of fuzzing to the security community. As of August 2023, OSS-Fuzz has
helped identify and fix over 10,000 vulnerabilities and 36,000 bugs across 1,000 projects.
In the following sections, we describe the types of fuzzers and fuzzing techniques, as well

as their components.

2.2.1 Types of fuzzers

Fuzzers are commonly categorized into black-box, white-box, and grey-box [30]. Black-
box fuzzing leverages no knowledge of the Program Under Test (PUT) while randomly
trying to expose abnormal behavior. The inception of fuzz testing has primarily been
related to black-box fuzzers; in 1988, Miller [32] used a random testing tool to investigate
the reliability of userland UNIX tools. Black-box fuzzers are now considered less efficient
because they struggle with complex conditions and cannot generate test cases that cover
many paths in a target program [33, 34].

White-box fuzzers generate inputs by analyzing the internal structure of the PUT,
specifically its source code. They rely on dynamic symbolic execution to explore the state
space of the PUT, employing SMT (Satisfiability Modulo Theories) solvers [30]. This ap-
proach enables white-box fuzzers to systematically uncover vulnerabilities by considering
the program’s logical constraints. However, white-box fuzzers are only viable in situations
where the source code is readily available, limiting their applicability in many scenarios,
like binary fuzzing targets.

Grey-box fuzzers operate in between black-box and white-box fuzzers. It is considered
more efficient than white-box fuzzing because it operates with minimal information about
the target program and implements either instrumentation or lightweight program anal-
ysis. Modern fuzzers are often implemented as Directed Grey-box fuzzing (DGF), with

the objective of efficiently reaching a given set of target program locations [33], having
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various applications, such as testing recently modified code, reproducing crash reports as

well as specific types of bugs, i.e., use after free, memory violations [35]

2.2.2 Fuzzing strategies

Fuzzing strategies are the methodologies or approaches used in fuzz testing, primarily in
the domain of seed generation but also in areas like seed selection, mutation, scheduling,
and feedback mechanisms. These strategies must consider the nature of the PUT while
still accommodating the goals of the fuzzing campaign. The following sections describe

three key strategies commonly employed in modern fuzz testing.

2.2.2.1 Grammar-based

Grammar-based fuzzing, also known as generation-based fuzzing, is a technique focused
on synthesizing valid seeds by applying a set of rules in a grammar or model from the input
domain of the target program, thereby achieving high syntactic correctness in test cases.
Software that processes complex inputs, such as compilers and protocols, is often driven
by models that describe the expected inputs or state transitions. In such cases, randomly
generating input seeds is often ineffective, as it fails to explore code that resides deeper
within the target program. The state-of-the-art in grammar-based fuzzing is progress-
ing towards greater effectiveness through adopting hybrid fuzzing techniques [36], which
combine the strengths of multiple fuzzing strategies to achieve a more complete coverage.
Other advancements include the ability to target multiple programming languages with
a single tool, as demonstrated by Polyglot [37], which employs a sophisticated method to
bridge syntax and semantic differences across nine languages, leading to the discovery of

over 173 new bugs in compilers.

2.2.2.2 Mutation-based

In mutation-based fuzzing, no model is used to describe the input format of the PUT,
meaning seeds are generated without understanding the format or structure of the data.
However, mutations are primarily performed by altering only a portion of valid input,
referred to as the initial seed, which is why this approach is also known as seed-based
input generation [30]. A fuzzer targeting a PNG library that uses randomly generated
inputs might never surpass the initial image format validation, thereby failing to explore
deeper paths where bugs may be located. By applying bit flips, byte operations, random
deletions, and other mutation operators to a valid input seed, mutation-based fuzzers can
generate unexpected or malformed inputs, increasing the chances of triggering bugs or

vulnerabilities. Tools like zzuf [38] and Radamsa [39] are examples of pure mutation-based
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fuzzers, applying various mutation operators to test cases using a predefined mutation
ratio. Other mutation-based fuzzers, often referred to as hybrid fuzzers, use feedback
mechanisms (mainly coverage) to guide mutations. Notable examples include AFL [40],
AFLGo [33], AFL++ [41], Honggfuzz [42], and libAFL [43].

2.2.2.3 Coverage-guided

One of the challenges in fuzzing is generating meaningful inputs that explore all the
different execution paths of a program, as the test case generation may get stuck at
the local level of minimal code coverage, which means some paths will not be explored.
Coverage-guided fuzzing aims to maximize the exploration of a program’s code by using

runtime feedback (code coverage, but also distance) to refine the fuzzing process.

/ Program Under Test Instrument EXECUTABLE }

INPUTS—» Runtime

\J
Seed / Seed | )
Scheduling 7 Seed Mutation HQ Track Coverage and Distance

I

Seed_ % Initial Seed Seed Selection New Seed j«—— Vul. Detection =>
Generation / Seed Pool

Figure 2.3: Overview of a coverage-guided grey-box fuzzer.

The diagram in Figure 2.3 provides an overview ! of a coverage-guided grey-box fuzzer.
The PUT, representing the software or application being tested, undergoes an instrumen-
tation phase to collect specific runtime data, such as path coverage and distance metrics.
Once instrumented, the program is executed in the runtime environment, where the PUT
operates. Meanwhile, other components iteratively process input seeds and internal test
cases, continuously refining them to maximize the likelihood of reaching a vulnerable code

location. These components are responsible for:

e Seed Scheduling: Involves identifying which input in a seed pool is more likely

to explore new code paths (or other metrics) when mutated. By implementing a

'Elements in Figure 2.3 may vary across fuzzers, with some including additional components and
others having fewer due to different architectural choices and requirements.
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scheduling algorithm, a fuzzer can prioritize seeds for execution, balancing explo-

ration and exploitation.

o Seed Selection: Addresses the challenge of choosing seeds that, after execution,

may be placed in the seed pool for later scheduling and mutation.

o Seed Mutation: Responsible for applying mutation operations to the input seeds

to generate new test cases.

o Seed Generation: Involves creating the initial set of inputs that will be used to
start the fuzzing campaign. The quality and diversity of these initial seeds influence

the entire fuzzing process.

Fuzzers can operate as hybrid systems, combining different strategies and techniques.
One prominent hybrid approach is Directed Grey-box fuzzing (DGF) as seen in Sec-
tion 2.2.1. As a coverage-guided fuzzer, DGF specifically targets critical program areas,
such as memory operations and API calls, which other fuzzers have difficulties reaching.
DGF is a vital component of modern vulnerability discovery [44]; tools in this category
include AFLGo [33], Driller [45], Beacon [46], and ParmeSan [47].

In the following sections, we will explain the typical set of vulnerabilities found in
smart contracts and then dive deep into the current state-of-the-art of fuzzing tools for

discovering smart contract vulnerabilities.

2.2.3 Smart Contracts Vulnerabilities

Smart contract vulnerabilities have been a subject of exploration since the inception of
the Ethereum blockchain. The first majorly exploited and publicized incident was the
TheDAO hack in 2016 [48]. Since this, over $8.58 billion has been hacked (Total Value
Hacked, TVL) from various smart contract compatible chains [49]. Other notable attacks
include the Parity Multisig Wallet attack [50], the Uniswap V2 liquidity pool hack [51],
and the Rari Fuse Pool attack [52]

Atzei et al. [53] were the first to categorize smart contract vulnerabilities, providing
a comprehensive catalog of common patterns associated with these security flaws. While
some of these attacks are outdated and not widely explored in recent times, others con-
tinue to be prevalent in the current hacking landscape, such as reentrancy. Since Atzei
et al. [53] taxonomy, several other vulnerability catalogs have emerged as important ref-
erences for security threat mitigation tools within the community. Two notable examples
are DASP10 [54] and SWC-Registry [55].

DASP10 (Decentralized Application Security Project) is similar to the OWASP tax-
onomy of the top 10 vulnerabilities in web applications. It was created by the NCC
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Group and enumerates ten common bugs found in Ethereum Smart contracts. Although
somewhat outdated, DASP10 still highlights some critical points relevant to current smart
contracts, as some older contracts are still running on numerous mainnets across all chains,
indicating that they are still actively deployed and operational. In contrast, SWC-Registry
is a community-driven catalog similar to the Common Weakness Enumeration (CWE)
project. It lists 37 types of vulnerabilities and is considered the standard taxonomy for
EVM-like Smart Contracts.

Despite being a long list of vulnerabilities emerging from blockchain technology, we
will only focus on those that are classified into the smart Contract layer of the Zhou et
al. [56] classification. Other groups of threats in Zhou et al. [56] are Network, Consensus,
DeFi Protocol, and Auxiliary Service layers. Modern dApps are intricate combinations of
multiple contracts using auxiliary services and complex business logic, and vulnerabilities
for this subset have yet to be tackled by vulnerability detection tools. Figure 2.4 presents

threats classification for various blockchain layers.

Common Security Threats in Blockchain Systems
I

l 1 l l

[ Consensus-Based Attacks ] [ Smart Contract Exploits ] DeFi Protocol Vulnerabilities: Auxiliary Service Vulnerabilities
- 51% attacks, - Reentrancy attacks, « Flash loan attacks = Exchange hacks
« Selfish mining + Integer overflow/underflow + Oracle manipulation « Wallet vulnerabilities
» Eclipse attacks + Unchecked external calls + Governance exploits + Oracle manipulation attacks
» Long-range attacks » Gas limit vulnerabilities

Figure 2.4: Security threats in blockchain systems [3].

Below, we provide a brief explanation of each relevant vulnerability detected by
SMARTCHAT, along with a mapping from our nomenclature to the corresponding SWC-
IDs.2

Reentrancy - SWC-107: In programming language theory, a function is considered
safely reentrant if it can be interrupted during its execution and then safely called again
(‘re-entered’) before the original execution is complete, without causing unintended side
effects. A smart contract is considered vulnerable to a reentrancy flaw if it lacks proper
safety controls for when it is called again while still executing, potentially creating a race
condition on state variables that could allow a malicious contract to steal funds [53].

Listing 2.2 demonstrates a simple contract that is vulnerable to reentrancy. In this
contract, the withdraw() method sends ether to the caller before updating its internal

state (the balances field). Since the call function can invoke another smart contract

2Since SMARTCHAT is based on Smartian, we adopt its nomenclature and map these terms to the
SWC-ID taxonomy.
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and the EVM processes calls sequentially, a malicious contract can repeatedly invoke the
withdraw() method within a single transaction. This allows the attacker to drain all the
ether from the vulnerable contract before the assignment balances [msg.sender] = 0 is
executed. Other assets are also prone to be targeted by the reentrancy bug, such as ERC-
20 or ERC-721 tokens, and even more complex ones like liquidity tokens, derivatives, or
payment wallets.

To prevent a contract from having a reentrancy flaw, developers should consider using
a reentrancy lock (e.g., a mutex or similar mechanism) or updating the contract’s internal
state before making any external calls. Even though static analysis tools can detect many
reentrancy patterns, certain forms can only be uncovered through dynamic analysis, as

they depend on runtime execution paths and inter-contract interactions.

contract Reentrancy {
mapping (address => uint) private balances;
function withdraw () public {
uint amount = balances[msg.sender];
(bool success, _) =
msg.sender.call.value (amount) ("");
require (success) ;

balances [msg.sender] = 0;

Listing 2.2: A contract with the Reentrancy vulnerability.

Mishandled Exception - SWC-104: This vulnerability originates from the typi-
cal bad programming practice of failing to check the result of a function call or handle
exceptions correctly. It is particularly risky when interacting with external contracts or
functions, as it could lead to unexpected behavior or security issues. In Solidity, low-level
calls (such as call, delegatecall, or send) do not halt execution or reverse the entire
transaction in case of failure. This can allow the contract to continue running, poten-
tially enabling an attacker to drain assets. Other names commonly used in literature
for this vulnerability include exception disorder [57] or unchecked call return value [58].
In SMARTCHAT, this vulnerability encompasses multiple types, including gasless send
(out-of-gas Ether transfer).

Listing 2.3 describes a contract vulnerable to mishandled exceptions. The execute ()
function makes an external call without checking the result or handling any potential
exceptions. To mitigate this issue, developers must either use Solidity’s modern require

statement to enforce conditions or manually control the result of the external call.

18



contract MishandledException {
ExternalContract public externalContract;

uint256 public result;

constructor (address _externalContract) {

externalContract = ExternalContract(_externalContract);

function execute() public {
// External call without handling the result
externalContract.performAction() ;
// Additional logic that assumes the extermnal call succeeded

result = 1;

Listing 2.3: A contract with the Mishandled Exception vulnerability.

Integer overflows/underflows - SWC-101: A contract contains an integer vul-
nerability if it fails to validate for underflow and overflow in arithmetic operations. This
weakness arises when a value goes beyond the maximum limit of its type or falls below the
minimum limit, causing it to wrap around to a different value and resulting in incorrect
balance calculations or token amounts.

In Listing 2.4, there is an example of a contract that lacks arithmetic validation. The
deposit () function takes an amount as input and adds it to the internal state variable
balance without checking for overflow. Similarly, the withdraw() function does not verify
whether subtracting the withdrawal amount will cause an underflow.

One way to mitigate integer bugs is to implement checks for overflow and underflow
or use the well-known SafeMath library from OpenZeppelin [59], which provides built-in

functions to handle arithmetic operations safely.

contract IntegerArithmetic {

uint256 public balance;

function deposit(uint256 _amount) public {

balance += _amount;

function withdraw(uint256 _amount) public {

balance -= _amount;

Listing 2.4: A contract with the Integer overflow /underflow vulnerability.

Block State Dependency - SWC-120: Solidity does not provide built-in API

functions for generating or obtaining random numbers. Nevertheless, some contracts
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require randomness for their functionality. In such cases, contracts might depend on bad
sources of randomness (i.e., values that are predictable, publicly observable, and in some
cases even manipulable) provided by the underlying blockchain, such as block.number,
block.timestamp, block.difficulty, or blockhash. Using these values can introduce
security vulnerabilities, notably if they are used to determine critical operations like token
or ether transfers, as they can be predictable and exploited by attackers.

Listing 2.5 presents a sample contract that uses block.number to set the winner
address when the number is even. Being a predictable value (the block number is upper
incremented and is public data), an attacker could use a timing technique to ensure that a
transaction gets included in an even-numbered block. To reduce the risk of being targeted
by this type of attack, developers should consider using external sources of randomness,
such as oracles, or avoid relying solely on these attributes for critical decisions. Although
static analysis tools are generally effective at detecting this type of vulnerability with
relatively few false positives, the actual impact depends on runtime execution paths and

the specific way the contract uses the block attributes.

contract BlockStateDependency {

address public winner;

function enter () public {
if (block.number % 2 == 0) {
winner = msg.sender;
}
}
}

Listing 2.5: A contract with the Block State Dependency vulnerability.

Ether Leak - SWC-105: In this vulnerability, Ether can be irreversibly lost when
contracts lack proper access control, allowing arbitrary users to withdraw funds [60].

Listing 2.6 illustrates the conditions in the batchRefund function, where any user
can invoke the function with a list of recipients of their choice and completely drain the
contract’s Ether. There is no balance check before sending Ether, and if any send()
call fails, the loop continues while the contract’s balance is still reduced. The balance is
decreased regardless of the success of the transfers. Mitigating this vulnerability involves

enforcing access control, validating balances, and using safe transfer patterns.
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contract EtherLeak {
mapping (address => uint256) public balances;

function batchRefund(address[] users, uint256[] refundAmounts) external {
for (uint i = 0; i < users.length; i++) {
users[i].call{value: refundAmounts[i]l}("");
balances[users[i]] -= refundAmounts[i];
}
}
}

Listing 2.6: A contract with the Ether Leak vulnerability.

The remaining vulnerabilities will be briefly described as they are considered less
relevant to our study:

Arbitrary Write - SWC-124: This vulnerability occurs when a contract allows
an attacker to write data in an arbitrary storage location through a mismanaged array
object, potentially overwriting critical contract variables or code. A detection method
for this vulnerability involves intercepting data store instructions handlers to identify
out-of-bounds array accesses that lead to arbitrary storage manipulation.

Assertion Failure - SWC-110: Ethereum prevents resource abuse by charging a
fee, known as gas, for each computational operation. The assert () operation, normally
used as a defensive programming construct, can have unintentional consequences in the
context of Solidity. When an assert () fails, the transaction is reverted, and all the gas
consumed by previous operations is lost. This behavior can potentially lead to denial-of-
service (DoS) attacks, where an attacker deliberately triggers assert () failures to exhaust
gas and render contracts inoperable through repeated transaction reverts.

Transaction Origin Use - SWC-115: A contract using tx.origin function for au-
thorization may be vulnerable if it intends to identify the transaction sender. tx.origin
refers to the original external account initiating the transaction, not necessarily the con-
tract or account directly called the current function. A malicious attack contract can
explore this to bypass authorization checks.

Suicidal Contract - SWC-106: When using Solidity’s selfdestruct function in a
contract, developers must implement strict access control mechanisms (such as onlyOwner
modifiers or role-based access control) to prevent unauthorized users from triggering con-
tract termination. The selfdestruct operation permanently deletes all contract code
and storage, transferring any remaining ether balance to a specified address. An attacker
could exploit a lack of access control to maliciously destroy the contract and seize its
remaining funds.

Even though this work focuses on using fuzz testing to effectively find vulnerabilities

in Ethereum smart contracts, static analysis methods can also be employed to detect most
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of the weakness categories presented earlier. Nevertheless, static analysis approaches tend
to be more efficient in terms of runtime but often suffer from a high false-positive rate [29].
Fuzzing, on the other hand, dynamically executes the contract code in a real EVM envi-

ronment, ensuring that the detected vulnerabilities are guaranteed to be exploitable [61].

2.2.4 Smart Contracts Fuzzing Tools

We detail our literature review process, focusing on the collection of tools that imple-
ment smart contract fuzzing and related techniques. To gather relevant publications, we
used the search query ("fuzzer" OR "fuzzing" OR "fuzz") AND ("smart contract"
OR "ethereum") on Google Scholar for the period from 2018 to 2025, which returned
more than two thousand entries. The year 2018 was chosen as it marks the introduction
of the first smart contract fuzzer [62], making it a starting point for our search. We
then concentrated on articles that primarily discuss the development of tools, narrow-
ing the selection down to 29 papers. In the next step, we excluded fuzzers designed for
other blockchain platforms, retaining only those intended for Ethereum. Subsequently,
we performed snowballing and reverse snowballing using Jiang et al. [62], the first fuzzer
explicitly designed for smart contracts and a seminal work in smart contract security, to
identify additional relevant literature on smart contract fuzzing. As a result, we com-
piled a final list of 17 Ethereum fuzzers that have been published in top peer-reviewed
conferences or journals.

Table 2.1 presents an overview of the fuzzing tools studied for this dissertation. Some
columns in the table need a detailed explanation for a better understanding of our intent,

we will further provide its explanation.

Tool Year | Source EVM Base Tool Pub. Oracles | Use Avail. Data Seq.
code Venue ML Bench. | Depen. | Aware

ContractFuzzer [62] | 2018 geth - ASE’18 7 X X X
ReGuard [63] 2018 | X - - ICSE'18 1 X X X X
ContraMaster [64] | 2019 geth - TDSC 5 X
ILF [16] 2019 geth - CCs'19 6 X X
Harvey [65] 2020 X - - FSE20 7 X X X
Echidna [66] 2020 hevm - ISSTA’20 - X X
sFuzz [57] 2020 aleth - ICSE20 9 X X X X
ConFuzzius [67] 2021 pyEVM - EuroS&P’21 10 X
Smartian [4] 2021 nethermind - ASE21 13 X
xFuzz [68] 2022 aleth sFuzz TDSC 3 X X
RLF [17] 2022 geth ILF ASE22 6 X
IR-Fuzz [18] 2023 aleth sFuzz TIFS 8 X
ItyFuzz [69] 2023 revm - ISSTA’23 - X X
EF/CF [23] 2023 eEVM - EuroS&P’23 1 X X X
MuFuzz [70] 2024 aleth sFuzz ICDE24 9 X
CrossFuzz [71] 2024 pyEVM ConFuzzius SCP 10 X X
FunFuzz 72] 2024 aleth sFuzz TOSEM 9 X X X X
DogeFuzz (73] 2024 geth ContractFuzzer| SBSEG'24 6 X X X

Table 2.1: Summary of analyzed Ethereum smart contract fuzzers.
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e Source Code: Indicates whether the fuzzer’s source code is publicly available in a

repository.

o« EVM: Exhibit which EVM implementation each tool uses for the fuzzing process.
As detailed in Section 2.1.4, which provides an overview of the EVM architecture,
a fuzzer needs a runtime environment to execute the bytecode and interpret log
traces for bugs and vulnerabilities. Some of these EVM clients are fully-fledged
implementations, complex systems with block mining and consensus algorithms,
while others are self-contained EVM implementations stripped down to focus solely

on bytecode execution, thereby improving the throughput of a fuzzer.

« Base Tool: Specifies if the fuzzer is built upon a previous fuzzer release or designed

from scratch.
o Pub. Venue: Lists the conference or journal where the fuzzer was published.

e Oracles: Shows the number of vulnerability detectors (also known as bug oracles,
i.e., predefined rules that identify vulnerable runtime behaviors) implemented in the

fuzzer.

For the remaining columns, Use ML and Avail. Bench, Data Depen., and Sequence

Aware are checkmark-style columns indicating whether the fuzzer has a specific trait.

o Use ML: Indicates if the fuzzer utilizes Machine Learning in any of the core stages

of a fuzzing campaign (as described in Section 2.2.2.3).

e Avail. Bench: Specifies whether the fuzzer has a publicly available benchmark or

dataset for reproducibility.

o Data Depen.: Indicates if a fuzzer employs data flow or data dependency analysis

during seed generation.

o Sequence Aware: States whether the fuzzer can use a sequence of transactions as

a seed, rather than relying solely on random single transactions.

In the following section, we will provide a description of each tool listed in table 2.1

along with its primary contribution to the field.

2.2.4.1 Fuzzers

ContractFuzzer [62] is recognized as the first fuzzer for the Ethereum platform focused

on smart contracts. It is a black-box fuzzer that requires the contract ABI to generate
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transaction calls, implementing custom test oracles as predefined rules and patterns. How-
ever, Wu et al. [5] demonstrated that ContractFuzzer is inefficient in terms of the number
of transactions over time, as it relies on a full EVM implementation. Additionally, it is
also unable to generate inputs that trigger deeper or more complex code paths within the
contract.

ContraMaster [64] was the first smart contract fuzzer to utilize data-flow dependency
analysis to decide whether to mutate transaction sequences, and was also the first to be
sequence-aware. ILF [16] employs an imitation learning approach as a symbolic execu-
tion expert, focusing on effectively generating high-quality initial inputs for transactions.
RLF [17] is a fuzzer derived from ILF that uses a reinforcement learning network to gen-
erate meaningful transaction sequences while randomly producing transaction arguments,
making it more efficient in test generation than ILF [5].

Wiistholz et al. [65] proposed Harvey, a closed-source grey-box fuzzer that utilizes
heuristics from previous executions as an input prediction technique to explore deeper
paths in contract code. However, because it is proprietary software, further evaluation is
limited. Echidna [66], created by Trail of Bits, is based on both property-based and fuzz
testing. To use Echidna, developers must write custom properties that the fuzzer will
then verify, checking for violations. This approach allows for the discovery of business
logic-related bugs, making Echidna the most widely used fuzzer among auditors and
practitioners [5].

The sFuzz [57] fuzzer operates on a similar principle of AFL [40], using feedback
from the runtime environment and implementing a branch distance metric to overcome
difficult-to-cover branches in the contract. However, sFuzz cannot process transaction
sequences as seeds. Nonetheless, it served as the foundation for several other tools in
table 2.1, including xFuzz, IR-fuzz, MuFuzz, and FunFuzz.

xFuzz [68] is a sFuzz-derived fuzzer that utilizes a machine learning model trained for
detecting benign functions and program paths directed towards detecting cross-contract
vulnerabilities. The key intuition is that vulnerabilities in smart contracts are often
located in specific error-prone code paths and that focusing the fuzzer energy on these
areas can reduce the time spent on benign contracts.

Similar to xFuzz, FunFuzz [72], which is also derived from sFuzz, seeks to identify
functions with security-critical operations by applying lightweight static analysis and de-
termining critical opcodes in contract bytecode, then uses that information during fuzzing
to guide seed mutation and selection to reach those critical functions. IR-Fuzz [18] builds
on sFuzz by adding a layer of transaction sequence prolongation, using data dependen-
cies analysis and prioritizing seeds based on minimum distances; Analogous to IR-Fuzz,

MuFuzz [70] also employs data-flow-based feedback for sequence-aware mutation and
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mask-guided seed mutation strategy.

Some fuzzers aim to improve vulnerability detection speed by focusing on increasing
throughput. ItyFuzz [69] utilizes snapshot fuzzing, taking memory dumps from a highly
efficient EVM and initiating a new fuzzing campaign from that point. The core idea is
that smart contracts operate as stateful programs, and re-executing previous transactions
to recreate a desired state comes with a high cost. EF/CF [23] also prioritizes high
throughput, achieving this by translating smart contract bytecode into native C++ code
through program transpilation.

ConFuzzius [67] is a state-of-the-art hybrid smart contract fuzzer that integrates
symbolic execution and dynamic data analysis to identify Read-After-Write (RAW) de-
pendencies in state variables. This approach seeks to generate meaningful transaction
sequences while yet triggering and exploring various code branches. An extension of
Confuzzius, CrossFuzz [71], addresses cross-contract vulnerabilities by leveraging inter-
contract data flow information and optimizing mutation specifically for these types of
cross-contract bugs.

DogeFuzz [73] is an extensible fuzzer that supports multiple fuzzing strategies, in-
cluding black-box, coverage-guided grey-box, and directed grey-box fuzzing, targeting
critical EVM instructions.

For our research, we selected Smartian [4] as the base fuzz testing tool, which we
extended to develop our proposed approach, SMARTCHAT. A brief overview of Smartian

is provided in the next section.

2.2.4.2 Smartian

Smartian [4] is a hybrid smart contract fuzzer that uses static and dynamic data-flow
analysis to generate interesting transaction sequences. It includes a concolic testing mod-
ule to explore unexplored paths and edge cases during the fuzzing process. Smartian
derives initial seeds by statically analyzing the smart contract bytecode—the input to the
fuzzing process—to extract use-definition (use-def) facts. It assumes that vulnerabilities
may arise when functions that define state variables must be called before those that write
to the blockchain’s persistent state.

Benchmark results demonstrate that Smartian significantly outperforms other fuzzers.
Furthermore, the ablation experiment conducted during the evaluation study revealed that
each component plays a crucial role in the overall results. It also showed that the static
pre-processing step can be further enhanced by the dynamic data-flow instrumentation
module. In a more recent study, Wu et al. [5] conducted a comprehensive evaluation of
modern smart contract fuzzers and noted that Smartian achieves higher code coverage

than other tools.
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The architecture of Smartian is shown in Figure 2.5, which depicts three main com-
ponents: INFOGATHER, SEEDPOOLINIT, and DATAFLOWFUZZ.

Static Analysis
EVMBytecode @ + """ TTTTTTTTTTTTOTTTTTTTTTTTTOCT '

INFOGATHER Facts | SEEDPOOLINIT .

01011011001 ; .

11101010011 : (§ IV-A) (§ IV-B) .

11000010101 L I I .
Seeds

DataAFLowFuzz i
Sender info. (§ IV-C) . [ ]

i Q E Bugs

Data-flow-based feedback !

Dynamic Analysis

Figure 2.5: Smartian architecture [4].

The INFOGATHER module is responsible for statically analyzing contract bytecode to
identify data-flow facts such as definition-use (Def-Use) chains and smart contract access
control mechanisms. The collected data facts are then provided to the SEEDPOOLINIT,
where high-quality initial seeds are generated based on the concept that the use and
definition of state variables can guide the creation of meaningful transaction sequences.
The DATAFLOWFUZZ module handles the dynamic data-flow analysis. Smartian uses
a feedback loop to evaluate both code coverage gain and Def-Use gain, while monitoring
storage accesses during execution.

In this work, we extend Smartian to evaluate Generative Al-generated initial seeds
using LLM-based test case generation. To this end, we provide an overview of Generative
AT and its applications in software testing and fuzzing, which we describe in the following
section. We chose Smartian due to its superior performance reported in previous work [5,

74], even though we have extensive experience implementing our own fuzzing tool [73].

2.3 Generative Al

Generative-based Al systems are a prominent area of machine learning research, focus-
ing on systematically creating new original content (e.g., text, images, audio, and videos)
based on patterns learned from trained data. Two of the main techniques in the deep learn-
ing generative area are Generative Adversarial Networks (GANs) [75] and Transformer-
based models [76]. The GAN framework consists of two neural networks (i.e., a generator

and a discriminator) and is primarily used in image generation. Transformer-based mod-
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els, which emerged from the self-attention mechanism and utilize parallel encode-decoder
neural networks, are primarily employed in the area of Natural Language Processing
(NLP). Generative Large Language Models are transformer-based models specialized for
text and task instructions that have seen widespread adoption in software engineering
activities; in the following sections, we briefly describe how these models work and their

applications to fuzzing.

2.3.1 Pre-trained Large Language Models

Large Language Models (LLMs) are a type of machine learning model with a massive num-
ber of parameters (i.e., weights values and biases in transformer architectures) designed
to predict the next token or generate a reasonable text continuation based on a given
input [77]. Such models are trained on hundreds of gigabytes of text data from public
data sources, like the Common Crawl dataset. LLMs excel in many tasks, most notably
in text summarization, text reasoning, language translation, and conversational agents.
Specifically, text-generating LLMs are autoregressive decoder-only models, meaning they
are a class of transformer models that use only the decoder part of the transformer archi-
tecture. These models sequentially generate one token at a time, where each generated
token is conditioned on the tokens generated before it, in an autoregressive way [78].
Furthermore, LLMs are versatile in the training process, as they can be used for
both conversational and instruction tasks. Conversation-tuned models are optimized for
human-like chats in a questions-and-answer format, while instruction-tuned models use
a specialized instruction format for training. During inference, the model employs Rein-
forcement Learning from Human Feedback (RLHF) to enhance the responses, ensuring
that the model follows user instructions accurately and generates texts that align closely

with the given task.

2.3.1.1 LLMs metrics and concepts

Table 2.2 displays some of the main language models and their key metrics as of the
time of writing this work. Key metrics elements are crucial for comparing LLMs; we will

explain them below.

o Context Size: refers to the total length in tokens a model accepts as input and is

able to process during the inference phase.
o Training Cutoff Date: is the final data collection date used to train the model.

o Parameters: is the number of weights and biases an LLM is trained with; generally,

the bigger the value, the more accurate the final output of the model.
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o License: refers to the terms or agreements governing the use of the model and the

availability of the model weights files to the community.

o Training Data Size: is the size in number of tokens of the data collection used

for training the neural network model; more data and more parameters mean more

resources for processing and tuning the model.

Model Context | Training | Parameters License Training
Window | Cutoff (Billion) Data (T)
Llama3-70B 8K | Mar 2023 70 Open 15
Llama3-8B 8K | Mar 2023 8 Open 15
Llama3-3-70B 128K | Dec 2023 70 Open 15
Mixtral-8x22B 32K | Dec 2023 22 Open Unknown
Mixtral-8x7B 32K | Dec 2023 7 Open Unknown
GPT-4.1 128K | Oct 2023 Unknown | Proprietary | Unknown
GPT-4.1 Mini 128K | Oct 2023 Unknown | Proprietary | Unknown
Claude 3.7 Sonnet 200K | Jun 2024 Unknown | Proprietary | Unknown
Gemini 1.5 Pro 1M | Mar 2024 Unknown | Proprietary | Unknown
Gemini 1.5 Flash 128K | Mar 2024 Unknown | Proprietary | Unknown

Table 2.2: Overview of major LLMs by context window, cutoff date, model size, license,
and training data.

Other essential concepts in LLM usage relate to how they are employed and the extent
to which the input interaction process is guided. While LLMs are pre-trained on vast
amounts of data for numerous tasks, they can be further improved or tailored for specific
tasks to provide better responses in particular contexts. This can be achieved through
processes such as fine-tuning or prompt engineering [79].

Fine-tuning a model involves updating the model’s weights and adapting it for a
specific purpose, typically using a narrower dataset of labeled training examples. This
process demands significant computational resources and incurs higher costs compared
to using tailored prompts (i.e., prompt engineering). In this work, we focus on prompt
engineering techniques, as they are more accessible and cost-effective.

Nevertheless, natural language prompts can also be used to achieve better generative
results without additional training, through a technique known as prompt engineering.
The process of selecting or designing specific inputs (i.e., prompts) does not require ex-
plicitly updating the model’s weights and is used to elicit desired responses from an LLM
without modifying the model itself.

In the context of prompt engineering, several techniques exist, including zero-shot, few-
shot, and chain-of-thought (CoT) prompting [80]. In the zero-shot setting, the LLM is
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provided only with task instructions and no examples. The few-shot variant supplements
the prompt with a handful of demonstrations (e.g., output examples), allowing the model
to infer the desired format and constraints. Lastly, CoT enhances the model’s reasoning
by incorporating intermediate steps (e.g., “Let us think step by step”). Also, CoT can be
applied in a single-turn format, where reasoning is incorporated within a single prompt,
or in a multi-turn setup, where the model is guided through sequential reasoning steps

interactively [81].

2.3.2 LLM-Assisted Fuzzing

Since language models became widely available to the public, a significant amount of
literature on LLM-assisted software engineering has been published. Key areas with
LLM applicability include coding, design, requirements, repair, refactoring, testing, and
documentation [79]. In software testing, fuzzing is a prominent area for LLM usage.

Deng et al. [14] used an LLM (i.e., Codex) to generate test cases code that follows
API syntax and semantics of TensorFlow [82] and PyTorch [83] libraries. Their results
show that in both seed mutation and generation, they achieved higher code coverage
compared to existing fuzz driver generation tools. Fuzz4All [12] introduced a universal
programming language fuzzer that leverages large language models in a fuzzing loop. This
loop iteratively updates the initial input prompt with both code examples and generation
strategies, aiming to produce diverse fuzzing seeds. The target languages under test
include C, C++, SMT2, Go, Java, and Python, though the authors claim it can be easily
adapted to other languages. In addition to improving coverage, the paper reports the
discovery of 64 previously unknown compiler bugs.

Stateful systems are generally hard to fuzz due to the length of input sequences and
combinations needed to reach a specific state (i.e., vulnerable state). Network protocol
implementations are typically designed as state machines in a stateful architecture, making
them hard to fuzz. Meng et al. [13] propose a protocol fuzzer using the intuition that pre-
trained large language models embody a deep understanding of specification semantics
and message format structure. ChatAFL is implemented on top of the AFLNet baseline,
incorporating GPT-3.5 Turbo for protocol grammar generation and for reaching deeper
new states. Overall, the results show that ChatAFL achieves an average of 5.8% to 6.7%
more branch coverage than AFLNet.

Smart Contract fuzzing is also considered a stateful system involving all complex,
hard-to-reach machine-state environments. LLM4Fuzz [74] is the first fuzzer for Ethereum
smart contracts employing LLM for seed scheduling and prioritization. It uses Llama 2
70B to evaluate seed quality based on code fact producers. Producers evaluate invariants,

complexity, sequential likelihood, and vulnerability probability through the use of hand-
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tailored prompts aiming to obtain a numeric value. LLMA4FUZZ can find exploits to
vulnerable contracts in 1.9 hours, while the baseline fuzzer (Ityfuzz) takes almost 24
hours, meaning it guides the fuzzer to reach a complex state in less time.

Figure 2.6 illustrates a fuzzing workflow highlighting key points where LLMs can be

applied for enhancements. Specifically:

Seed Generation: LLMs can augment the generation process to provide diverse

input seeds based on learned patterns from training data.

Seed Scheduling: Using LLMs to assess the quality or likelihood of uncovering

vulnerabilities.

Seed Mutation: LLMs can play a significant role as a mutator, enhancing the

generation of more effective and targeted test cases.

Vulnerability Detection: LLMs can aid in identifying potential vulnerabilities or

being used as test oracles.

Seed Seed
Scheduling Seed Mutation >/ Test Case
Vulnerability
A
Vul.
Detection

Seed ) New Seed Seed Execution
Generation Seed Pool - Selection | | >

Figure 2.6: Fuzzing Workflow with LLM Integration.

While this integration presents several opportunities, it also introduces certain chal-
lenges that need to be addressed. Hallucinations in LLMs can be attributed to their
inherently non-deterministic behavior, where the model may generate responses that are
incorrect, irrelevant, or fabricated [84]. To reduce these occurrences in any key process
entry where LLM-assisted fuzzing is used, some form of evaluation techniques or error-

guided corrective measures must be applied. Furthermore, LLMs have a configurable
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hyperparameter called temperature, which can reduce randomness, resulting in more de-
terministic outputs and lowering the likelihood of hallucinations [85].

Seed generation and seed mutation may also be prone to insufficient diversity of test
cases [84], as well as inaccurate context understanding due to the small LLM context size
(i.e., the number of tokens processed during inference). Fine-tuning on a specific corpus or

using more precise prompt engineering methods could help mitigate these problems [79].
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Chapter 3

SmartChat: LLM-Enhanced Smart
Contract Fuzzing

This chapter presents the architecture and implementation of SMARTCHAT, an enhanced
Smartian-based fuzzer that integrates LLM-generated input seeds and vulnerability-guided
scheduling. Section 3.1 describes the overall architecture, including the structured JSON
seed format, automated seed generation, and the prioritization strategy. Section 3.2 cov-
ers the implementation, from prompt design and the multi-phase seed processing pipeline

to the software modules developed to extend Smartian into SMARTCHAT.

3.1 Architecture and Design

This work aims to develop a method for generating an initial seed set for smart contract
fuzzing. To achieve this goal, we either needed to build a fuzzer or use an existing one
from the research community. We chose to adopt Smartian, described in Section 2.2.4.2,
due to its extensibility as an open-source project and its recognition as a high-performing
tool in the field [5, 69]. Furthermore, our methodology involves developing a reliable
extension tool that enables a comprehensive comparative study of experimental results.

During our evaluation of Smartian, we identified a key limitation to our research pur-
pose: the tool does not expose its internal seed format nor support importing seeds from
external sources. However, it does export the test case files that trigger vulnerabilities,
which are the outcomes of its fuzzing process. Based on this, we designed an input
seed format with its corresponding importing software module to enable the injection of
externally generated seed inputs for testing and evaluation.

Moreover, integrating LLM-based structured output generation into the fuzzing pro-
cess requires crafting natural language instructions (i.e., prompts), executing these queries,

and processing the output. The LLM generates candidate seeds in JSON format first,
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which are then passed to SMARTCHAT, which only consumes these seeds once they have
been converted into its internal format; therefore, the LLM precedes SMARTCHAT in the
overall process. With this integration in mind, and given that one of the goals of this
research is to evaluate LLMs based on their ability to generate quality and well-structured
seeds, we designed an automated generation, evaluation, and conversion pipeline.
Finally, while generating seeds that are well-structured and context-aware using LLMs
represents a desirable outcome for seed generation, we also propose a vulnerability-guided
seed selection method. This approach is primarily focused on steering the fuzzing process

toward vulnerable execution paths.

3.1.1 Input Seed Format

In the realm of smart contract fuzzing, there is no universally defined format for input
seeds. Some fuzzers use internal representations that are not exposed in a file format [67,
16], while others utilize internal binary formats [57]. Therefore, defining a generic format
for capturing the low-level elements of blockchain transactions is crucial. Moreover, using
a text-based format enables text-generative AI models to produce easily parseable test
cases.

To address this requirement, we design a JSON format that is both general and ex-
pressive enough to support the testing of smart contracts under diverse and realistic con-
ditions, ensuring complete preservation of all semantically relevant information needed to
reproduce test executions and their outcomes. Smartian influences our design, and as the
SMARTCHAT tool extends it, we aim to ensure practical integration with its existing com-
ponents. Still, the proposed format could also be used in other fuzzers, as it encompasses
all key elements of the Ethereum smart contract execution environment.

An example of this format is shown in Listing 3.1. The JSON structure includes
a deployment section, DeployTx, which represents the instantiation of a smart contract
and emulates the constructor function along with its input parameters. Likewise, the
Txs section captures the details of multiple transactions that interact with the deployed
contract, other contracts, and the surrounding blockchain environment.

By specifying the sender and receiver, a value (in Ether), function, and function pa-
rameters, this seed format facilitates the simulation of diverse Ethereum contract interac-
tion patterns, such as transferring tokens or Ether and interacting with specific contract
states. Additionally, the Timestamp and Blocknum fields in the schema provide temporal

and block-level context for the execution of each transaction.

1| "TestCase": {

2
3
4

"DeployTx": {
"From": "SmartianAgentl",
"Value": lloll’
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"Function": "constructor",
"Params": ["1000000", "TokenA", "18"],
"Timestamp": "10000000",
"Blocknum": "20000000"

Fo

D9psem @8 (040
"From": "SmartianAgent3",
"Value": "O",
"Function": "transferFrom",
"Params": ["SmartianAgent2", "5000"],
"Timestamp": "10000161",
"Blocknum": "20000007" }]

}

Listing 3.1: Example of a JSON seed generated by an LLM.

Specifying this structured format is particularly important because it enables the
replication of a simulated environment, allowing for the testing of edge cases, boundary
conditions, access controls, unexpected state changes, varying timestamps, and expiring
conditions.

Furthermore, raw transaction calls in Ethereum are built with calldata, a low-level
binary-encoded format that specifies the function signature and parameters. Because
calldata is not human-readable and requires strict byte-level encoding, LLMs, designed
to generate natural language text, tend to produce invalid or malformed outputs when
asked to directly create it [86]. To address this challenge, we represent function param-
eters—such as strings, numbers, and addresses—in a human-readable format enclosed in
JSON arrays. This abstraction allows LLMs to focus on producing structured and log-
ical seeds without dealing with low-level encoding details, thereby simplifying test case
creation and improving compatibility with smaller language models.

While the format presented in Listing 3.1 is designed for LLM generation to ad-
dress challenges in binary encoding, the final format used as input for SMARTCHAT
fuzzing is shown in Listing 3.2. The main differences lie in the data field, which con-
tains ABI-encoded function calls and parameters, formatted in binary for execution on
the blockchain. Additionally, the Entities object defines all sender accounts available
for the test case during the fuzzing campaign, including both attack contracts and EOA
accounts. For each entity, it specifies the associated address and the initial Ether balance.

To enable this transition between human-readable and machine-executable represen-
tations,, the conversion is done by a validation and encoding pipeline that maps symbolic
agent names and parameters to actual blockchain addresses, checks function calls against
the ABI, and encodes inputs using Ethereum’s standards. This produces binary-encoded
transactions executable on the EVM, allowing the LLM to generate meaningful scenarios

without handling low-level encoding details.

1| "Entities": [
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12
13
14
15
16
17
18
19
20
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23
24
25
26
27
28
29
30
31

"Balance": "10000000000000000000000",

"Account": "O0xb7705ae4c6f81b66cdb323c65f4e8133690fc099",

"Agent": "SmartianAgent",

"Contract": "0x24cd2edba056b7c654a50e8201b619d4f624fdda"
Fo

1,
"TargetDeployer": "Ox24cd2edba0b56b7c654a50e8201b619d4f624fdda",
"TargetContract": "Ox6b773032d99fb9%9aad6fc267651c446fa7£f9301af",
"DeployTx": {
"From": "0x24cd2edba056b7c654a50e8201b619d4f624fdda",
"To": "0x6b773032d99fb9%aad6fc267651c446fa7£9301af",
"Value": "O",
"Data": "000000000000000000000000118a2c24808934116e6ab4c00f£f48145d23b09e¢100000000",
"Timestamp": "10000000",
"Blocknum": "20000000",
"Function": "constructor"
1,
"Txs": [{
"From": "0x24cd2edba056b7c654a50e8201b619d4f624fdda",
"To": "O0x6b773032d99fbY%aad6fc267651c446fa7£9301af",
"Value": "O",
"Data": "095ea7b300000000000000000000000033b808abae24c410e8739bbca2d5e£3931d3e09f ",
"Timestamp": "10000141",
"Blocknum": "20000198",

"Function": "transferFrom(095ea7b3)"

Listing 3.2: Example of a final JSON seed used as input to SMARTCHAT.

3.1.2 LLM-Based Automated Seed Generation

Since our focus is on generating initial fuzzing seeds to enhance early vulnerability discov-
ery, the core components for automated seed generation must operate before the fuzzing
campaign begins. To support this, we designed a multi-stage approach that processes,
validates, and converts the structured JSON outputs produced by the LLM.

Figure 3.1 outlines the phases of SMARTCHAT, which include (a) Static Analysis of
Smart Contract, (b) Prompt Building and LLM-Guided Seed Generation, and (c) Seed
Validation and Encoding.

In the first phase (Static Analysis of Smart Contracts), SMARTCHAT relies on a dedi-
cated software module to analyze and process the target contract’s source code. Solidity
smart contracts are compiled into EVM bytecode (see Section 2.1.4), resulting in a byte-
code file and an ABI file. SMARTCHAT uses a static analysis tool (i.e. Slither) to examine
the contract and extract key information, including function signatures (with parameter

types), access control modifiers (e.g., onlyOwner, public, payable), and the full source
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Figure 3.1: SMARTCHAT system pipeline overview: (1) Smart contract files (ABI and
source code) serve as input to the system, (2) Contract preprocessing and feature ex-
traction component extracts function signatures, modifiers, and contract metadata, (3)
Prompt construction and execution stage leverages LLM multi-model generation with di-
verse prompting strategies, (4) Seed validator and converter component performs JSON
schema validation, ABI compliance checking, and argument encoding to produce initial
seed sets for use in SMARTCHAT fuzzing campaigns

code. We chose to use Slither as the static analysis tool primarily because it provides
convenient helpers for parsing and querying smart contract files.

The second phase (Prompt Building and LLM-Guided Seed Generation) consists of
modules designed to guide LLMs in generating transaction sequences. Using data from
the previous phase (Static Analysis of Smart Contracts), the system formats prompt
messages in the correct order, replacing placeholder markers with information extracted
from the contract under test. A generic component enables the evaluation of different
prompt strategies and also supports querying multiple LLM providers, local or remote,
through a single LLM APL.

In the third phase (Validation, Conversion, and Encoding), SMARTCHAT validates the
generated test cases to ensure conformance with the JSON schema, ABI compatibility,
and correct argument types. It also performs conversion and encoding, resolves agent
references, and detects duplicates using cryptographic hashing. This phase includes a
validation and quality assessment module that extracts key metrics throughout the gen-
eration pipeline, supporting both immediate validation and longer-term quality analysis
of the LLM-generated content. The outcomes of SMARTCHAT, after discarding ill-formed
seeds, are converted into the input format (see Listing 3.2), expected by the fuzzer and

serve as the starting point for fuzzing campaigns.

3.1.3 Vulnerability-Guided Prioritization

While high-quality initial seeds provide a strong starting point, effective fuzzing also
requires an evolutionary approach that iteratively mutates and selects seeds based on a
fitness function, steering the search toward inputs more likely to expose vulnerabilities.
In this context, seed prioritization plays a critical role in smart contract fuzzing, as
it influences which transaction sequences are selected to drive the exploration of the con-

tract’s code and state space [5]. Common strategies for prioritizing generated seeds include
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coverage-based, distance-based, and data-flow approaches, each aiming to maximize the
likelihood of discovering critical flaws (see Section 2.2.2 for more details).

Coverage-guided fuzzers aim to select inputs that can potentially drive deeper explo-
ration of the code, and this has been the traditional approach adopted by many smart
contract fuzzers [57, 66, 67]. However, traditional coverage-driven fuzzing is often con-
sidered ineffective for smart contracts due to their inherently stateful nature [74]. As a
result, alternative strategies have been explored. For instance, Smartian leverages data-
flow coverage based on the idea that tracking the definition and use of state variables
can guide the generation of meaningful transaction sequences. Distance-based metrics
are another alternative that prioritizes seeds based on their proximity to specific program
points (e.g., dangerous instruction) [73].

SMARTCHAT is designed upon RLF’s approach to vulnerability-guided seed prioritiza-
tion. RLF prioritizes seeds based on their potential to expose vulnerabilities by counting
the number of detected bugs associated with specific function-call sequences while con-
sidering code coverage. Following this principle, SMARTCHAT retains seeds that trigger
vulnerabilities (regardless of whether they provide new coverage) alongside those that
achieve traditional coverage gains, ensuring that promising attack vectors are preserved
for further mutation and exploration.

Algorithm 1 illustrates the SMARTCHAT seed evaluation method. Some fundamental
concepts require clarification. Coverage gain (covGain) is computed as a boolean indi-
cator of whether previously unseen control-flow edges were identified during execution
by the EVM, where edges represent transitions between basic blocks in the smart con-
tract bytecode. Similarly, def-use gain (duGain) indicates whether any new state variable
definition and use chains were identified, where each chain is a data structure tracking
data-flow from storage write operations to subsequent read operations. Bugs are detected
dynamically during the execution of each seed on the instrumented EVM. The bug set
(bugSet) is a data structure representing detected vulnerabilities, with bug detection
occurring through runtime bug oracles that monitor contract execution patterns. The
combination logic acts as a fitness function: it evaluates whether a seed is meaningful by
checking vulnerability findings and coverage gains.

Algorithm 1 operates in a straightforward manner. It starts by initializing a seed
queue with a set of initial seeds (Line 2). In our design, SMARTCHAT leverage language
models to build the initial seed set. Next, it enters a loop that runs until the time budget
is exhausted (Line 3). In each iteration, a seed is dequeued for execution (Line 4), and its
coverage gain, def-use gain, and total newly found vulnerabilities (Line 5) are collected.
A flag is set if any bugs are discovered (Line 6). Depending on whether the vulnerability-

guided option is enabled (Lines 7-8), the seed is considered “interesting” either if it reveals
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Algorithm 1: Vulnerability-Guided Fuzzing Loop.
1: Input: Initial seeds 5
2: Initialize seed queue: @) < S
3: while time budget not exhausted do

4:  seed < dequeue(Q)

5. covGain, duGain, bugSet < execute(seed)
6:  bugGain < |bugSet| > 0

7. if vulnerabilityGuided option enabled then
8: isInteresting <— bugGain OR covGain
9: else

10: isInteresting <— covGain OR duGain
11:  end if

12:  if isInteresting then

13: Siutated — mutate(seed)

14: Q QU Shutated

15:  end if

16: end while

a bug or increases coverage. Otherwise, the default mode uses the coverage increase flag
or the existence of any def-use gain. If the seed is signaled interesting (Line 12), it is
mutated to generate new seeds (Line 13), which are then enqueued back into the queue
for future exploration (Line 14). This process continues iteratively until the campaign’s

time budget has been reached.

3.2 Implementation

We implement SMARTCHAT by extending Smartian with 341 lines of F# code and ap-
proximately 2500 lines of Python code. The F# component handles the processing and
loading of the input seed, as well as the vulnerability-guided prioritization mechanism.
The Python code includes the smart contract LLM-based automated seed generation

module.

3.2.1 Prompting Strategies

Concerning the LLM prompting mechanisms used, we leverage in-context learning [87],
augmented with examples that illustrate the desired output format. These examples help
models infer patterns and generalize their behavior. To further enhance reasoning, we
incorporate few-shot Chain-of-Thought (CoT) prompts in both single-turn and multi-
turn formats. Single-turn CoT guides the model to reason step by step within a single

prompt, while multi-turn CoT structures the analysis across multiple conversational steps.
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Additionally, we adopt a few-shot learning approach, as a zero-shot prompting strategy
was also evaluated but proved insufficient for our needs. The task requires generating a
specific and complex JSON format, which benefits from illustrative examples, and also
demands an understanding of Ethereum transaction structures.

SMARTCHAT uses three distinct prompt templates that fall into the following cate-
gories: (i) ABI-focused few-shot prompt that leverages function signatures and modifiers
extracted through source code analysis (Figure 3.2); (ii) Vulnerability-analysis single-turn
prompt that combines source code examination with few-shot chain-of-thought reasoning
(Figure 3.3); and (iii) a multi-turn vulnerability-analysis CoT strategy that separates the

analysis and seed generation into distinct conversational rounds (Figure 3.4).

39



Prompt Template

System:

You are an expert assistant specializing in Solidity fuzzing with a deep understanding of SWC and DASP vulnerabilities.
Your objective is to generate a diverse set of transactions and inputs targeting the main EVM /Solidity vulnerabilities.
Respond strictly in JSON format following the provided instructions without any additional text.

Using only Contract ABI Functions
User:

Available Agents: You have four sender contracts: SmartianAgentl, SmartianAgent2, SmartianAgent3,
and SmartianAgent4. Use their names in the parameters that need an address and in From fields as needed.
Contract Functions: FUNCTIONS_OF_THE_CONTRACT

JSON Grammar for EVM Test Case:

Root
- An array of ‘TestCase‘ objects.

TestCase
- DeployTx: An object representing the deployment transaction, using the constructor function.
- Txs: An array of transaction (Tx) objects.

DeployTx

- From: A string representing the deployer’s name or address.

- Value: A string representing the amount of Ether sent with the transaction (in Wei, use
'0" if no Ether is sent).

- Function: A string representing the constructor function name being called.

- Params (optional): An array representing the parameters passed to the constructor,
if it exists.

- Timestamp: A string representing the timestamp of the transaction.

- Blocknum: A string representing the block number when the transaction was included.

Tx (Transaction)
- From: A string representing the sender’s name.
- Value: A string representing the amount of Ether sent with the transaction, if
function is payable (in Wei, use "0" if no Ether is sent).
- Function: A string representing the function name being called.
- Params (optional): An array representing the parameters passed to the function.
- Parameters can be nested arrays.
- Timestamp: A string representing the timestamp of the transaction.
- Blocknum: A string representing the block number when the transaction was included.

Example: SAMPLE_TEST_CASES

Objective: Create N_TESTCASES new test case objects, each containing more than N_TRANSACTIONS transactions
that might uncover bugs in the contract. Ensure transactions use raw values and respect data types in the function
signatures and consider functions modifiers in your transactions. Provide the response as RFC8259 compliant
JSON without explanations.

Notes:

- Each ‘TestCase‘ contains a ‘DeployTx‘ object and an array of ‘Ix‘ objects.

- Each transaction (‘Tx‘) includes details such as sender (‘From‘), value (‘Value‘),
function name (‘Function‘), optional parameters (‘Params‘), timestamp (‘Timestamp®),
and block number (‘Blocknum?).

- Parameters (‘Params‘) can be nested arrays to accommodate functions

requiring multiple lists of parameters.

Figure 3.2: Prompt template using contract ABI functions

40



Prompt Template

System:

You are an expert assistant specializing in Solidity fuzzing with a deep understanding of SWC and DASP vulnerabilities.
Your objective is to generate a diverse set of transactions and inputs targeting the main EVM/Solidity vulnerabilities.
Respond strictly in JSON format following the provided instructions without any additional text.

Using the Contract Source Code

User:

Vulnerability Analysis: Is this contract vulnerable to any of VULNERABILITY_TYPES? Think step-by-step, write
seeds that demonstrates the actual attack vector against this contract and only use contract ABI functions
Contract Code: CONTRACT_CODE

Available Agents: You have four sender contracts: SmartianAgentl, SmartianAgent2, SmartianAgent3, and
SmartianAgent4. Use their names in the parameters that need an address and in From fields as needed.
Contract Functions: FUNCTIONS_OF _THE_CONTRACT

JSON Grammar for EVM Test Case:

Root
- An array of ‘TestCase‘ objects.

TestCase
- DeployTx: An object representing the deployment transaction, using the constructor function.
- Txs: An array of transaction (Tx) objects.

DeployTx

- From: A string representing the deployer’s name or address.

- Value: A string representing the amount of Ether sent with the transaction (in Wei, use
"0" if no Ether is sent).

- Function: A string representing the constructor function name being called.

- Params (optional): An array representing the parameters passed to the constructor,
if it exists.

- Timestamp: A string representing the timestamp of the transaction.

- Blocknum: A string representing the block number when the transaction was included.

Tx (Transaction)
- From: A string representing the sender’s name.
- Value: A string representing the amount of Ether sent with the transaction, if
function is payable (in Wei, use "0" if no Ether is sent).
- Function: A string representing the function name being called.
- Params (optional): An array representing the parameters passed to the function.
- Parameters can be nested arrays.
- Timestamp: A string representing the timestamp of the transaction.
- Blocknum: A string representing the block number when the transaction was included.

Example: SAMPLE_TEST_CASES

Objective: Create N_TESTCASES new test case objects, each containing more than N_TRANSACTIONS transactions
that might uncover bugs in the contract. Ensure transactions use raw values and respect data types in the function
signatures and consider functions modifiers in your transactions. Provide the response as RFC8259 compliant
JSON without explanations.

Notes:

- Each ‘TestCase‘ contains a ‘DeployTx‘ object and an array of ‘Tx‘ objects.

- Each transaction (‘Tx‘) includes details such as sender (‘From‘), value (‘Value‘),
function name (‘Function‘), optional parameters (‘Params‘), timestamp (‘Timestamp®),
and block number (‘Blocknum?).

- Parameters (‘Params‘) can be nested arrays to accommodate functions

requiring multiple lists of parameters.

Figure 3.3: Prompt template using contract ABI functions and Contract Source Code
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Prompt Template

Turn 1 — Contract Analysis

System: You are an expert assistant specializing in Solidity fuzzing with a deep understanding of SWC and DASP
vulnerabilities. User:

Vulnerability Analysis: Analyze this Solidity contract for the following specific vulnerabilities:
VULNERABILITY_TYPES. Think step-by-step and identify possible attack vectors.

Contract Code: CONTRACT_CODE

Think step-by-step on how to exploit this.

For each vulnerability found, provide: all transaction calls that leads to this vulnerability (in plain text format)
with exact input values, considering states changes. Print no other text, no explanations.

Constraints: Ensure the transactions use raw values and respect the data types in the function signatures and
consider function modifiers in your transactions.

Turn 2 — Seed Generation

System: You are an expert assistant specializing in Solidity fuzzing with a deep understanding of SWC and
DASP vulnerabilities. Your objective is to generate a diverse set of transactions and inputs targeting the main
EVM/Solidity vulnerabilities. Respond strictly in JSON format following the provided instructions without any
additional text.

User:

Contract Analysis Result: ANALYSIS_RESULT_FROM_PREVIOUS_TURN

Objective:

Create N_TESTCASES new test case objects, each containing more than N_TRANSACTIONS transactions, targeting the
Contract Analysis.

Available Agents: You have four sender contracts: SmartianAgentl, SmartianAgent2, SmartianAgent3, and
SmartianAgent4. Use their names in the parameters that need an address and in From fields as needed.
Contract Functions: FUNCTIONS_OF _THE_CONTRACT

JSON Grammar for EVM Test Case:

Root
- An array of ‘TestCase‘ objects.

TestCase
- DeployTx: An object representing the deployment transaction, using the constructor function.
- Txs: An array of transaction (Tx) objects.

DeployTx

- From: A string representing the deployer’s name or address.

- Value: A string representing the amount of Ether sent with the transaction (in Wei, use
"0" if no Ether is sent).

- Function: A string representing the constructor function name being called.

- Params (optional): An array representing the parameters passed to the constructor,
if it exists.

- Timestamp: A string representing the timestamp of the transaction.

- Blocknum: A string representing the block number when the transaction was included.

Tx (Transaction)
- From: A string representing the sender’s name.
- Value: A string representing the amount of Ether sent with the transaction, if
function is payable (in Wei, use "0" if no Ether is sent).
- Function: A string representing the function name being called.
- Params (optional): An array representing the parameters passed to the function.
- Parameters can be nested arrays.
- Timestamp: A string representing the timestamp of the transaction.
- Blocknum: A string representing the block number when the transaction was included.

Example: SAMPLE_TEST_CASES
Notes:

- Each ‘TestCase‘ contains a ‘DeployTx‘ object and an array of ‘Tx‘ objects.

- Each transaction (‘Tx‘) includes details such as sender (‘From‘), value (‘Value‘), function name (‘Function’),
optional parameters (‘Params‘), timestamp (‘Timestamp‘), and block number (‘Blocknum?).

- Parameters (‘Params‘) can be nested arrays to accommodate functions requiring multiple lists of parameters.
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We define the system role message by specifying the objectives and the desired output
format to guide the LLM in aligning the prompt’s intent with the specific task. All other
messages use the user role.

All prompt templates use placeholders [88] (i.e., variable interpolation) to dynamically
incorporate content such as contract code, function signatures, generation parameters, and
targeted vulnerability names. This design allows for flexible and programmatic prompt
construction tailored to the specific fuzzing task. To ensure adherence to our seed format
requirements, we employ format-restricting instructions, which have proven more effective
for reasoning tasks than alternative approaches such as constrained generation [89].

Below, we detail each placeholder and its role:

o CONTRACT_CODE: The complete Solidity smart contract source code to be analyzed,
with all comments removed. It provides the LLM with the full implementation needed

for vulnerability analysis and is presented as raw Solidity code in string format.

o FUNCTIONS_OF_THE_CONTRACT: A list of all public and external functions available in
the contract. This defines the set of function signatures that can be used for transaction
generation and is presented in ABI-style format or as structured function descriptions,

such as transfer(address,uint256), approve(address,uint256), or balanceOf(address).

o VULNERABILITY_TYPES: Specific vulnerability categories to be targeted during analysis,
allowing the process to focus on particular security weaknesses such as those defined
by SWC or DASP classifications. The categories are provided as a comma-separated

list of vulnerability names, for example: Reentrancy, Integer Overflow.

o N_TESTCASES: Defines the number of test cases to generate in the current request,

controlling the quantity of test cases produced.
e N_TRANSACTIONS: This input sets the minimum number of transactions per seed.

e ANALYSIS_RESULT_FROM_PREVIOQUS_TURN: This contains the output from the first turn
in the multi-turn prompting template, including the results of the vulnerability anal-

ysis. It provides context from the prior analysis to guide test case generation.

o SAMPLE_TEST_CASES: An example test case with the expected JSON format and struc-
ture, working as a template for the LLM to follow when generating new JSON-

formatted fuzzing seeds.

In multi-turn Chain-of-Thought (CoT) prompting, the first turn incorporates CONTRACT _CODE
and VULNERABILITY TYPES to prompt the model for analysis. The second turn then
builds on the previous output (ANALYSIS_RESULT_FROM_PREVIOUS_TURN), supplemented
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by generation parameters. In single-turn prompting, the system either uses the full
CONTRACT _CODE along with FUNCTIONS OF THE_CONTRACT, or, in ABI-based prompts, only
the FUNCTIONS _OF_THE_CONTRACT, in both cases combined with the relevant generation
parameters. All prompts must conform to a shared JSON Grammar, defined within each
prompt template, which enforces a consistent test case format, specifies objects, and con-

strains data types.

3.2.2 Seed Generation, Validation and Conversion

SmartChat Python Module: Seed Generation, Validation and Conversion

INPUT LAYER
Smart Contract Solidity Service
« Solidity (.sol) « Slither and solc integration
« ABI (.abi) + Function and Modifier extraction
- Bytecode (.bin) + Source Code Preprocessing

LLM Providers

Prompt Engineering Service GenAl Module Chat Service

« Multi-Prompt strategies Orchestrator « Multi-provider LLM
« Multi-LLM coordination - Token management

« Error handling + Rate limiting

+ Prompr Build and Formating

PROCESSING LAYER

Seed
Processing

+ JSON validation
- ABI encoding

OUTPUT LAYER

Coverage Metrics

« Instruction coverage
+ Branch coverage
- Vulnerability detection

Seed Quality
Metrics

« Structured Output Validity

n Call Validity

SmartChat Fuzzer
Integration

+ JSON seed format

Figure 3.5: SMARTCHAT Python subsystem for seed generation, validation and conver-
sion.

Figure 3.5 illustrates the SMARTCHAT Python subsystem, which follows a modular
architecture centered around the GenAI module. This module serves as the main orches-
trator for the entire seed generation, validation and conversion process. The system is

organized into layers and core components, as outlined below:

Input Layer
Solidity Service: Performs contract analysis using the Slither framework to
extract function signatures, modifiers, and interface specifications from smart
contract ABIs and source code. It automatically handles Solidity compiler
version management and provides cleaned contract representations for LLM

consumption.
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AI Generation Layer
Prompt Engineering Service: Provides abstraction to build and format
multiple prompt templates designed to guide LLMs in generating test cases,
building final executable prompts from contract data, and generating param-

eters.

Chat Service: Manages interactions with multiple LLM providers, including
OpenAl GPT models, Anthropic Claude, Google Gemini, and various open-
source models through providers like Together, Fireworks, and SambaNova.
This layer is implemented using Python APIs for all providers (i.e., OpenAl
HTTP API) and incorporates error handling for common exceptions, including
HTTP request failures, token-related issues, and model-specific errors, while

also applying provider-specific optimizations.

Processing Layer
Seed Processing: Implements transaction argument encoding and validation
logic for EVM execution. This component handles JSON validation, type

conversion, address resolution, and ABI-compliant parameter encoding.

Output Layer
The output layer consists of the outcomes from the entire process: seeds for
input to the fuzzers, data files containing metrics for LLM seed generation

evaluation, and metrics about the coverage of seeds executed in the EVM.
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Chapter 4

Empirical Assessment

4.1 Introduction

This chapter presents the experimental evaluation of the proposed solution, including the
SMARTCHAT tool and associated modules, along with the observed results and discus-
sion. The evaluation assesses the effectiveness of using Large Language Models (LLMs) to
generate initial seeds for smart contract fuzzing, combined with vulnerability-guided prior-
itization mechanisms, against state-of-the-art fuzzing tools. The experiment is described
through research questions, which are addressed based on the results obtained from eval-
uating the outputs generated by the LLM and the execution of the fuzzers against smart

contract benchmarks.

4.1.1 Goals

We apply the Goal-Question-Metric (GQM) methodology [90] to structure our evaluation
approach. Table 4.1 defines the primary goals of this study.
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Table 4.1: GQM goal.

Goal: Effectiveness of SmartChat in Enhancing Smart Contract Fuzzing

Purpose Assess the effectiveness of SMARTCHAT by evaluating the quality of
LLM-generated seeds, the contribution of vulnerability-guided prioriti-
zation, and the comparative performance against state-of-the-art fuzzers

Issue Structural validity, semantic correctness, coverage quality, vulnerability
detection rate, and speedup

Object Seeds produced by open- and closed-weight LLMs under varying temper-
atures; fuzzing campaigns with and without prioritization; SMARTCHAT
compared with Smartian and ConFuzzius under different prompt strate-
gies

Viewpoint Researchers in smart contract fuzzing and practitioners

Context Evaluation of seed quality and vulnerability discovery using a dataset of

smart contracts with multiple vulnerability classes

4.1.2 Research Questions

The main goal of this evaluation is to assess the effectiveness of the proposed SMARTCHAT
extensions in the context of smart contract fuzzing. Specifically, we seek to quantify
improvements over state-of-the-art fuzzers, including Smartian and ConFuzzius. To this

end, we conduct a set of experiments designed to answer the following research questions:

RQ1: How effective are open- and closed-weight LLMs at generating structurally valid
smart contract seeds and maximizing code coverage under varying sampling tem-
peratures?

Answering this question is important for identifying which models are better suited

for integration with SMARTCHAT.

RQ2: To what extent do SMARTCHAT’s core components—LLM-generated seeds and
vulnerability-guided seed prioritization—contribute to improved bug detection com-
pared to the original Smartian implementation?

This question assesses the impact of SMARTCHAT extensions through an ablation-
style comparison of LLM-generated seeds with and without vulnerability-guided pri-

oritization, while also identifying an optimal temperature for later evaluations.

RQ3: How do the bug-finding capabilities of SMARTCHAT compare to the state-of-the-

art fuzzers Smartian and ConFuzzius under different prompt strategies?
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This question enables the evaluation of different prompt strategies while bench-
marking SMARTCHAT performance against established fuzzing tools considering a

larger set of vulnerability classes.

4.1.3 Metrics Definition

4.1.3.1 Metrics for RQ1

Structured Output Validity: Percentage of valid JSON files generated by models
(valid when JSON structure is properly formed with correct objects/arrays and

proper closure)

Seed Structural Conformance: Number of seeds conforming to JSON Schema
specification, including type validation, nested structure consistency, and length

constraints

Seed Uniqueness: Total number of duplicate seeds detected using SHA-256 hash

values across all seed collections

Function Call Error Rate: Percentage of hallucinated calls to non-existent func-

tions in the contract

Function Call Argument Error Rate: Percentage of incorrect function signa-

tures (wrong number or types of arguments)

Instruction Coverage: Percentage of EVM instructions executed during process-

ing of LLM-generated initial seeds using SMARTCHAT’s EVM replay feature

4.1.3.2 Metrics for RQ2

Vulnerability Detection Rate: Total number of vulnerabilities discovered during

fuzzing campaign executions

4.1.3.3 Metrics for RQ3

Vulnerability Detection Rate: Total number of vulnerabilities found over 60-
minute fuzzing campaigns at multiple time intervals (1-minute, 10-minute, 60-

minute marks)

Instruction Coverage: Percentage of EVM instructions covered during fuzzing

campaigns
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o Time-to-Vulnerability Speedup: Reduction factor in time required to reach

specific vulnerability detection thresholds compared to baseline tools.

All collected measures are based on widely accepted metrics in fuzzing research [91],

including the approach used for evaluating statistical significance [92].

4.2 Experimental Settings

4.2.1 Benchmarks

Our empirical assessment leverages two labeled benchmarks selected for their coverage
of real-world contracts and vulnerability diversity. The first, Bench58, comprises 58 con-
tracts from VeriSmart [93] with integer over /underflows, offering representative real-world
usage patterns and enabling a focused evaluation of initial seed generation in the context
of a critical vulnerability class.

To evaluate SMARTCHAT’s effectiveness across diverse vulnerability types and in com-
parison with different fuzzing tools, we constructed Bench78 by carefully selecting and
combining contracts from two established benchmarks: Smartian' (69 contracts) and the
ConFuzzius (9 contracts) evaluation dataset. Smartian primarily includes contracts with
Block Dependency (BD), Mishandled Exception (ME), and Reentrancy (RE) vulnerabil-
ities. However, it lacks important categories such as Integer Bugs (IB) and Ether Leaks
(EL). To address this, we incorporated additional contracts from ConFuzzius to extend
vulnerability diversity. Contracts with hardcoded Ethereum address checks or lacking
public functions were excluded, as they pose no realistic detection condition. Bench78
captures a total of 14 BD, 48 ME (including Gasless Send, Dangerous Delegate Call, and
Exception Disorder), 19 RE, 7 IB, and 7 EL cases.

The curated samples in the VeriSmart [93], Smartian [4], and ConFuzzius [67] bench-
marks are widely adopted in the smart contract security literature [95, 96, 17, 18, 71],

supporting direct comparison to prior work and facilitating reproducibility.

4.2.2 LLM Model Selection

For our experiments, we selected seven instruction-tuned models that are widely adopted
in research and practice. Our selection includes four open-weight models (Llama3-8B,
Llama3-70B, Llama3.3-70B, and Mixtral-8x7B) and three proprietary models (GPT-4o-
Mini, GPT4.1-Mini, and Gemini-1.5-Flash). These models were chosen to ensure a rep-

resentative and balanced comparison across different architectures, parameter scales, and

!Smartian extracted contracts from SmartBugs [94]
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training strategies. Table 4.2 summarizes the metadata of the models used in our exper-
iments, following best practices for study reproducibility [97]. Proprietary models were
accessed exclusively via their official API providers. Open-source models were accessed
through inference endpoints (remote APIs that host and serve the models) allowing queries
without running them locally. All executions used full-precision weights provided by the

API services, with no quantized variants involved.

Model P:(igﬁﬁile)rs \1,\;1 :S?EL Type API Provider
Llama3.3-70B 70 Meta-Llama-3.3-70B-Instruct | Open-source Together, Sambanova
Llama3-70B 70 Meta-Llama-3-70B-Instruct | Open-source Together, Deepinfra, Hyperbolic
Llama3-8B 8 Meta-Llama-3-8B-Instruct | Open-source Together, Grok, Deepinfra
Mixtral-8x7B 7 Mixtral-8x7B-Instruct Open-source Together, Grok, Deepinfra
Gemini-1.5-Flash Unknown gemini-1.5-flash-002 Proprietary =~ Google Cloud Al

GPT-4.1-Mini Unknown gpt-4.1-mini-2025-04-14 Proprietary  OpenAl API

GPT-40-Mini Unknown gpt-40-mini-2024-07-18 Proprietary ~ OpenAI API

Table 4.2: LLM model metadata details.

Based on the findings of [98], we evaluated the models across a temperature range from
0 to 1.2, in increments of 0.2, as higher temperatures (above 1.2) are known to produce
ill-formed seeds in structured data generation. This evaluation allows us to identify the
most suitable model configuration for generating smart contract seeds. For each model,
we adopted consistent inference parameters: top-p was set to 1.0. No additional sampling
parameters, such as frequency or presence penalties, were applied.

We performed eight runs of the same prompt at the same temperature using API
providers. Each run is executed in a separate chat session. This approach accounts
for the probabilistic nature of LLMs, which can produce varied responses to identical
queries even at the same temperature [97]. To ensure a fair comparison, all models in this
study are restricted to a maximum token limit of 8192, determined by the smallest token
capacity among them, except in RQ3 where this limit is relaxed to investigate the impact

of source code in prompts.

4.2.3 Comparison Tools

We used two smart contract fuzzers in our experiments: Smartian [4] and ConFuzzius [67].
Smartian was selected as our approach extends it with LLM-generated seeds and vulnerability-
guided prioritization. ConFuzzius also represents the current state-of-the-art in vulnera-

bility detection, coverage, and execution speed [5].
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4.2.4 Test Environment

We conducted all our experiments using an Ubuntu 22.04.5 LTS server featuring a 13th-
generation Intel® Core™ i5-13500 CPU @ 4.80GHz (14 cores, 20 threads) and 32GB
RAM. Each fuzzing trial uses a dedicated core to ensure a fair comparison. We utilize
Docker to provide a consistent and reproducible runtime environment, the corresponding
image can be build from https://github.com/PAMunb/SmartChat

4.3 Results and Analysis

4.3.1 RQ1: LLMs for Initial Fuzzing Seed Generation

Producing structured output through the use of LLMs can present several significant
challenges. LLMs can produce inconsistency and unpredictability, sometimes producing
well-structured outputs and other times deviating from the expected format (ill-formed).

The temperature parameter in LLMs controls the trade-off between determinism and
randomness: lower temperatures produce more deterministic outputs, whereas higher
values introduce greater variability and creativity—though they also increase the risk
of hallucinations, particularly as the temperature approaches upper bounds (e.g., values
close to 2). With this, our aim here is to find the optimal model-temperature configuration
for subsequent experiments.

In this experiment, we use only the ABI-focused few-shot prompt template (refer to
Section 3.2.1), as our objective is to evaluate the seed generation quality of various LLMs.

We evaluate the models using key metrics: structural validity and coverage. Structural
validity captures the syntactic and semantic correctness of the generated seeds across sev-
eral dimensions, including (i) structured output validity, (ii) seed structural conformance
and uniqueness, and the (iii) seed function call validity, the ability to produce valid func-
tion calls (i.e., valid transactions calls with appropriate arguments) without hallucinations
or errors. Coverage measures how effectively the generated seeds explore the input space
of the target smart contracts.All reported results correspond to the average of eight inde-

pendent runs for each temperature setting.

4.3.1.1 Structured Output Validity

Figure 4.1 presents a comparative analysis of the total number of valid output files gener-
ated by different models across a range of temperature values. We consider an output file
valid when a model generates valid JSON as requested for a container of initial fuzzing
seeds, considering the benchmark Bench58 with prompt parameters of ten test cases with

at least four transactions. The JSON structure is considered invalid when an object or
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array is missing or the overall structure is not properly closed. In such cases, the entire

output becomes unusable, losing all generated seeds and negatively impacting the model’s

performance.
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Figure 4.1: Valid structured outputs by temperature and model.

As seen in Figure 4.1, model performance in generating valid structured outputs de-
clines as the temperature increases. While larger models such as Llama3-70B, Llama3.3-
70B, GPT-40-Mini, and GPT4.1-Mini maintain nearly 100% valid outputs up to temper-
ature 0.8, only GPT4.1-Mini shows resilience even at temperatures above 1.0.

In contrast, Llama3-8B drops from 80% at a temperature of 0.0 to 15% at 1.2, while
Mixtral-8x7B maintains a success rate of around 40-50% until experiencing a similar
drop at higher temperatures. Gemini-1.5-Flash consistently underperforms, producing
valid outputs for only 2-6% of contracts across all temperatures. This model often fails
to complete JSON generation due to improper tracking of nested structures, suggesting

architectural limitations or a preference for faster responses.

4.3.1.2 Seed Structural Conformance and Uniqueness

Another key aspect of structured output evaluation is the proportion of seeds that suc-

cessfully pass both syntactic and semantic validation. This validation process enforces
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conformance to a predefined specification expressed in JSON Schema, ensuring that gen-
erated outputs adhere to the expected structural and semantic requirements. For this
metric, we compute the number of seeds that do not conform to the seed structure model
regarding type validation, nested structure consistency, and length constraints. As a re-
sult, a seed is deemed unusable if it has an invalid format and cannot be parsed as an
initial fuzzing seed for SMARTCHAT. Additionally, we compute the total number of du-
plicate seeds across all seed collections for each contract by calculating the SHA-256 hash

values for each test case structure element.

600 1
500 1
s g S —* 3
y———
Models
400 1 —li— Llama3-70B
3 ~®— Llama3-8B
g —— Llama3.3-70B
7)) =>&=(Gemini-1.5-Flash
S 300 —h— GPT-4.1-Mini
© —&— GPT-40-Mini
'g Mixtral-8x7B
-]
z

N
o
o

100
of —e
0.0 0.2 0.4 0.6 0.8 1.0 12
Temperature

Figure 4.2: Seed generation quality by temperature and model. Note: Solid lines show
valid seeds, dotted lines represent total seeds, and shaded areas correspond to invalid and

duplicate seeds.

Figure 4.2 shows that the top-performing models (Llama3.3-70B, Llama3-70B, GPT4.1-
Mini) consistently generate around 550-580 valid seeds across the different temperatures,
with GPT4.1-Mini balancing the total seed generated with the minor average of duplicate
and invalid seeds across all temperatures. GPT-40-Mini also has almost all seeds being
valid and with fewer duplicates, but generates fewer seeds than those requested by the
instruction prompt. The figure confirms that higher temperatures (> 1.0) generally lead
to quality degradation across most models. Llama3-8B and Mixtral-8x7B show signif-
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icant degradation in valid seed generation as temperature increases. More specifically,

Gemini-1.5-Flash shows the poorest performance with very few valid seeds (under 50).
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Figure 4.3: Duplicate seeds vs. temperature for different models.

A more nuanced representation can be seen in Figure 4.3, showcasing that higher
temperatures generally reduce duplicate seeds, with most models reaching near-zero du-
plicates at T' = 1.2. However, this comes at the cost of more invalid structured seeds, as
illustrated in Figure 4.4, highlighting a trade-off between diversity and structural validity
when tuning temperature.

Among the evaluated models, GPT4.1-Mini and GPT-40-Mini exhibit almost no trade-
off, with both duplicate and invalid seed rates remaining close to 0% across the entire
temperature range, while Llama3.3-70B and Llama3-70B also maintain low duplicate rates
(2-4%) and invalid rates (under 2%) across most temperatures, with only minor increases
above T' = 1.0. In contrast, Mixtral-8x7B and Llama3-8B show a clearer trade-off: higher
temperatures reduce duplicates but raise invalids beyond 7' = 0.8, with the best balance
at T' = 0.8-1.0, though both generate few seeds overall. Gemini-1.5-Flash also yields
near-zero duplicates and invalids but consistently produces under 5% valid structured

output files (see Figure 4.1), making it impractical for seed generation.
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Figure 4.4: Structurally invalid seeds vs. temperature for different models.

Listing 4.1 shows an example of a seed with an invalid structure. Note between lines
17-23 that the Value field is missing for the second Tx object, as required by the prompt,
which specifies that this field is not optional. Another example is found in line 12, where
the Value field contains a negative value ("-1000000000000000000"), while the desired
type is a UInt256 value which must be non-negative. Additionally, line 22 shows an
invalid Blocknum field containing spaces ("15 000 000"), which violates the numeric-only
validation requirement. As a result, this seed has an invalid format and cannot be parsed

as an initial fuzzing seed for SMARTCHAT.

"TestCase": {

"DeployTx": {
"From": "SmartianAgentl",
"Value": "1000000000000000000",
"Function": "constructor",
"Params": [],
"Timestamp": "1640995200",
"Blocknum": "15000000"

Fo

D0 [
"From": "SmartianAgent4",
"Value": "-1000000000000000000" ,
"Function": "deposit",
"Params": [],
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15
16
17
18
19
20
21
22
23
24

"Timestamp": "11000181",
"Blocknum": "21000162"
Pol
"From": "SmartianAgent3",
"Function": "decimals",
"Params": [],
"Timestamp": "10000251",
"Blocknum": "15 000 000" ,
3
}

Listing 4.1: A seed with invalid structure.

4.3.1.3 Seed Function Call Validity

When generating initial seeds, LLMs must adhere to the smart contract’s ABI, which de-
fines its external and public functions. However, models often misinterpret this interface,
even when explicitly provided with a list of functions in the prompt. This leads to the
loss of transaction elements in generated fuzzing seeds, since including transactions with
invalid arguments or calls to non-existent function introduces noise and may hinder the
effectiveness of the fuzzing process.

To assess this behavior, we evaluate how frequently the tested models produce invalid
function calls as the sampling temperature varies. Specifically, we examine two aspects:
(i) incorrect function signatures (e.g., wrong number or types of arguments), and (ii)

hallucinated calls to functions that do not exist in the contract under test.
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Figure 4.5: Invalid function calls vs. temperature.

Figures 4.5 and 4.6 present our findings on these aspects. Larger models, such as
Llama3.3-70B and GPT4.1-Mini, consistently achieve the highest accuracy across all tem-
perature settings, exhibiting minimal function call argument error rates (below 1.25%)
and extremely low function call error rates (generally below 0.25% except at higher tem-
peratures). GPT-40-Mini also performs well, though with slightly higher error rates.
In contrast, smaller models like Llama3-8B show substantially higher error rates, with
function call argument errors ranging from 26.70% to 37.96%, which worsen as the tem-
perature increases. Llama3-8B function call error rate rises dramatically from 0.68% at
temperature 0.0 to 15.32% at temperature 1.2.

Llama3-70B maintains strong performance, with function call argument error rates
consistently below 2.64%, though it does not match the accuracy of Llama3.3-70B. Mixtral-
8x7B exhibits stable function call argument error rates between 11% and 14% across all
temperatures. In contrast, Gemini’s performance is more sensitive to temperature vari-
ation. Gemini-1.5-Flash demonstrates intermediate performance; however, its reduced
number of valid output seed files—and consequently fewer function calls—limits its abil-

ity to follow instructions effectively and likely obscures its true error rate.
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Figure 4.6: Invalid function call arguments vs. temperature.

Function call argument errors are significantly more prevalent than function call hallu-
cinations across all models, indicating that LLMs sometimes struggle more with Solidity
function call argument structure than function call recognition itself. These issues in-
dicate, to some extent, fundamental shortcomings in type system comprehension, more
prominent in smaller models but still present in larger models at higher sampling tem-
peratures; however, while scaling model size improves Solidity function call structure, it

does not fully eliminate these errors.

4.3.1.4 Seed Coverage

To evaluate the effectiveness of LLM-generated seeds, we measured the number of EVM
instructions executed during the processing of these initial seeds, utilizing SMARTCHAT’S
EVM replay feature. Figure 4.7 presents a heatmap illustrating instruction coverage of
the models across various temperature settings. GPT4.1-Mini demonstrates the highest

coverage overall (31.1% at temperature 0.0), followed by Llama3.3-70B and Llama3-70B.
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Figure 4.7: Average instruction coverage Heatmap (Model vs Temperature).

Most models show declining performance as temperature increases, particularly at the
highest setting (1.2). In particular, Gemini-1.5-Flash shows the lowest coverage overall.
The data suggests that larger models generally outperform smaller ones, with optimal
instruction coverage typically occurring at lower temperature settings (0.0-0.4), though
Mixtral-8x7B shows an exception with peak performance at temperature 0.6. This shows
that the negative impact on coverage is more evident when models aim to be more random

(creative) and, therefore, more likely to violate the structural rules.

@ Answer for Research Question (RQ1)

GPT4.1-Mini, followed by Llama3.3-70B, at low temperatures (7" < 1.0), provides
enough determinism for syntactic correctness while still allowing some variation in
the generated seeds. Both models maintain high validity rates (>98%), generate
a large number of seeds, and achieve the highest instruction coverage across all
temperatures. In contrast, higher temperatures significantly degrade performance,

particularly in smaller models, which exhibit substantial instability.
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4.3.2 RQ2: Ablation and Temperature comparison

In this experiment, we evaluate the fuzzing effectiveness (i.e., vulnerability detection
rate) of SMARTCHAT under varying model temperature settings, with and without the
vulnerability-guided prioritization algorithm. We compare these results against the orig-
inal Smartian implementation, which supports separate fuzzing modes using either ran-
domly generated or static data-flow seeds.

Here we leverage the two best-performing models identified when addressing RQ1:
Llama3.3-70B and GPT4.1-Mini. SMARTCHAT fuzzer is first executed with only code
coverage prioritization enabled, using initial seeds generated by these models. Subse-
quently, the vulnerability-guided prioritization mechanism is enabled to assess its addi-
tional impact. The initial seeds used in this experiment are those generated in RQ1 using
the ABI-focused few-shot prompt template.

We evaluate each configuration by measuring the number of vulnerabilities discovered
over five one-hour campaigns executions, following the setup used by Choi et al. [4].
This process is repeated for each sampling temperature. Results are then compared
against values obtained from Smartian’s two fuzzing modes: one using randomly generated
seeds and the other using full data-flow analysis. The Bench58 benchmark, previously
introduced, is used for this evaluation. When executed with only randomly generated
seeds, Smartian detects 44 integer vulnerabilities out of a possible 58. With the full data-
flow configuration (combining static and dynamic analysis), Smartian achieves an average
of 52.8 detected vulnerabilities across five runs. These values are used as baselines in the
subsequent figures.

Figure 4.8 presents the SMARTCHAT vulnerabilities detection results when using LLM-
generated initial seeds. Both models outperform Smartian’s random seed configuration,
with GPT4.1-Mini detecting between 46 and 48 vulnerabilities, representing an improve-
ment of 4.5% to 9.1%, and Llama3.3-70B detecting between 45.6 and 47.6, representing
an improvement of 3.6% to 8.2%. An exception occurs at the higher temperature setting
(1.2) for Llama3.3-70B, where performance drops below the random baseline. Neverthe-
less, both models still underperform compared to Smartian’s full data-flow configuration,

which detects an average of 52.8 vulnerabilities.
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Figure 4.8: Comparison of models across sampling temperatures using LLM-generated
initial seeds on Bench58.

After enabling vulnerability-guided prioritization, the performance improves signifi-
cantly (see Figure 4.9). GPT4.1-Mini achieves detection of 52.0-53.6 bugs across different
temperatures, with peak performance at temperatures 0.8 and 1.2 (53.6 bugs), represent-
ing a 1.52% improvement over the data-flow baseline. Similarly, Llama3.3-70B shows
enhanced results, detecting 49.4-52.6 bugs. Its peak occurs at temperatures 0.0 and 0.6
(52.6 bugs), but it exhibits greater sensitivity to temperature, with performance dropping
to 49.4 bugs at temperature 1.2. These results demonstrate that vulnerability-guided
prioritization consistently boosts vulnerability detection across both models, though the

magnitude of improvement and sensitivity to temperature vary by model.
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Figure 4.9: Comparison of models across sampling temperatures using LLM-generated
initial seeds and vulnerability-guided prioritization on Bench58.

Following established practices in fuzzing evaluation [92, 91], we conducted a statistical
analysis of the results using the Mann-Whitney U-test to compare the performance of
each model-temperature configuration against Smartian results.

The null hypothesis states that there is no difference in detection performance be-
tween each model-temperature configuration and Smartian data-flow version. We fail to
reject the null hypothesis for all GPT4.1-Mini configurations across all temperature set-
tings, indicating no statistically detectable difference from Smartian performance. For
Llama3.3-70B, we fail to reject the null hypothesis at temperatures 0.0-1.0, but reject it
at temperature 1.2 (p < 0.05), providing evidence of significantly worse results at this
highest temperature.

The rejection of the null hypothesis only at Llamag3.3-70B’s temperature setting of 1.2
suggests that higher temperature values may compromise the model’s ability to generate
effective fuzzing seeds. In contrast, our failure to reject the null hypothesis for GPT4.1-
Mini across all temperatures indicates that its performance remains statistically stable
regardless of temperature configuration, demonstrating greater robustness to this hyper-

parameter variation.
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@ Answer for Research Question (RQ2)

SMARTCHAT LLM-generated fuzzing seeds with vulnerability-guided prioritization
substantially outperform random seeds and achieve performance statistically com-
parable to traditional data-flow analysis methods. While GPT4.1-Mini consistently
matches the effectiveness of Smartian’s full data-flow configuration across all tem-

perature settings, Llama3.3-70B exhibits degradation at higher temperatures.

. J

4.3.3 RQ3: Comparison with Smartian and ConFuzzius

In this research question, we present the results of our empirical investigation compar-
ing SMARTCHAT with Smartian and ConFuzzius, and evaluating the impact of different
prompting strategies for generating initial seeds in SMARTCHAT. Specifically, we assess

the three prompting strategies described in Chapter 3:

e (SmartChat ABI) A few-shot prompting strategy that uses only the smart con-
tract’s Application Binary Interface (ABI) as input.

e (SmartChat Code) A single-turn, few-shot, chain-of-thought prompting strategy

that incorporates the full smart contract source code.

e (SmartChat CoT Code) A multi-turn, few-shot, chain-of-thought prompting
strategy that leverages iterative prompting rounds with the full smart contract

source code.

The hypothesis guiding this experiment is that incorporating full source code into
prompts leads to higher bug detection rates than using ABI-only prompts, and that
multi-turn CoT prompting yields better performance than single-turn CoT prompting.
As in the previous experiment, we executed each tool on every contract for one hour and
repeated the process five times to obtain average results, this time using a benchmark
with a substantially larger set of vulnerabilities (Bench78). For statistical significance, we
employ the Mann—-Whitney U-test with a threshold set at a = 0.05.

The temperature used in this experiment is set to 0.4, as it provides the best trade-
off between fuzzing effectiveness and the minimization of seed generation errors, whereas
higher values—particularly above 1.0—result in notable degradation for Llama3.3-70B by
reducing stability and increasing errors. Unlike previous experiments, which limited the
input-output length to 8,192 tokens, this experiment increases the LLM token limit to

32,768 tokens to allow for the inclusion of full smart contract source code.
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Figure 4.10: Vulnerability discovery over time for SMARTCHAT GPT4.1-Mini variants,
compared to Smartian and ConFuzzius across a 60-minute fuzzing campaign.

Figure 4.10 presents the results on vulnerability discovery performance across Smar-
tian, ConFuzzius, and three SMARTCHAT configurations using GPT4.1-Mini. All SMARTCHAT
GPT4.1-Mini variants consistently achieved superior initial performance, with 17.6-19.3%
higher detection rates at the l-minute stage compared to Smartian (87.8-89.0 vs. 74.6
vulnerabilities). They also outperformed ConFuzzius, detecting 14.9-16.49% more vul-

nerabilities within the first minute (compared to 76.4 bugs for ConFuzzius).
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Figure 4.11: Vulnerability discovery over time for SMARTCHAT Llama3.3-70B variants,
compared to Smartian and ConFuzzius across a 60-minute fuzzing campaign.

By the end of the fuzzing period, all SMARTCHAT GPT4.1-Mini based approaches sur-
passed Smartian by 0.8%-2.2% and ConFuzzius by 13.5%-15% in final bugs found. Sta-
tistical analysis confirmed that both the SMARTCHAT ABI (p < 0.05) and SMARTCHAT
Code (p < 0.05) configurations achieved significant improvements over Smartian, while
the SMARTCHAT CoT Code variant shows no significant difference.

Regarding SMARTCHAT Llamag3.3-70B, illustrated in Figure 4.11, all variants demon-
strated superior initial performance, achieving 16.6%-19.8% higher vulnerability detec-
tion rates at the 1-minute mark compared to Smartian, and outperformed ConFuzzius
by 9.9%-17.0% in the same interval. By the end of the fuzzing period, all SMARTCHAT-
based approaches maintained a consistent lead over Smartian, with final counts exceeding
Smartian by 1.33%-2.67%. Notably, the SMARTCHAT ABI configuration achieved the
highest final vulnerabilities count (92.2), representing a 15.6% improvement over Con-
Fuzzius. Statistical analysis confirmed similar results as the SMARTCHAT GPT4.1-Mini
variants: both the ABI (p < 0.05) and Code (p < 0.05) configurations achieved signif-
icant improvements over Smartian, while the CoT Code variant showed no significant

difference.
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Examining instruction coverage in Figures 4.12 and 4.13, we observe a consistent trend
across both Llama3.3-70B and GPT4.1-Mini SMARTCHAT variants, which achieve higher
coverage than Smartian within the first minute of fuzzing. Specifically, all SMARTCHAT
configurations reach between 84.6% and 85.4% coverage at the 1-minute mark, surpassing
Smartian’s 82.5% and significantly outperforming ConFuzzius at 65.6%. After 60 minutes,
all SMARTCHAT variants maintain a slight lead, with final coverage ranging from 85.66%
to 85.82%, compared to 85.3% for Smartian and 69.5% for ConFuzzius. It is important
to note, however, that as Inozemtseva et al. [99] highlight, the correlation between code
coverage and bug-finding capability can be weak. This insight is particularly relevant in
the context of smart contract fuzzing, where coverage feedback may be less effective due

to the inherently stateful nature of the systems [69].
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Figure 4.12: Instruction coverage over time for SMARTCHAT GPT4.1-Mini variants, com-
pared to Smartian and ConFuzzius across a 60-minute fuzzing campaign.
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Figure 4.13: Instruction coverage over time for SMARTCHAT Llamad3.3-70B variants, com-
pared to Smartian and ConFuzzius across a 60-minute fuzzing campaign.

Table 4.3 presents speedup results for vulnerability detection, showing the number of
bugs found at multiple time intervals for each tool and SMARTCHAT prompting strategy.
SMARTCHAT configurations consistently achieve substantial speedups over both Smartian
and ConFuzzius, reducing the time required to reach high vulnerability detection coverage
by up to 30x (Llama3.3-70B, CoT) and 20x (GPT4.1-Mini, CoT) compared to Smartian,
and by 44x over ConFuzzius.
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Tool Time Speedup vs Smartian / Confuzzius Qlm @10m @60m

Smartian 60m - 74.6 85.6 89.8
Confuzzius  60m - 76.4 79.4 79.8
SMARTCHAT (Llama3.3-70B-based)
+ Code 9m 6.67x / 44x 87.0 90.0 92.0
+ ABI 4m 15x / 44x 87.6 914 92.2
+ CoT 2m 30x / 44x 89.4 90.8 91.0
SMARTCHAT (GPT-4.1-Mini-based)
+ Code 5m 12x / 44x 87.8 90.8 91.6
+ ABI 6m 10x / 44x 88.2 91.0 91.8
+ CoT 3m 20x / 44x 89.0 90.6 90.6

Table 4.3: Speedup in vulnerability detection of SMARTCHAT variants compared to other
fuzzing tools.

Our results show that both the ABI and Code-based SMARTCHAT prompting strate-
gies significantly enhance bug discovery rates relative to traditional data-flow analysis,
while the CoT Code variant, despite exhibiting a positive trend, did not achieve sta-
tistical significance under the experimental conditions. Nevertheless, contrary to our
expectations, the inclusion of full contract source code in SMARTCHAT prompts did not
lead to improved fuzzing effectiveness compared to the ABI-only strategy. Even with a
multi-turn CoT code variant, which incorporates separate code reasoning about poten-
tial vulnerabilities, performance improvements were minimal or non-existent compared to

one-turn approaches.

@ Answer to Research Question (RQ3-a)

Incorporating full contract source code in SMARTCHAT prompts resulted in only
marginal improvements over ABl-only prompting, with no statistically significant
advantage in bug discovery rates. These findings suggest that simply adding source

code to prompts does not yield superior fuzzing outcomes.

| J

Table 4.4 presents a breakdown of the detection rates for each vulnerability group
by the SMARTCHAT variants, compared against the baseline fuzzers Smartian and Con-
Fuzzius. These detection rates are determined by bug oracles, which are predefined vulner-
ability detectors embedded in the execution engine that identify specific runtime behaviors

indicating potential flaws. Thus, the detection rate reflects how often the fuzzer triggers
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executions that satisfy these oracle conditions, rather than generic program crashes or

exceptions.
Vulnerability SmartChat Smartian ConFuzzius
Block Dependency (BD) 92.9% — 85.7% 78.6% 71.4%
Ether Leak (EL) 85.7% — 71.4% 57.1% 14.3%
Integer Bug (IB) 85.7% 85.7% 28.6%
Mishandled Exception (ME) 100.0% 100.0% 97.9%
Reentrancy (RE) 100.0% 100.0% 89.5%

Table 4.4: Detection Rates (%) of Vulnerability Groups by SMARTCHAT Variants and
Baseline Fuzzers.

The Block Dependency vulnerability group shows that SMARTCHAT variants, em-
ploying prompts with Llama3.3-70B and GPT4.1-Mini models, achieved the highest de-
tection rates, ranging from 92.9% to 85.7%, outperforming traditional fuzzers such as
Smartian and ConFuzzius. This suggests that SMARTCHAT ’s approach of generating
transaction sequences with contextual knowledge more effectively uncovers subtle con-
tract state dependencies. A closer inspection of some missed cases revealed that Smar-
tian’s bug oracles (the same ones used by SMARTCHAT) exhibit detection issues when
checking block-related information within conditional branches, as noted by [5], making
it infeasible to detect certain vulnerable contracts.

For the EtherLeak vulnerability class, SMARTCHAT leads again, with variants reach-
ing detection rates of up to 85.7%. Smartian performs moderately at 57.1%, while Con-
Fuzzius struggles at 14.3%. Ether leaks often arise from specific logical conditions, such
as failing to properly transfer funds or from rare contract states. These conditions can be
subtle and require specific sequences of transactions or state setups to trigger. Nonethe-
less, the improvement achieved by SMARTCHAT ’s LLM-enhanced method is significant.

For the IntegerBug category, SMARTCHAT’s configurations display consistent detec-
tion rates of 85.7%, matching Smartian’s highest performance, suggesting that such bugs
may be more easily triggered by systematic input variation. ConFuzzius, with only 28.6%,
exhibits less effective coverage of integer edge cases.

For the Mishandled Exception and Reentrancy vulnerability groups, SMARTCHAT
variants and Smartian achieved 100% detection rates, with ConFuzzius only marginally
behind at 97.9% and 89.5%, respectively, indicating that mishandled exceptions and reen-
trancy issues may be relatively easier to trigger and detect, reflecting well-defined and com-
mon contract behaviors. Nonetheless, SMARTCHAT ’s method provided a major speedup
in overall vulnerability detection, indicating that even classical and well-studied problems

can be enhanced through LLM-based and vulnerability-guided approaches.
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@ Answer to Research Question (RQ3-b)

All prompt variants of SMARTCHAT outperform Smartian and ConFuzzius in terms
of bug-finding capabilities and code coverage. In particular, our results provide
evidence that SMARTCHAT detects more bugs and covers more instructions in less

time than the other tools considered in our evaluation.

- J

4.4 Discussion

4.4.1 Key Findings and Implications

Our findings have direct implications for security auditors, as LLM-generated seeds can
reduce fuzzing time by up to 44x and increase bug detection by as much as 15.6% com-
pared to existing tools. This improvement can shorten overall audit durations and enable
a more comprehensive security inspection within existing time constraints.

Moreover, by defining a clear seed format and identifying the ideal temperature set-
tings, we demonstrate to tool builders that LLMs can generate high-quality, structured
fuzzing seeds without requiring fine-tuning——facilitating easier integration of generative
Al into existing smart contract fuzzing tools.

Another key observation from our results is that the effectiveness of LLM-generated ini-
tial seeds depends largely on both temperature and model size. Our experiments demon-
strate that lower temperature values (below 1.0) generally produce more deterministic
and structurally valid outputs, reducing hallucinations and syntax errors without com-
promising coverage or diversity. Moreover, model size significantly contributes to overall
performance, with larger models (e.g., GPT4.1-Mini, Llama3.3-70B) consistently outper-
forming their smaller counterparts across all key metrics.

Finally, our findings reveal that seed generation with LLMs, when combined with
vulnerability-guided prioritization, reaches a fuzzing effectiveness that is on par with—or
even superior to—advanced static and dynamic data-flow-based approaches. Such results
have direct implications for developers and researchers, requiring less engineering effort in
terms of analysis and implementation, while demanding no domain expertise in the area.
This highlights the practical viability of LLMs as intelligent seed generators in security

testing pipelines, especially when fine-tuning is not feasible.

4.5 Threats to Validity

Our evaluation has some limitations. While we compare our method against Smartian [4]

and ConFuzzius [67], direct comparison with other LLM-based initial seed generation tools
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for smart contract fuzzing is limited due to the lack of publicly available implementations.

Our evaluation’s reliance on two carefully selected benchmarks—Bench58 (58 real
contracts from VeriSmart [93]) and Bench78 (78 contracts with 95 known bugs from
SmartBugs [94] and ConFuzzius [67])—presents a potential threat to external validity
due to the limited scope. However, we argue that Bench58 provides sufficient diversity for
general Solidity test case generation, as it is based on real-world contracts, and Bench78 is
composed of commonly used datasets [5, 72, 70, 100], which are widely recognized in the
fuzzing community as a solid experimental foundation. Nevertheless, other benchmarks
may yield different results.

One might question the stability of LLMs (e.g., measured by Total Agreement Rate),
but since our work targets seed generation for fuzzing, output variability is not a threat—diversity
is in fact desirable.

Another threat arises from the fact that these benchmarks predominantly contain
contracts written in Solidity versions prior to 0.8. This reflects both the constraints of
existing public datasets and the compatibility of our baseline fuzzer (Smartian). While
integer overflow and underflow are largely mitigated in Solidity version 0.8.0 and sub-
sequent releases through built-in arithmetic checks, other vulnerabilities present in our
benchmarks, such as block dependency, mishandled exceptions, reentrancy, and Ether
leaks, remain possible in modern versions. Moreover, such vulnerabilities continue to be
observed in newly deployed contracts, making our evaluation applicable beyond legacy
code. Given the cutoff dates of the LLMs used, their training data should also include
contracts written in newer Solidity versions. Future work should incorporate updated
datasets, including synthetic smart contracts with injected vulnerabilities, to assess ap-
plicability to newer Solidity versions and reduce data contamination.

Regarding computational costs, our approach, which utilizes API-based LLMs, presents
a monetary impact. However, for open-weight models (Llama3-70B, Llama3.3-70B, Llama3-
8B, and Mixtral-8x7B), this limitation can be mitigated by deploying the models locally
on organizational GPU clusters, reducing the cost to computational resources only.

Our findings may not generalize beyond the specific prompt engineering approaches
used in this study, as the effectiveness of the approach is closely tied to the quality of
the prompts. Different prompts might yield varying results, and the optimal prompting
strategies may evolve as LLM capabilities advance.

To mitigate these threats, we have made our full implementation and dataset pub-
licly available, enabling the research community to evaluate SMARTCHAT on additional
benchmarks and with emerging LLMs.

All data, scripts, and source code can be accessed for further research at https://
github.com/PAMunb/SmartChat-Artifact and https://github.com/PAMunb/SmartChat.
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Chapter 5

Conclusion and Future Work

In this work, we present an extensive evaluation of Large Language Models (LLMs) for
initial fuzzing seed generation and introduce SMARTCHAT, a novel framework that lever-
ages LLM-generated seed corpora and prioritization techniques for smart contract security
testing. By evaluating seven pre-trained LLMs across different sampling temperatures and
prompting strategies, we demonstrate that LLMs can synthesize structurally and seman-
tically valid transaction sequences without the need for fine-tuning.

Our key findings reveal that LLMs, particularly GPT4.1-Mini and Llama3.3-70B, can
effectively generate structurally valid transaction sequences at low temperatures without
requiring task-specific fine-tuning. Furthermore, the vulnerability-guided prioritization
mechanism enhances fuzzing effectiveness, allowing SMARTCHAT to outperform tradi-
tional approaches by detecting up to 15.6% more vulnerabilities than state-of-the-art
fuzzers. Most notably, SMARTCHAT achieves speedups in vulnerability detection, reduc-

ing time-to-discovery by 6.67x to 44x compared to Smartian and ConFuzzius.

5.1 Contributions

The main contributions of our work are as follows:

o A generic format for input seeds that simulates realistic smart contract execution

contexts and integrates seamlessly with existing fuzzing tools.

e A novel LLM-driven seed generation mechanism that synthesizes structured trans-
action sequences, supports multiple prompting strategies, and remains easily exten-
sible.

o A new fuzzing strategy that prioritizes vulnerability-oriented seeds.
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« A systematic evaluation of seven pre-trained LLMs across a range of sampling tem-
peratures and prompt styles, helping reduce the overhead of model selection and

temperature tuning.

o A demonstration of high-quality seed generation without fine-tuning, eliminating

the need for resource-intensive training or large domain-specific datasets.

e An open-source implementation and reproducible benchmark.

5.2 Limitations and Future Work

Future work includes extending our methodology to broader benchmarks, which will re-
quire constructing experiments involving a large number of smart contracts with a more
diverse set of vulnerability classes, including contracts written in more recent versions of
the Solidity language.

It will also be important to consider the potential impact of data contamination on the
results. Future work will include carefully designed experiments to assess how much pre-
training exposure to Solidity code or vulnerability datasets influences LLM effectiveness
in seed generation. To mitigate this concern, controlled benchmarks will be constructed
to explicitly measure robustness against contamination.

We also aim to investigate the use of information extracted from static analysis tools,
such as control flow graphs and function call dependencies, to generate prompts that
target specific execution paths. This may increase the likelihood of generating seeds that
trigger particular vulnerability patterns.

Given that including full contract source code in prompts provided no gains over ABI-
only strategies, we plan to investigate LLM-based evaluations of contract subsets—specifically
targeting portions of the public interface or individual functions—to reduce context noise
and enable the decomposition of complex contracts into smaller, more targeted fuzzable
elements.

Another future direction is to refine vulnerability reasoning through advanced prompt-
ing techniques and explore reasoning-focused LLMs to develop deeper source code under-
standing strategies.

In addition, we plan to broaden the comparison beyond fuzzing by incorporating
alternative vulnerability detection techniques, such as symbolic execution, statis analysis,
and hybrid testing approaches. Contrasting these methodologies with LLM-guided fuzzing

will provide better insights into their respective strengths and limitations.
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