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RESUMO
Estapesquisanvestigapropriedades fisicas, mecanicagemmétricas elarmasde fogoe
municdes para determinar quais sdo os fatorgee maisinfluéncian a eficacia de
correlacBes balisticamutomatizadgsque sao realizadas por sistemas coieelacionam
deformacgfes plasticasnpressas nos componentes de m@oidurante o processo de
disparo
Para possibilitar este estud684 componentes de munigadisparados com diferentes
tipos de municéo de revolver&8SPL e pistola®©x19mm e .40S&W foram dgitalizados
nos sistemas de identificacdoalistica ArsenaP, Evofindef, e IBIS®. Um critério de
eficacig baseado na acuraciasdastas de resultadodisponibilizadas pelosistemasfoi
utilizado para medio grau de influéncia de parametrdas armas e das municOes
eficacia dagorrelacbes automatizadas
Um decaimento exponencial foi encontrado para a eficacia como funcdo do tamanho do
banco de dadosm diversos calibreg sistemasDevido aos valores e caracteristicas do
decaimento observadoinfluéncia do crescimento do bamb® dados mostrese menos
critica do que anteriormenteonsiderad. Analise de varianca (ANOVA)suporta
influéncia significativada dureza dos projéteis, uma mailifierenca na dureza entre os
projéteis comparadosesultando em0.16, 0.18 e 0.13 menor eficicia nos sistemas
ArsenaP, Evofindef, e IBIS®. Composigo e tipo de projétiltipo de canpfabricanteda
arma, calibrenumero de padrBes cadastrados, e tipos de correlacfes realizadas em cada
sistemaforam fatores adicionais com influéncialevantena eficacia das correlagcdes com
projéteis. ANOVArevelou variacdo estatisticamente significati@embémda energia de
disparo nas correlacbes de estojos por marca de culatra, resultantidi.04,0.006,
e 0.09decréscimo naficaciade cadasistemas. Ja por pino percutor, ndo houve evidéncia
contra a hipétese nula, com excecdo do sistemd®]BiSn variacdo de 0.12 na eficacia
em funcdo da energia de dispaAdicionalmente,uma relagdo entre a velocidade do
projétil, e consequentemente daergia dedisparg foi estabelecidacom a massa e
composicao do propelente, a massa do projétil, o tipo e comprimento do cano, e o arrasto
ao que o projétie submetido dentro do can@utros fatorexom influénciarelevantena
correlagdo com estojderam o tipo de estojo, calibre, nUmero de padrdes cadastrados,
tipos de correlactes realizadpspfundidade danarcade percussge presenca da marca

de bigorna.



Uma comparacdo de eficacia pelo fabricante da arma revelou quecidade e
reprodutibildade das marcas geradas ndo sdo os Unicos fatores para uma correta
correlacéo tanto com projéteis quanto com estojos, uma vez que se obteve diferencas de
desempenho significativas entre os sisteavatiadosOu seja, os fatores que influenciam

a deformacgd plastica afetardo a eficdcia da correlagdo, mas as possibilidades de
identificacdo correta também dependem da precisdo e da capacidade dos algoritmos
empregados.

Os resultados permitiram a identificacée diferenca em desempenhe fatores de
influéncia que podem ser utilizados para refinas sistemasbem como para o
estabelecimento derotocols de operagcao dos sistenjasr calibve, visando desta forma

aumentar @robabilidade de identificacdo da arfoate

Palavras-chave:ciénaga dos materiais, ciéncias forenses, identificacdo de arma de fogo,

comparacao automatizada, eficacia de correlacdes



ABSTRACT

This researchinvestigates the physical, mechanical and geometric properties of firearms and
ammunition, to determine which are the factors that most influence the effectiveness of
automated ballistic correlations, which are performed by systemsctretlate plastic
deformations printed on the ammunition components dumimg.

To enable this study, 1684 ammunition components, fired with different types of ammunition
from .38SPL revolvers, and 9x18mand .40S&W pistols, were digitized in the Arséhal
Evofindef’, andIBIS® ballistic identification systems. Aaffectivenesriterion, based on

the accuracy of the result lists made available by the systems, was used to measure the degree
of influence of firearms and ammunitionpropertieson the effectiveness of automdte
correlations.

An exponential decay was found for effectiveness as a function of the dadatsasevarious
calibersand systems. Due to the valuemd characteristics of the observed decay, the
influence of the database growth proved to be lesscarithan previously considered.
Variance analysis (ANOVA) supports significant influence bafllet hardness, a greater
difference in hardness between the compabedets resulting in 0.16, 0.18 and 0.13
decrement in theffectivenesf ArsenalP, Evofinde®, and IBIS’. Bullet composition and

type, barrel typefirearm manufacturer, caliber, number of registetestfires, and types of
correlations performed in each system were additional factors wiigaaingfulinfluence on

the effectiveness of thieullet correlations. ANOVA also revealed a statistically significant
impact ofthe dischargeenergy in thecartridgecase correlations by breefdce resulting in
average 0.04, 0.006, and 0.@8crease ireffectivenessf eachsystem.For the firing pin
correlations there was no evidence against the null hypothesis, with the exception of the
IBIS® system, with a variation of 0.12 &ffectivenesss a function of thelischargeenergy.

In addition, a relationship between the velocitytlod bullet, and consequently thdischarge
energy, was established with the mass and composition of the propellant, the mass of the
bullet, the type and length of the barrel, and the drag to whichuhet is subjected within

the barrel Other factors wh a relevant influence on treartridge caseorrelatiors were the

type ofcartridgecase, caliber, number of registetedtfires, types of correlations performed,
depth of thdiring pin mark, and presence of the anvil mark.

A comparison of effectiveass by thdirearm manufacturer revealed that the uniqueness and
reproducibility of the marks generated are not the only factor for a correct correlation with

both bulletandcartridgecases, since significant performance differences were found between



the systemsassessedrlhat is, the factors that influence plastic deformation will affect the
correlation effectiveness, but the possibilities of correct identification also depend on the
accuracy and capabilities of the employed algorithms.

The results allowd the identification of differences in performanaed parameters of
influencethat can be used to refine the systems, as well as for the establishment of operation
protocols of the systems by caliber, aiming in this way to increasdikéiéhood of
idertification of the sourcérearm

Keywords: material science, forensic science, firearm identification, automated comparison,
correlation effectiveness
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Degree Celsius
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1 INTRODUCTION

This chapter briefly presents theesearch
approach, contextualizing and defining the
problem, the project objectives, and its
originality.

1.1 THEME APPROACH

This research project addresses a problem that has two motivating aspects. Firstly,
from the point of view othe Braziliand social welfare, this is a matter of great significance,
given the current higindicesof firearmrelatedhomicides in Braziland the low-resolution
rate forthis type of crimgsectionl.1.1). Also, to scientifically understand which firearm and
ammunitionfeatures influencéhe likelihood ofaccuratecorrelations in ballistic identification
systemgBIS) (sectionl.1.2.

1.1.1 Social justification for the study

Accordingto records of thélortality Information System of thBrazilian Ministry of
Health Ain 2017 there were 65,602 homicides in Brazil, which is equivalent to a rate of
approximately 31.6 deaths for every hundred thousand inhabité#pgsA; FBSP, 2019p. 5,
our translatioly the largest number ever recordé€dlevious recordslso indicate thatthe
percentage ofiomicides classified a&earmrelated crime increased from .886 in 1984 to
71.7% in 2014(Waiselfisz 2013. The impact of this problem on the life of Brazilians tesu
in huge costs for the Govenentandits civilians,compromisng everyone's quality of life.

A numerical value for the cost of violence in Brazil was prepared byAthgrio
Brasileiro de Seguranca PubligBrazilian Public Security YearbodKFBSP,2017) which
considering intangibléhomicide costsspenton public and privatsector,and on health and
prison systems, estimated it at R$ 372 billReais, each year; i.e. around 6% (six percent)
of Brazil GDP (gross domestic produch.value tlat can be highly underestimated when
considering the inaccuracy of data made public on this subject.

Further analysis on thiast decad@& data reveals thahe situationis worsening, as

observed folinstancewith the evolution of the numbeif bomicide ad its rate per 1@O00

! Aproximately $ 70 billion American dolars (Exchange rate in 14/08/2020: $1,00 = R$5,37)
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people,plottedin Figure 1. The seriousness of the issdemands thagjoverning authorities
and all sectors of societgcklethis situation.
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Figureli Number and rate of homicides in Brazil (262017)(Source Adaptedrom IPEA,;
FBSP, 2019p. 5.

Additional data showthata total of 112718 firearms were seizdxy police forces in
2016(FBSP,2017).This numberis relevant because one of the most effective foreiasiks
to elucidatelink and investigatéhese crimess throughballistic comparison, correlag test
fires of seized firearmsgainstthe fired ammunition componest(ullet or cartridge case)
collectal as evidencérom crime scenesr deceased persons

Although thistype of examination can be performed in forensic institutes in Brazil,
particularly in ballistic laboratories the traditional method allows themanual ballistic
comparison only when a suesgied relationship between the firearm and the crime is already
assumedThis limitation can be one of the factors for the vésw-resolutionrateof this type
of crime. In a previous report, aftan indepthanalysis of available official data, WaiseHi
(2013) stated that easd access to firearms, the culture of violence and the feeling of
impunity are three main factotisat contributedo this serious problem.

The same mentioned report cigadiesindicatingthat the homicide solution rate in
Brazil is between 5% to 8% (five to eight percent) contrastto 90% (ninety percentdf
homicides solved isomedeveloped countri@Vaiselfisz 2013).
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No doubt this is an issue that needs tothekled from many angds, including
stakeholderperspectivesleshneret al, 2013). Froma scientific perspectiveestablising
parameters for the implementation of a batistdentificationnetworkmay contribute to an
increment in the resolution @fearm-relatedcrimes,reducinghomicide rates anthe sense of

impunity, which thereforeacts aghe main social justification for hstudy.

1.1.2 Influence factors in automated ballistic correlations

Despite the undeniable relevance of the theme to the Brazilaifare, the
implementation of ballistics identificationnetworkis a complex issue and tkechnical and
technological challenges for its correqtplicationalso justify the present study.

As mentioned, an important task ftmrensic experts respondi for analyzing the
material evidenceof firearmrelated crimeis to identify the firearm used To do that,the
marksimprinted on ammunition componesatwhen the firearm is dischargade compared
(Warlow, 2005).

The correlation betweefired ammunition componesis possible in most cases due to
the high internal pressure generated duthng délagration ofthe propellantThis leads to
plastic deformation whethe cartridge case violently strikes parts of the fineareceiving
imparted marks from thsurfaceof these harer surfacesCommon mark®n cartridge cases
for comparison include those impartedthg breech face, firing pinejector and extractaqrif
present Pressure also propels the bullet through the barrel, generating a contact in which the
side of thebullet, more ductile than the barrgiternal surfaceis dug and striatecR@bellg
1995).

The comparison of these strigparallel lines) and other tinymarks & two fired
ammunition componentperformed under a comparison opticaanscopeallows an expert
to decideif they were fired by the same fireardlthough it is atechngue successfully used
in countless criminal casssce the 192Qst has some relevant limitations

Thefirst limitations are technicalas meaningful differenceg the ammunition may
affect the reproducibility ofmarks evenin ammunition componentBred from the ame
firearm.

For bullet comparisons some firearm and ammunition produce consistently
reproducible marks, while others vary from shot to §Betichrach, 2006)The type and the
material composition of the bullet being a factor of meaningfilience (Bachrach 2000;

apud Geruleset al., 2013 Heard 2008. For artridge case thereis general knowledge
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among the firearm identification practitiondigat the alternation of the revolver chamber,
cartridge casenanufacturerprimer cupcomposition) difference in pressure generatgdthe
ammunition, or even the way the gun is gripped, can influence the marks on discharged
cartridge cases and consequently on the ballistic compa#itboughchamber alternation or

gun gripcan be regarded amyths which at the time of this researchere notproperly
investigated or no one hagjuantifed the degree ofts influence inballistic comparisos,

others as cartridge casenanufactureror primer cup compositignhad been proved as
influential in possibilities of correcidentification or exclusionDe Kinder et al., 2004
Addinall et al.,2019.

Because of thesand otherfactors one of thepremisses for matching a firearm to a
fired ammunition component is to perfortraditional comparison microscopgf samples
with feaures as similar as possible. That is, for the comparison to be successful it is expected
that during shooting the same physical conditionshich led to the production of the
microscopic marksnustbe reproduced. For this to be guaranteed a priori, theé simogar
possible ammunition must be selected.

In spite of these technical restraintshe use oballistic comparisorio solve criminal
casesdaes back more than a centuryhis approach hasilso beenaccepted in judiciary
systems of most countries of the workthd ha been scrutinized and proved scientifically
reliable inmanystudies(Nichols, 2007 Hambyet al.,2009 Hambyet al.,2016)

Otherlimitations of traditional(manual)ballistic compasonis the time spent on the
microscope, andhe need of @ investigative or intelligencéead poining to a suspicious
firearmin order for the comparison to be reqeesparticularlybecause there & presenho
reference databasm Brazil. To tackle these constraintsnore technological, forensic
laboratories around the world have implemented ballistic identification sy$Bi®)s which
recordfired bullet and cartridge case images, aandomaticallycorrelate them, allowing the
comparison beynd human capabilities and greatly expanding the possibilities of the
identification of firearms used in a crinfj@agliardj 2014)

The prosecutors, investigators, and forensic experts are the stakeholders that may have
their work leverage for this kind ofechnology. Digitalized images of the ammunition
components are entered into the systems and correlated against other cases or registered
firearmsin searchof hits. A hit is amatchbetween twosamplesindicaing that two cases
were performed witlihe same firearpor identifying thata seized firearm was utilized in a
crime Hits obtained using these systeh@ebeen critical to solving many firearmelated

crimes.
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In terms of technologyhere are almost three decades of studiEafd 2008), but
Athe challenges in this field are diverse
system and creating a database ofiarmsh as not vy et (Sanog2015p.B4 ai ne
our translatioh

As well described by Sakary al.(2008) fin] forensic science, automated firearms
identification is an important and yet unsolved proli¢B8akarya2008,p. 209)

In the early stages of the development of ,Bl¥® Kinder (2002) pointed out that
should be taken intaccount that the quality arttle quantity of the data would impact the
efficiency of the databases. Kopel and Burnett (2003) also notedthbeagelection of
ammunition to testire the seized firearnwvould impact the quality and applicabiligf these
BIS. Other challenges to themeexe identified byThomasandLeary (2010), among which,
correlation algorithms have to operate between data with a lot of, soidar there is low
effectiveness in automated correlations, the acquisition process is not appropriately
standardizedand thee is a lack of interoperability between different technologhsswill be
seen, many of these i srgasandadhdwa madt exeter b
(Bolton-King, 2012)

De Kinderet al. (2004) and De Ceusterand Dujardin (2015)studies which were
limited to cartridge case showedthat ballistic identification systemsad their correlation
effectiveness decreased significantlyhen operating with ammunition from different
manufacturerscomparedo effectiveness with ammunitiaf the same brand

In this regardAddinall et al.(2019 concludedthatthe primer cupmaterialinfluenced
the topography of the firing pimand thereforethe correlation possibilitiesBecause this
difference in hardness led to physidéferences in the topography of the impressions, they
opined that filters may not be sufficient to remove the differences observed. In facing this
important result, theemphasizedhe necessity of expanding the research to encongpiass
geometrical anghysical variablesf cartridge cases

[ é There are several variables that havebe#n considered in this study
which could be affectingorrelationresults, including material thickness,
primer cupangle, and weighind composition opropellant. Therefore, this
study should beexpanded to include all variables to determine how
significanteach variable is with regards to correlation efficéagdinall et

al., 2019 p. 15Q.

Regardingbullets, studieshave found that theffectivenesof ballistic identification
systens correlating copper jacketedullets are significantly higher than correlating lead
bullets(Brinck, 2008;apudGeruleset al.,2013;Santos 2015).
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The use of the firearm can also affect marks with individual characteristics and
therefore comparisons of ammunition compondmesl with great elapse of time between
them can significantly decrease the chanceaaforrect correlationKKopel; Burnetf 20(B;
Gerules et al2013).

Another critical challenge whettesigninga ballistic database i®gardingits size, as
its increase in timemore noise can be added, and therefore is critical to assure that the
algorithm employed is still efficient in pointingut significant similarities and discarding
inevitable randomesemblancedMany studiesupport the conclusiotihat theincreaseof the
database can meaningfulgrode systeneffectivenesgKopel; Burnett 2003 Cork et al.,

2008 De Ceuster; Dujardin2015 Santos; Muterlle, 2025

At this point must be clarified that these mentioned parameters of influence point to
the necessity oéstablishing bespracticesand protocols, andeverthelessthere are other
studies despite these changes which emphasized the worthly of using such daus to
help the processf linking fired ammunition componesato the firearm thatheycame from

Recently anassessmerdf Evofindef® BIS effectivenes®btained a 100% successful
identification forbullets andcartridge casefired from 1000 Norinco pistoJsconcluding that
the systentaneffectively distinguish the known matches (Kipm the knownnon-matctes
(KNM). Because thstudy was limited t@nefirearm model and one type of ammunitidine
authorshighlightedt hat @A more models of firearms shoul
ammuni tions s h oXuesdngebat,206Pppnl84d.ct e d O

Rahm (2012) published an importgoaperon the effectiveness of thEvofindef’
sytem evaluaing its performance with cartridgeasesand bullets and propomg a
quantitative effectiveness criterion that allows comparing the performance of two systems or
of a system operating under differennddions, such as different calibers, ammunition types
or operator qualifications.

Santos and Muterlle (2015kfined the BIS effectiveness determinationethod
proposed byRahm (2012)and applied it to studeffectiveness of thé&vofindef BIS
regarding many types of.38SPL (thirty-eight Special) bulletsAmong other findingsthe
study masured howBrinell hardness directlyinfluencesthe system effectivenesswith
.38SPL bullets The same study pointed ohut did not concludethat there are possible
influences of the hardness of1®mm (nine per nineteen millimetregullets as well as the
possible influence of the type of gun baimwalthe effetveness dthe system(Santos 2015)

The replication othatexperiment by stughts with no previous experience in firearm

identification has shown thaart of theimagingprocesof the system caaasilybe managed
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by technical personnel, not necessarily qualified firearm identification ex@antg.marking
the bullet imagesfor automated correlation has been found sensitive to expert qualifications
(Ibid.).

De Kinder (2002) suggests that to establiffallistic database the following should be
standardized: number ¢éstfires, data to be stored, type fafearmsto be regstered, and
insertion and comparisonoutine. The study by Santos and Muterlle @0presented
important results in this regard and this research project aimspndthe research on the
subject.

Finally, systems from different manufacturers do not gmmicateto each other
(Wilson et al.,2010) making it relevant to study the characteristics of each system and to
verify the existence or not of one that héghereffectiveness, or that presents/@hysical or
operativedesirabldeature

Very few initiatives have tried to compare different $gms.Drugfire andintegrated
Ballistics Identification Syster(iBIS®) Heritagé™ hadbeenbriefly compared byGeradtset
al. (2002).

De Kinder and associatesarried out in 2004 a researchon IBIS® Heritagé™
Technology which was partiallyreplicatedin a 2015 stugt of De Ceuster andujardin, this
time conducted orEvofindef 5.4 SystemVersion Although theyboth have used the same
reference database and the finds of the resepmhted out many advances in the
technologes the more than 10 (ten) yegrassedoetweensystemsversiors can hardly be
accepted as a comparative result, being more an assessmeng\afltii®n in theconcept of
a Reference Ballistic Image Databa@®BID). This idea was emphasized in thesliminary
remarks of the lateesearch

The reader has to be aware that both systems are very different. They are
developed in a different era, make use of other computer infrastructure and
correlate different input. It could be objected that a comparison does not
make sense for these reasoltsis the goal of the article, however, to
evaluate the concept of the RBID and not to compare the systems that
were used(De CeusterDujardin, 2015, p. 8% mphasis addéd

1.2 RESEARCH AIM AND OBJECTIVES

As summarized in the briditeraturereview above(Section1.l) it has been widely
reported that automated ballistic identification has been hampered by the varthgiliayed

by firearms and ammunition in the markeiso, it was noted there are fewudies measuring
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the variability degree of these features and the effect of them on the effectiveness of ballistic
identification systems.

The majority ofthe investigationsconcentrated orhe effectiveness of BIS with
cartridge case butnoneassessece cartridge case compositianergy of discharger the
geometrical features of impressed mamksch asfiring pin ma r k 6 aodedegthe anvil
mark presence or absenme the bottom of the firing pin marky the breech face orientation
Additionally, andmost importarly for this research noneinvestigated thempact of these
factorsof the effectiveness of BIS

Of the fewinitiativesassessing BIS effectiveness with bulléitajted previous studies
assessd the influence of bullet materiafirearm barrel typeand bullet hardnesson the
influenceof BIS effectiveness

This researchaims to provide answers gbme ofthese technicaand technological
questions, especially thoselatedto the types ofirearms and ammunitiomost commonly
employed in firearnrelatedcrime in Brazil. That is why the research will be conductued
employirng the CBC(Companhia Brasileira de Cartuchoammunition only. Addicionaly,
this research ighe first time an effectiveness assessmgnteplicated in three greatly
worldwide distributed BISArsenaf?, Evofindef?, and IBIS*#(Gerardet al, 2017) This
unique proposition of this study will allow compag the performance of these systewith
the samesamplesand to evaluate whether oot the properties that substantidy affect the
firearm identificationis specific to ongoarticular systenor all of them.

Thereforethe primary aim of this research is to answer which faatarstinfluence
automated ballistic correlations and to measure its degree of influencansieer tis
question thisresearch will focus on reaiciy these specific objectives:

1. Determinefor the most used38SPL, 9x19mm, and .40S&W (forty Smith and
Wesson)amnunitions of CBC brand cartridge casamnaterial, bullet material
compositionand hardness, propellant mass and composition

2. Assessthe details of the firearmsncluding manufacturer, bullet velocity, and
barrel type;

3. Determine thefollowing geometrical features of impressed marks on fired
cartridge case: firing pin markd® centerand depth, anvil mark presence or
absencen the bottom of the firing pin marknd breech face orientation

2 http://www.papillon.ru/eng/14/A cesse®8/3/2019.
3 http://evofinder.com/installationfAcessed 28/3/2019].
4 http://www.ultraforensictechnology.com/about#iiacessed 28/3/2019].
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4. Develop a program teomputeeffectiveness othe BIS ArsenaP, Evodinde?,
and IBIS®, and apply it to asses thedfectiveness of the systemsgarding the
properties mentioned iobjectivesl to 3 above comparinghe 3 (three)systems
operating with the sansamples

5. ldentify for each ofthe 3 (threepssessed systepthe parameters of influence
that should bestandardizedn order toenhancehe system probability od hit,
specifically assessingystems regarding database semmmunitionselected for
testfiring, number oftestfires, and best setfocorrelatorsto be evaluated in

order to find a match

1.3 RESEARCH QUESTION

From thereviewed literaturg¢Sectionl.1.2), it is wellestablished that firearm, bullet,
and cartridge caseroperties may affect the impressed marks on fired ammunition
components. This raises the question to what detyréees propertiesvary and howdo they
influence BIS effectivene8sTherdore, the primary research question is which firearm and

ammunition propertiemostinfluence BIS effectiveness?

1.4 ORIGINAL CONTRIBUTION TO KNOWLEDGE

The performance od BIS is underpinnedby the knowledge of how firearms impart
marks and ammunition compents. Asthe main goal of this researchs to assess the
influence of firearm and ammunition properties on BIS effectiveness, the results have the
potential to enhance the performance of BIS in at least two applications.

Firstly, a deepr understanding of the variabilities observed fired ammunition
component individualization mark®ay lead to the improvement of the image acquisition
process and correlation algorithnBBue tothe replication of the experiment in three calibers
and threesystems, theropertiesfound meaningful influencing any particular 'BIS+calibre’
effectiveness, if properly addressed for system developers, have the potential to increase the
discriminatory capability of the systemsdorrectlyrankammunition compones fired from
the same firearm.

Also, the enhancedknowledge develagd on influence factors in BIS can be udad
stakeholders responsible for incorporatitigem into crime gun investigation protocols

standardizing procedures of insertion and search wnatdase the likelihood of fimalg hits.
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Ultimately, it will be the first time the effectiveness of these systems will be assessed
within the same period of timayith firearms and ammunition most commonly related to
crimes in Brazil, which are firearmsnocalibers.38SPL 9%19mm and .40S&W and
ammunition from CBC brand. Therefore, the results obtained have the potential to add much
information on the understanding of ballistic identification systems effectiveness, and because
of the straightforward application of the data to Brazil's padtiks, it may be useful for the
establishment of the best protocols in order to implement a national batestitfication

network.

1.5 STRUCTURE OF THE THESIS

This thesis is divided int@ (seve numbered chaptergjcluding a referencdist, 4
(four) appendixes, and (four) attachments

Chapter lhasintroducel the proposed theme giving an overview of the proldeh
the motivating aspects fdhis study. It is presenteds a summarized review of the main
publications in the field ofballistic comparison andIS factors of influenceand also
regardingthe observed gaps in the knowledge that justify the research question, research aim
objectives, and the expected originahttdution to knowledge.

Chapter 2 discusses the main concepts involved in the context tidhis such as a
brief explanation of the operation of firearms and ammunitioncltiagacterization methods
for determination of ammunition components propsttitheprocess ofimparting marks
during firing, the factors that influence reproducibility alteration of these marks, the
principles that allow the identification of thiirearm employed tofire an ammunition
componentthe initiatives, designand sate of the art oballistic identification systemaand
the effectivenesSassessmertf these gstems

Chapters 3 t® describe thenethodsand procedures employed in the experiment and
its replication inthreesystems andhreecalibers. The interpretation of the results for each
discussed part is detailed. The precautions to guarantee independence and reliability of the
data and the consequevalidity of the conclusions are well explained. The limitations and
scope in what the drawn conclusions are thought valic@nsideredn the discussionf
eachinvestigated factor of influencesuggesting steps for additional research or for more
robustinterpretation.

Chapters7 summarizethe main conclusions of the researte suggestedurther
investigationfor a more indepthunderstanding of the subject
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2 BACKGROUND

This chapter covers a review of the operation
of firearms and ammunition, the ballistic
comparison, the initiatives, designs, and state
of the art of ballistic identification systems, the
effectiveness studies of theras well the
mechanical andphysical characterization of
the research objects.

2.1 FIREARMS AND AMMUNITION

A gun can beloosely defined as a orstroke internal combustion engine. In this case,
the projectile is the piston and the propellant is the-faiu e | m iCarlticai rJaxzabsor{
2007, p . 20) . This generic definition enco
rifle, with propellant playing the role of the fuel necessary for the work, which consists in the
transformation of the ammunition chemical energy prwjectile kinetic energy.This study
will focus on specific types of O6true gunbo
that will be called ‘firearms' or simply 'gun’, this way avoiding confusing with other gun types
or with homemade onedn law terms, in Brazil firearms are currently defined by the
Presidential decree 10.030 of Novembel",3201%, which defines itas a gun that fires
projectiles employing the force generated by the gases resulted from the propellant
combustion.

To study tle firearmoperation, leus define a firearm as @un that fires projectiles
(bulletsin the context of this reseancbf mass rp, using the energy from the expansion of the
gas, of mass gn generated by the combustion of sqgticbpellant. To work effectively a
firearm needs &arrel with length L and bore diameterdd whereby theprojectile will be
accelerated, aombustionchamber, with specifiedlength anddiameter andw, employed to
accommodate theartridge casethat originally comprised ofthe bullet, propellant, and
primer, and angnition systemto start thedischargingporocesgFigure?2) (Ibid.).

Cartridge caseprimer,propellant combustion chamber, barraind bulletwill be used
to explain the firearm variableaturesand the importance of them to firearm identification.
This does not intehto be @ extensiveexplanation of firearm classifications and operations

rather focus on the necessary concepts to understand this research project

5 http://www.planalto.gv.br/ccivil_03/_ato2012022/2019/decreto/D10030.h{Accessed 1/2/2020].
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Figure21 lllustration of afirearm systeniSource:Adagted fromCarucci; Jacobson2007, p. B).

2.1.1 Cartridge caseand caliber

The first important component to understand modern fireamdsammunitionis the
cartridge case, which is used to hold all other ammunition compof@eetsigure3). Firearm
design, includinghominalcaliber and firing mechanism, is dictated by the cartridge case that
it is intended to firgBolton-King, 2012) That is why material, shape and dimensiohthe
cartridge casare so relevant, being essential to proper firearm operation and to prevent the

rearward escape of propellant gases from the chamber during(BriG¢.-306-006, 1992.
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Figure31 lllustration of a central fire ammunition cartrid(urce: Adapted by
the author from an unidentified sourc8antos 2015, p. 31).

As often occurs in many technological subjectshe understanding of material
properties was the forerunner for the development of more precise and powerful ammunition

(Callister, 2007) Cartridge caseeedsto beableto support high pressweuring firing ard
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its shapeis designedto properly interact with firearmmechanismssuch as the chamber,
extractor, andejector.

Cartridge cases are made from a wide variety of mdtalgxamplebrass, steel, and
aluminum, and in some firearmsych asshotguns, even polymeric materials are employed
(B-GL-306-006, 1992. For this study 15 (fifteen) types of cartridge(further describedin
Table 4, Table 10, and Table 11) were usedbut their material compositionand shapeare

fundamentallyclassifiedinto the 2 (two) categories depicted kigure4.

123456789

a) b)

Figure4i Two types ofcartridgeemployedn this researcha)
Ix19mm rimlessbrassandb) .38SPLrimmednickelplated

The mainconstituent of these cartridgasess brass, a alloy generally70 wt% Cu
(weight percentcoppel and 30 wt% Zn (zinc) (Tochettq 1999. The literature and
manufacture dataare not always as precise on the composition of the ammunition
components Therefore, in instancesvhere the composition was nodestinct it was
determinedthrough Energy Dispersive »Ray Spectroscopy (EDS) in conjunction with
Scanning ElectroMicroscopy(refer to sectiord.1.5.

Thecartridge casén Figure4b is nickelplated which means ihasa thinNickel layer
responsible for itsilver or metallic gray color tone. &atchingthis thin layerreveals the

samebrasscompoundmnaterial(refer toFigure5).

Figure5i Scratchedartridge cas®) in Figure4, revealingbrass
internal materia{Source: Oliveira Junior, 2015, p.23
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As can be seen ithe coppeizinc phase diagram dfigure6, for concentrations up to
35 wt% Zn,t he U p h aat eormalstempetamddhi® phase hasnaFCC (face
centered cubicstructure, and is ductile, soft and easily cold worked. In order to enhance its
mechanical properties, even afteidd working is common to anneal brass for cartridge case
application.Table 1 (refer top. 47) preserd some mechanical properties afinealed cold
worked lvass(Callister, 2007)

Annealing is a heat treatment in which the material is hdatademperaturabove tlat
needed for recrystallizatioand then cooled in a manner that will alter its mechanical
properties as desired. Some consequeotéhe annealing process is thedeae of internal
stresses andn increase in ductilitgnd toughnes@bid.). As can be seem Table2 (refer to
p. 47), brass presents relatively highuctility in comparison to othesnnealedmetal alloys.

This desirable characteristic, while still not compromising too much of yield and tensile
strength are attractivefeatures that concur for itselectionfor cartridge case especially
considering theexpansion, chamber sealing, contraction, and extraatibich it mustfulfill

during firing (B-GL-306-006, 1992.

The use ofzinc as a substitutional impurity makes brass not propense to corrosion,
becoming a reliable container for propellant and primer storage. Its high ductility allows the
cartridge case expansion to seal the chamber while gas pressure is still rising at tiiagegin
of propellant deflagratianOn the other hand needs tobe giable enough taecover to a
diameter less than the intermidmeterof the chambeioncethe pressure dropgherefore it is
heattreatedin order tohave a hardness gradient along itsgkh, being softer on the mouth
(extremity that graspthe bullef) and harder on the base (also knownhashead) The high
degree of toughness and acceptable tensile strength ensure thes mot@asily frature
when a crack is presemtr fails even under high stress gradierf-GL-306-006, 1992
Callister, 20079).

In terms of shape, the cartridge caskewn inFigure4 present slightly tapered walls
and two configurations on its bases. The cartridge iceB&ure 4bpresents a flange or rim,
that is larger than the rest of the cartridge, andoimamed rimmedOn the other hand
cartridge casén Figure 4 also features a rim, but because this flange has almost the same
diameter as the case body, it is named rimlésszenlones Schroeder2018)

Rimmed cartridge caseme commonly employed in revolvers and the wider rim is
utilized to accommodate the tr@ge in one of the chambers (holes in teeolving cylinder)
facilitating its manualextractionafter firing. Rimless ones areustomarilydesigned for semi

automatic firearmsl|ike pistols, with the region between the cartridge base and the rim
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providing a groove for the extractor to engage, allovangutomaic extraction of the empty
cartridgecaseafter fired, completing a firearm cycle.

The cartridge dimensioreredefined bythe nominal calibera designation ofype of
ammunition and ofirearm which must coinide or be compatiblepr the firing take place.
When rominal caliber refers to a numbérgenerallyspecifes the maximundiameter of the
bullet and thesmallest inner diameter of tligearm barrelbore Sometimes it also inclugs
the cartridge case length or other particular designation.

Thenomial caliber of firearmand ammunitioremployedn this study are:

A .38SPL 0.38" (thirty-eight hundredths of an inch) for approximate
internal diameter of the firearm barrel bore and external diameter dfullet and
SPL (Special) for delimiting further cartridge case dimensions and gun chamber
specifications;

A 9x19mm: 9mm (nine milimeters) for approximate internal diameter of
the internal surface of théarrel (borg andfor external diameter of thbullet, and
19mm (nineteen millimeters) for cartridge cdsegth and consequentely internal
chamber dimensions;

A A40S&W: 0.40" (forty hundredths of an inch) for approximate internal
diameter of the barrel bore and external diameter obtilet and S&W (Smith and
Wesson)beingthe weltknown USA (United States of Americd)rearm factory that
developed this caliber.

Because the dimensions thie cartridge case and firearoombustion chamber must
concur for effective discharge firearms and ammunition manufacing bodies and
associations publish standards for existimgminal calibers which include ammunition
dimensonsandallowedpressure levels, with appropriate tolerances.

In the USA the SAAMI (Sporting Arms and Ammition Manufacturers' Instituje
standardizes thenominal calibersand in Europe the CIPCpmmission internationale
per manent e pouresdféu@amtatizes Reemarter hteraatiomal Commission
for the Proof oSmallArms) ’ plays the same role.

ATTACHMENTS A, B and C on p. 299 to 301 depict the SAAMI cartridge and

chamber drawings for the calibers of this study.

6 https://saami.orgJA ccessed 21/10/2019
7 http://www.cip-bobp.org[Accessed 21/10/2019
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Temperature (*C)

Compesition (at% Zn)
L] 20 40 60 B0 100
1200 I T T T | T | T 2200
- — 2000
a+l Liguid
1000 =
— 1800
1800
800 p—
1400
1200
B0 =
[
1000
BOD
400 —
L 600
!
200 | | I 400
L] 20 100
{Cu) Composition (w3 Zn) (&n

Figure6 i Copperzinc phase diagrai@ourceCallister, 2007, pg. 288

Temperature (*F)

46



47

Tableli Compositionmechanicaproperties, andypical applications fobrass.
Mechanical Properties

Alloy name  UNS number Composition Condition Tensile Yield Strengtlr Ductibily [% Typical applications
(Wt%) Strength [MPa (ksi)] EL in 50mm
[MPa (ksi)] (2in.)]
Cartridge C26000 30 Zn Annealed 300 (44) 75 (11) 68 Automotive radiator cores
Brass cold-worked ammunition components

lamp  fixtures,  flashlight
shells, kickplates
(sourceCallister, 2007, pg. 374)

Table21 Typical mechanicaproperties okeveralmetals andiloys in anannealedstate.

Yield Strength Tensile Strength Ductility, % EL
Metal Alloy MPa (ksi) MPa (ksi) lin 50 mm (2 in.)]
Aluminum 35(5) 90 (13) 40
Copper 69 (10) 200 (29) 45
Brass (70Cu-30Zn) 75 (11) 300 (44) 68
Iron 130 (19) 262 (38) 45
Nickel 138 (20) 480 (70) 40
Steel (1020) 180 (26) 380 (55) 25
Titanium 450 (65) 520 (75) 25
Molybdenum 565 (82) 655 (95) 35

(sourceCallister, 2007, pg.148)
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2.1.2 Primer and ignition process

As shown inFigure 3, at the center of the cartridge base is locatedpttmer cup a
capsule containing an impasgnsitive compound intended do be detonated by the firing pin
striker, igniting thefirearm firing process. Because of its location, this firing mechanism is
namedthe cenerfire systemJust like most modern firearms this is the firing mechanised
by all the firearmsn this study, and is considered so important to firearms evolution that it is
regarded as "thgreatmilestone inweapon and ammunitiodevelopmerit (Heard 2008 p.

11).
For the firearms of this study, this ignition system can be briefly described as
a) in automatically operategistols, a magazine is introduced into firearmand a
cartridge case is fed from the magaziné the combustion chamber of the
firearm;
b) revolvershave a revolving cylindewith severalchambers, and one containing a
cartridge cas needs to be aligned between the barrel and the firing pin aperture for
the shootingo take placgDi Maio, 1999)

c) pressuring the firearm trigger releases a striker pin (firing pin) to exert pressure on

theprimer cup which as aforementioned contains an imys&etsitive compound,

d) the pressure of the firing pidetonatesthe primer, generating a flame that

communicates with propellant throufifash-hole(s) inside thecartridgecase;

e) the flame ignites the propellant charge, generating gases and increasing the

pressure inside theartridgecase;

f) under pressure theartridge case expands into the walls of the combustion

chamber, sealing it;

g) pressure also decouples thdlet from the cartridge case mouth and accelerates it

through the barrel

h) in automatially operatedoistols this process is also accompanied by the action of

extractor and ejector pin, responsible for the extraction oflifehargedartridge
case, completing a firing cycle.

Primer cug and cartridge cases are generally made of the same materialayhis w
avoiding problem with differential expansion if dissimilar materials were empldye@L¢
306-006, 1992. The two most common type @rimer cupemployed in modermenterfire

firearms is Berdan and Boxer, nanadtertheir inventos (Figure7).
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Figure71 Berdan (leftof each imageand Boxer (righbf each imageprimed
cartridgesand cupsrom RUAG Ammotec manufactur@ource: RUAGwebsité).

The Boxerprimer, which is the type used in the ammunitisithin this study features
the anvil, a separate stirrup piecganst which theexplosive mixtureis squeezedy the
firing-pin, detonating it and generating a spafigure8 depicts a Boxer primer cup showing

the explosive mixturdin red), the anvil and the fladiole.

L Cf KRK S
| YDA

—— Primer cup

| 9ELX 2aA 08

Figure81 lllustration of aBoxerprimerwithin a centefire cartridge.

The first stable compound to be encapsulategrimers was the 180&ynthesized
mercury fulminate Beck et al.,2007), which was applied to CB&@mmunition up to 1975.
After this, lead styphnate, or Lead 2d4itro-m-phenylene dioxide (§iN3OgPb), an
orange reddisibrown explosivethat is stable in storage even at high temperatubashd
2011). The current compound aksppliesbarium nitrateand antimony trisulfide, respectively
as oxidant and fuelSchwoeble Exline, 2000), in addition to other stabilizers such as
aluminum powderQunicg 2010).

To start the ammunition deflagration, when finmg pin deforns the primer cup the
explosive mktureis compressed against the anvile#ing lead styphnaterystals Tochettq
1999). lead styphnatdre&ing releases energy through an exothermic reaction, the exact

enthalpy variation depesan the reaction products, generating flamaeapproximately 2500

8 https://www.ruag.com/en/produeservices/land/ammunitiecomponentsndustry/primers [Acessed
17/11/2019.
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°C (two thousand and five hundred degrees CelsiusgseTthames reachthe propellant
through cartridge castash-holes anchaveenough energy to ignite the propellaR@apellg
1995).

2.1.3 Propellant and pressure of discharge

To identifyth e car t r i, angnefacauresoengragel at thead of the case
alphanumeric informative symbolknown aghe headstamgJenzernJones Schroeder2018)

The CBCheadstamp presentsgsids the caliberand sometimes the ammunition year of
production anengraved 6or COémarkto guarantee ammunition originalitiFigure9). The
symbol s 6+ P06 atsostampedHrdormatiieeuser that this is ammunition with
6greater power 0 oeathepmere designeddovwienenargy bigher ehandhe
conventional ammunitio(CBC, 2018)

Assuming thdirearmis in good condition and the correct type of ammunition is being
employed,the pressure produced in the combustion chamber ultimately determines whether
the bullet will reach the muzzle(front end of the barrelat an acceptableelocity or
completely desby the firearm (Heard 2008). Because of this, another important
standardization fofirearmsand ammunitions the pressure limits at which they must operate
which is dependant on the propellant amount and composition, and the case density of loading
(Whelen, 1947)

Figure91 Photomicrographef CBC cartridgeheadsampss h o w V& g m &t thé&
primer cup andinscriptionson .38SPL, .38SPL+P, and.38SPL+P+ cartridges

Because these propellants asgically organonitrogen compousd the SEMis
inappropriateto analyzeits compositionreveaing just the presence afarbon (C),oxygen

(O), and nitrogen (N) and other elements employed by the primegardlessof their
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structure. Instead, Attenuated total reflectandeéourier transform infrared (ATRTIR)
spectroscopynay beemployedrefer to sectiord.1.5.

For therevolvers and pistols dhis researchthe deflagratiomeeds to béairly fast
becausehebarrels are relatively shasind therefore it ismportantthat most of the powdes
burrt in a short timespan.The confined gas pressure sskiring powder burningllowing
firearm operation,which includes bullet launching andrecoil of the cartridge case,
breechblockand firearm (Tochettqg 1999).The two SAAMHrecognized ceetfire cartridge
pressuremeasurement systems are the copper unit system and the piezoelectric transducer
system(ANSI/SAAMI, 2015).

The copper unit system employs a copper crusher cylinder that is compressed by a
piston mounted in a hole in the test tube chamber. The pressutepidel/by the propellant
gases acts through the piston bore, allowing the gases to force the piston upward, thereby
permanently compressing the copper crusher cylinder. SAAMI has adopted the designation of
"CopperUnits of Pressure" (CUP) pressure unitstfos systemlpid., pg. 8).

On the other hand, the piezoelectric transducer system employs a piezoelectric
transducer embedded in the test tube chamber. The pressure developed by the combustion
propellant gases exerts force on the transducer on the mélieoside of theartridgecase
causing the transducer to deflect and creating a measurable electrical charge. This electrical
charge is converted to a pressure reading. SAAMI has adopted pressure units called "pounds
per square inch" (psfpr this systen, which is currently the most widehdoptedbid., p. 8).

Another way tostudy the influence ofpressure of discharge is measuring et
velocity. Figure 10 depicts an idealized discharging firearm process. The burning of the
propellant leads tan exponentiaincrease irgaspressure in the chamber, and although the
pressure masurement methodausually measure the pressure at the bregg) (t is the

pressure at the base of fmjectile(ps) that is responsiblr its movement.

P
d |y,

T // Il —> X
Pb Ps - >

Figurel07i Firing process in a simplified firearm modsburce:
Adapted fromCaiucci; Jacobson2007, p.26.
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Writing Newt on 0 projectdecnovimént | aw f or t he

Qw :
0 & 828 2.1
Qo
On the other handhé pressure at the base of ghejectile
0o . 2.2

While F @ndpd arethe forceand radiusat the basef is theresultantforce that acts
upon theprojectile whichis smaller thar- decause obppositeand resistive forces, such as
friction andair compressioin front of theprojectile A way to equate the forces of equations

2.1 and 2.2 is to substitute thegrojectile massm, for a superior massy, sthat takes into

account the resistance towamebjectilemovement, allowing to write:
a 8 n8a Q. 2.3

Before write in terms of acceleration should be notted that:

8 o 25

The exact behavioof ps(t) as a function of timét) is beyond the scope of this thesis,
and although mass and size of fhrejectile mass, shape, and temperature ofpitugellant
chamber format, and many other factors influence the gas pressure curve, the variations of
pressure and velocity depictedrigurell are similar in character to numerous gass pressure
firearm diagramsR-GL-306-006, 1992.

It should be noted that the pressure depictdelgarell are the ones measured by the
aforementioned SAAMacceptednethods (refer to 1) regarding the breech face pressure.
A relationship between the breech face presspyeand the pressure at tipeojectile base
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(ps) was establishedby Carlucci and Jacobsaof2007), after some assumptions about the

behaviour of the gas pushittge projectileout of the firearm:

2.6

] -
E 300 -17® Fao0 =
5 E
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E 250 E
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20007 : s THEORY{PG) 500
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1 SG: Spherical Grain 400
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! L300
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RREL LENGTH (m)

Figurelli Theoreticaland experimental pressure velocity distribution along the barrel.
(Source: Akgai, 2017)

Substituting?.6 into 2.5 leads taa projectileequation of motion:
a — 8 ‘g8 O. 2.7

Besides demonstrating that pressure generated by propellant burning pushes the
projectile equation 2.7 also implies that,in the absence oh means to measure the
pressur8020 during the discharging processecording projectile exit velocity is an
alternalve way to study the pressurgluenceon the identificatiormarks.

Another important factor regarding this relasbip between pressure ammtojectile
velocity is the ballistic efficiencyt, defined as the ratio of therojectilekinetic energy(KE)
asit exits the muzzle to the totptopellantpotential energyPE) (Cailucci; Jacobson2007)

-8 8 2.8
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In this equatiorR is the specific gas constamt is the adiabatic flame temperature of
the gascn is the charge mass (propellant maash d is theratio of specific heat of the gas.
irThe ballistic efficiency lod,pdl®@st guns i s a

2.1.4 Combustion chamberand firing cycle

Thefirearmchamberdimensionawill be defined by themmunitionthatit is designed
to fire, and therefore the SAAMand CIP standardizatianinclude thespecificsfor the
chamber (refer tATTACHMENTS A, B, and C on p. 299to 301).

As shownin Figure 12, for pistols the chamberis manufactured asnagpart of the
barré positioned atts rear endTo properly operateghe chamberearendis open andwhen
filled with a cartridge, theartridgecase includingprimer cup will be seated against the face
of the breech which for pistolsis part of the slideTo allow the forward movement of the
firing pin, an aperture iprovidedin the center othe breech face, and eadesignedpistol

will have a particularejector and xractororientation(refer toFigure13).

BARREL SLIDE

CHAMBER
I ———td ' »

-
&

RECOIL SPRING

e
e |

Figurel2i Annotated parts of disassemble@x19mmsemtautomatic Jericho 941FRgtol.

FRAME

Firing pin breechface
aperture —

I’

ejector

ejector
\ ™ extractor cutout

rd
ejector port

Figurel3i Pistols importante parts falcle medanism and firearndentification
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By conservation of motions lgwhebulletd orward movement isccompaniedy a
cartridge case and slide backward movement, that is pardibigrbedoy a recoil spring.
Because th pressurgeneratd in many pistolds too high during initial deflagration stages,
some pistols alshave a mechanisto retard cartridge case extraction fréme chamberand
ejection port openindpr ejection- a lockingmechanisnthat keepghe barrel attached to the
slide for a brief time. Because theinlocking mechanism is sometimes rotating and others
downward sliding, this can cause an observable drag mark on the firing pin impression.

To complete the cycle in serautomatic irearms, the rearward movement of the slide
and the ejection of the cartridge case is followedabgew cartridge feeding from the
magazineintroduced between the breech face elmaimber rear end’he forward movement
of the slide (due to the recoil spginecovery) positioathe cartridge inside the chamber for a
new discharge.

On the other hand, in revolverthe chamber is not part of the barrel, and the
discharging mechanisiis manually operatedywhich means itdoes not involve asemt
automatic gcle. To feed the firearm, revolvetsavea revolving cylinder, positioned between
the breech face and the barregntainingthe chambers. This firing mechanisdoes not
involve extractor or ejector, but stilthereis afiring pin apertue, firing pin and chamber
(refer toFigure14).

BARREL FRAME FIRING PIN
' APERTURE

| BREECH FACE

CYLINDER

a) b)
Figurel4i Two different perspectives of.88SPL Taurusix chambers revolvea) rear
view, andb) side view through cylinder opéng.

The very intense operatioof both revolvers and pistolsnpars many marks on

cartridge caseduring feeding,firing, and extraction. &ne ofthesemarks will have unique
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characteristicghat are used for firearm identificatioand othershave featuresthat will be
observed in a particular group of firearms.

When designing a firear, a manufacturehas some limitations regarding the caliber
the firearm isintendedto fire, but also has some features to deterngneh aghe firing pin
and apertureshape and the orientationand shapeof ejector and extractor. Thieatures
observedon fired cartridge cases can be classified byirtiséass characteristics The class
characteristics cannot mployedto identify the specific firearm that fired a cartridge case
but can reduce the suspéickarmto a particulamanufactureand/or modelor candisregard
some firearm from the list of suspest helping to narrow the population pbtentialfirearm
sources Thompson 2010).

The firearm parts that impart class characteristics on the fired cartridge case have been
through many ranufacturingprocesseslike cutting, drilling, grinding filing or polishing.
During this whole processhe surface of the part is constantly changing, giving a variety of
striation marks on its surfacBach of these steps subgpctedto many variablg suchas the
force applied, directomnd angl e of attack, wearibBagh and
stepwill have an effect on the microscopiaperfectionsobserved irthe pard surface The
process is ssandomthat Heard (208) expressed this way about the improbability of two
parts present sanedividual characteristics

Such are the variables involved, that the chance of two firing pin having
exactly the same manufacturing stria is so low as to be neglidiibtethe
combination of these randomly produced patterns of individual striehw
enable, with a degree of certainty beyond reasonable doubt, to match a
weapon to fired ammunitiorHgard 20@B, p. 174).

Figure 15 depicts some of impressions on fired cartridge £#s# feature clasand
individual characteristicpotentiallyuseful forfirearm identifcation, including

1 Breechface as individual characteristics;

1 Firing pin shape as class characteristic and imperfections as individual
charateristic;

1 Firing pin drag mark: shape as class characteristic and imperfections as individual
characteristic;
Firing pin apertureasclass characteristic
Extractor orientationas class characterist@nd stri@ as individual characteristic;

Ejector cutoutshape and orientation as class characteristic
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1 Ejector pin;orientation as class charagstic and imperfections as individual
characteristic;
Magazine lipsclass or individual characteristic;
Chamberclass or individual characteristic;

Ejector port class orindividual characteristi

Figurel57 Comparison afa) firing pin, b) breed face, ana) ejector marks, in
cartridge cases discharged fram).40S&W PT100AF Taurupistol, b) 9x19mm
Hi-Power FN Browningpistol, andc) .40S&W MD7 Imbelpistol (IBIS® images)

2.1.5 Barrel
In thefirearm production, some pieces are punched out of sheet steel, while others,

such as the barrel atide frame, are forged and molded roughly, special presses, starting from



58

blocks of steel previously cut in the convenient dimensions. The other operatsrsd
worked on special machines, using extremely hard steel (Ballsello, 1995)

The barrel isan essential part of the firearm to accelerate the blleican be seen in
Figure 12 and Figure 14, in pistols the barrel and the chamber are manufacasedsingle
part althoughin revolversthey are separate piecd$eexact stagesf barrel productiomay
vary a lot betweenmanufactures, and many parts of the processesay be regarded as
c o mp asegref(Bolton-King, 2012) Neverthelesssome common steps can be outliges
essential for its manufacturing, includingughly drilling asteelrod, milling to smooth the
roughness of spiral sddnes acquired during the drilling processling production and
adding final features fdbarreloperation, likeocking surfaces for pistols acrewthreadfor
revolvers(Heard 2008)

Theinner diameter of the barrddorewill be determined by the external diameter of
the bullet intendedto fire, defining its caliber The rifling producingare helical groovesor
valleys cut or forged within théarrelbore which aredesigned tamparta rotatory motion or
spin to thebullet being fired enhancing itsange, stabilityand accuracyandcharacterizing
the barrel of rifled firearméTrhompson, 201,0WNerner et. al 2020

Historically the grooves had been proddidey metal remowal processessuch as
cutting or scraping the bore inner surface, produpegllelsided grooves with sharp edges
being termed conventional riflingBolton-King, 2012) More recently developenethodsdo
no involve metal removal, beifgased on metal deformatiosych as button riflingmandrel
rifing, or cold hammer forging, generatingundedor angularprofiles with no sharp edges,
termed polygonal rifiig (Bolton-King, 2012; Werner et. al 2020)

Between many cuttingrocessesor barrel rifling, like hook cutter, scrape cuttand
broach,gangbroach rifling is the mostonventionallyemployed.In this processthe cutsare
obtained using a series of 20 to 30 steel dis@rod, each disc being slightly larger than the
prececessor, and are used to progressively cut the inside béatred. Abroach cutter is used
to give the final dimensions to ajrooves and landat once, generatingfling with sharp
edges as can be sdarfFigurel6a(Heard 2008).

The rifling produced bynetal deformatiomesults ina more refind and higher quality
final product.For instance,n the hammeringprocess, the barrel initial bore is alightly
larger than the final desired caliber. A mandwdijchis a very hard steel plug tapered at both
ends, is introduced in the bore, and hansrtgrdraulically compress the barrelaterial

leadng to the boreacquiring a negative of the mandrel features. Assuming the mandrel is of
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good quality, the barrel is produced with exceptional quality f@aduresrounded edge
rifings, as can be seen kkgure16b (Ibid.).

a)
Figurel6i Photographs of thieoreof two 9x19mmfirearm barrelsa) 6L (six left)
conventional rifling, andb) 6R (six right) pdygonalrifling (Source: Jostt al.,2014 p. 14.

There are many geometrical featuresrififing that can be employed fdirearm
classification Modern firearms cafeaturerifling made of 1(one groove up @ 24 fwenty
four), and indeed the number of them looks like it does not influence the stabilizing effect
(Heard 2009. Another feature of the rifling is the twist, or the length of the barrel, in inches,
required for the rifling to comnlpte one spiral. Twist is very important for bullet stability,
being necessary to calculate it, in order to prevent being too high or toAlstte the rifling
can feature a righttanded twis{clockwisé or left-handed twis(counterclockwise, and br
instane, six righthanded twisgrooveswill be designated as gRvhile five left-handed twist
groovesas 5L(Ibid.).

Figurel7 depicts lands and grooves of@nventionatifled barrel and illustrates other
important features: the width of the lands and grooves, the depth of grooves, measure between
the top oftheland and the bottom of the groove, thigch, that is the angle of the groove edge
obtained from the width and steepness of the groove a which alters over time, and the
shoulder, that is the transition area between groove andCaadford, 2010)

All thesementioned features aotass characteristicghat are imparted into the bullet
during its traveling through the barrel. The barrel lands account for the recesses/grooves
observed on the fired bullet and are named Land Engraved Areas (LEA), while thesgroov
account for the raised geometries/lands of the bullet, named Groove Engraved Areas (GEA)
(Ibid.).
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pitch groove land
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groove edge
shouldér l

Figurel7i lllustration of lands and grooves of a rifled bairelot to scalgSource:Adapted
from Crawford 2010, p. 3.

Gerules et al. (2013) wedimphasizedhe utility of these features:

The class characteristics, such as the number of lands and groovemrdirec
of twist, and widths of the lands and grooves, can be used for class
identification. That is, they can narrow down a bullet as having been fired by
a particular type of firearm and can eliminate the possibility of others
(Gerules et al., 2013, p. 238)

Besides these features, the importance of rifling for firearm identification is the micro
striae (microscopic scratch or scrape marks) that are imparted on a bullet that is launched
through it.

As explainedor chamber and other firearm parts involved in cartridge discharge, each
barrel and rifling producing is undéne influence ofmany variablesas the force applied,
direcionand angl e of attack, wear i thag wilhaffettthb | unt
microscopic imperfections of tHearrel boresurface Regarding thisiniquenes®f individual
micro striae marks, Hea(@008)stated:

Whilst all weapons of the same make and model will have the same class
characteristics, statistically and empiricalitycan be shown that no two
weapons will have exactly the same individual rifling characteristics
(Heard 20@, p. 171 ,emphasiadded.

Most of the marks left insiderifled barrels are created during drillingflaring,
trimming, and finishing operations. Burrs are also left afterbiheel is crowned and the
chamber and forcing corare cut off (Warlow, 2005).In the use of thdirearm foriginal
individualizing characteristics are irreversibly destroyed or modified and new characteristics
areacquired (Rabellg 1995 p. 257%.

Bachrach2006 s t a tTéaealbartelhmariufadiure seems to be the dominant factor
in theindividuality of the bullets fired by @ Bachrach, 2006. 36), and specifically pointed

out dirheasionalfitolerances of the barrel, the degree to which the interior surface of
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the barrel is polished during manufacture, and the general qualitg ofébhining all seem to
contributeto the overall quality of the bargellbid., p. 37).

Another type of interesting mark is a skid mark (or slippage mark) imparted on the
bullets as it moves from the chamber to the rear of the barrel bore. Becauserkhis the
first to be engraved it is named O6pri mary
they feature different directions in comparison to LEA and GEA mark directions, as they are
generated before the bullet is rotated by the riflingsesonget al., 2019).

In turn, theforged barrelswill feature less identifiable marks for transferring and
comparisorthanconventionallyrifled barrels Asfaconsequence, the identification of bullets
fired by very highquality barrels can be vemghallenging Bdchrach, 20060. 37.

It is worth to mention that because the barrel is an interchangeable part for many
firearms, the analyses of a bullet, in search for class and individual characteristics, are
potentiallyuseful for barrel identificatin, which not in all cases means firearm identification
as sometimes the barrel miagve been switchdaetweertwo firearms of the same model

Figure 18 depicts micro striae matches between side by side comparison of two LEA,

that demonstrates that these twdletswerefired through the same barrel.

Figurel8i Photomicrograptof a sideby-side comparison of the
impressed marks invb .38SPLbulletdLEA.

2.1.6 Bullet

In section2.1.3was demonstrated that A(pressur e
which measure the ability of a small arm to do wiotk propelthe (bullet) dWVhélen 1947).
Bullets may be presented in marfigrms and compositionsThe geometric variation ithe

bulletb s sidaa inportant parameter regarding the range and accuracy dfboelkhair,
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Yakout 2013. In turn, thhe composition isvery relevant for théullet interaction within the
barrel and therefore for firearm identification.

In the context of thisesearchthe employeé@mmunitionfeaturesl4 (fourteen)pullets
types (further described iTable4 i p. 108 Table107 p. 132 andTablelli p. 132), that
were collected and termed tésed bullet (TFB) or questioned bullet (QB). Thdmndletscan
be categorized i3 (three) calibers, 6 (sjxforms, and 7 (seven) materiedmpositions as
depictedn Figure19to Figure21.
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The first variable ofthese bullets is the caliber. The real caliber oftaillet is its
externaldiameter measured in mmnfillimeter) or in (inch),which must beslightly larger
than thesmallest inner diameter of ttieearm barrelbore, so thdullet will engage witththe
rifing landsand groovesand receive an angular momentum while is accelerated down the
barrel Xie et al.,2009.

In terms of forms, it can be observed from left to righigure 20, that the firsbullet
featuresa dark graycolor and round tip (or nosejesembling a haléphee, and for that is
named Lead Round Nose (LRN). The second and thifiétsare composed of a lead core
totally encased in a copper alloy jacket, one presenting a pointed nose, named Full Metal
Jacket (FMJ), and the other with a flat nose, namdtiMetd Jacket Flat (FM:F). The last
threebullets featurea hollow at the tip, designed to expamgbnimpactwith fluid materials
controlling penetration and caing) more damage to thierget Because théourth bullet is
only partially covered by a jackethe fifth totally covered, and the sixth &solid single
piece they arenameal respectively Sermijacketed Hollow Point (SJHP), Jacketed Hollow
Point (JHP), and bllow-Point (HP) (Magtech 20186.

The bullet material compositionBMC) is anotherimportant variable for firearm
identification, and in the scope of this research were deterntipdte literatureor, when
data was insufficient, bignergy Dispersive »Ray Spectroscopy (EDS) in conjunction with
Scanning ElectroMicroscopy (SEM)

The conlition of a recovered bullet, if damagepisting may difficult to be match to
other bullets, because of that the faama composition of bullets are verglevantto firearm
identification (Cork et al, 2008) For instance, the expandirmyllets (SJHP, JHP, HP) are
frequently recovered with a high degree of deformation, resembling a mushroom, or having
lost material. This constitutes a challenge for ballistic comparison as the lateral surface and
the striae mayave been obliterateor are coveredPrevious to comparison microscopy or
image acquisition, these and other types of damagé#dts need to be processed, trying to
recover the original forgror cleaning covered areasleasing the striae for visualizat.

As can be observed from thellet characterizationthey are either solidor jacketed
(Stefanopoulos dl., 2014).Lead is the most commaolid type, but a solid copper bullet
also regularly foundBecause gre lead is too soft, leadis alloyed with small amount of
antimonyto increag its hardness and faciliathe moulding process. The two proassost
common employed to manufacture unjackddelletsare casting or swaging.

Plain lead bullets can be manufactured eithecdmsting from molten metal
or swaged from lead wire. In swaging, lead wire is cut into the appropriate
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lengththen cold forged with hydraulic pressure into a die with the correct
dimensionsand shape of the finished bullet. Nowadays, virtually all
commercidly manufactured lead bullets are swadéard, 2008, p. 67).

On the other hand jacketdmlllets have a lead core covered by some harder metal
alloy jacket. Reasons to employ such jackdtelietsincludeto prevent deposition of lead in
b a r rberé, dvisich has a negative impact on firearm life expectance and agcamddy
increase the gripf the rifling for highvelocity bullets(Heard 20(8B).

The above described bullets aoaly those relevant téthe ammunition employed in
thisresearchA great variety ofbullet profiles, materials and construction exist to cater a lot
of conceivable circumstancebif.).

Due to differencesin material composition and manufacturing procelssllet
hardnesss may vary a lot. This is an important ammunitieature which will affect the
observable class amudividual imparted characteristimarks,asdescribed in sectio®.1.5

The imparting of LEA and micro striae intoa fired bullet occurs when its
comparatively softer surfageasses down the barréhe minute irregularitiesn the bore
surfaceleavng longitudinal scores or striatisdown the length ofthe bullet The LEA and
micro striae are pistic deformation responses to the foezertedby the bore riflinglands
and microscopical irregularities, therefore tmmparativehardnesses of the parts in contact
are critical (bid.).

AEarly hardness tests wer ¢he fhateyial to scrateht r u c
anot her t h Lallistey 2607, p. 455 Maere ndgode(n techniques were developed in
which a small indenter is compressed against the tested sample, the depth and size of the
relative indentation, taking into consideratidre tapplied load, is utilized testablishthe
hardness number.

Due to bullet characteristics, such as conical shape and heterogelecheted
surface, the Brinell hardness test vgatected between other modern techniquisevaluate

thebullet hardnes®f this research (refer to sectidri.5.

2.2 FIREARM IDENTIFICATION

Many of the concepts discussed on the previous chégeetion2.1) also appf to a
largerdiscipline, Toolmarkdentificationt h e ibe¢ingfotd e h ar djeaswhere t wo
the surface of the hardéooléproducegoolmarks on a softer matere[Thompson 2010, p.

7). A toolmark therefore is any impression, cut, gouge, or abrasion resuftimg the contact
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of one object with a toolWheeler Wilson, 200§. When the tool involved is a firearm, the
subdiscipline is firearm identification h e fAt o o | ioterior ofahe bairel, ncigamber,
and other parts involved ircartridge caselischarge,extraction and feed and the softer
materialrole played bybulletsor cartridge cases.

Regarding the firearm identification, i
characteristic markings that can be distini
p. 237. The use of this premise has beercegsfully applied tsolvecriminal cases for more
than 100 years.

Hamby et al. (2016) mentioned early instances tbe use ofthat premiseo solve
criminal case thatgreatlycontributed to the establishment of firearm identification as a field
of ForensicScienceBetween the famous cassslved byapplyingtheseconceptghereare:

1 the shoting incident investigated byhe USA Ar my 6 s Frankford
during riosin Brownsville, Texas, ir1907%

1 the case ofNicola SaccoandBartolomeoVanzetti that were convicteaf
murdering a guard and pmymaster in Braintree, MassachusetttSA, in
192Q

1 the assassination of th&ritish army officer andsovernorGeneralof
the Anglo-Egyptian SudarMajor-GeneralSir Lee Oliver Fitzmaurice Staci
Cairo,Egypt,in 1924;

1 the murderof Police ConstableGeorge W. Gutteridgein Essex, United
Kingdon, in 1927and

1 the assassination of seven people,Ghicagg USA, in 1929, known a$t.
Val entinebs. Day Massacre

Essential tahe developmenotf the discipline in its early stagéswas thedesignof
tools to magnify the minute characteristics of the available marks for comparison. In the
investigation of theshots inBrownsville, Texas, in 1907it wasr ecor ded t he
magnifedp hot ographs of the firing pHeard i200Q p.es si
146) allowing the positive identificationf the firearms that discharged 33 of 8%amined
cartridge casesThe Gutteridge murder case 1927 probablywas solved bythe use of a
personal comparison microscopeanufacturd for himself by RoberChurchill, or by experts
Ausing a simple monocul ar (md)cr oscope and ph

Concomitantto these casesome empirical studies were carried out by independent

pracitioners In an article published in 1900 Buffalo Medical Journal editibn, A. L. Hall
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discussedhe variability in the rifling types observed in bullets of the same caliber, fired from
different maks and types of firearms In 1912 Victor Still Balthazardphotomicrograpéd
LEA and GEAof fired bullets aiming to identify the firearm source of eduiilet

Balthazardodés wor k was, however, exce
production of numerous photomicrographs unebeactly the same lighting

and magnification. These photomicrographs then had to be painstakingly
enlargedunder identical conditions to produce the photographs which could

be compared to the unaided ell@d.).

Balthazardods ext e mdudevtevaswassilie tol pesdively idemtifyt o
the barrel which the bullet was fired through or to exclude others as possible sources.
Examining cartridge cases he also concluded thatfiring pin, breech face, cartridge
extractor and ejector present upie marks that can be used to identify the firearm that
discharged a questioned cagdthough it wasprobably not recognized at the time, the
underpiming for thefirearm identification disciplingvas being establishdtbid.).

These early cases and studies ledthie refinement and applicationf more
sophisticatedmagnification tools, that culminated the establishment othe comparison
microscopeas the standard tool for ballistic comparis@afer to section2.2.1). During
decades,improvements on his tool includel the introduction of binocular eyepieces
application of different sources of light, design @pecial object mountingand stages
motorizedfunctions integrated software and camerhst not much change in the essential
idea of the solutiofor nearly 70 yeardn the 1990s ballistic identification systes(refer to
2.2.5 started to be developed and incorporaigd firearm identificationprotocol bringing a

new set of approaches apdssibilitiesfor firearm identification

2.2.1 Comparison Microscope

The comparison microscope is a traditional amdll-establishedtool to carry out
ballistic comparisos Although probablydesignedand applied previaly for mineral and
document analysesCalvin Goddard attributed its application to firearm identificatton
Philip Gravelle, in 192%Ibid.).

A comparison microscopeonsists of a bridge mounted on the vertical tubes of two
microscopesOn eachside, sources of light illuminate the sample, meaning that generated
electromagnetic wageinteractwi t h t he s a mpdrexdlectedsifuthe fsample a n d
surface is smooth the reflection is specular, like that occur in a mirror, if it is not smeoth th

light is scattered and reflected, sufferin§fuse reflectancé€Bell; Morris, 2010. By a series
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of internal prisms and mirrors, the light rays are directed from two objective lenses to the
same fieldof view (Cork et al, 2009. The resulting imageanbe visualized iran eyepiece

or in the screen of an auxiliary compytallowing overlappingof the imagesfor each
illuminated sample as well as a sidgside imagecompositionseparated by a thin line,
which greatly facilitates the processstfiae ad other individuaimarkscomparison(refer to
Figure22).

questioned Test-fired
bullet bullet

Figure22i LEEDS omparsiommicroscopeand illustration of its optical
operationSource: Adapted from Jost al, 2014).

In the formation of the imagéhree aspects are critical, magnification, resolytio
contrast The first two are very dependant on the components of the microscope, and the last
on theiradjusts To observe properly the tiny features of fired ammunition component
marks,they need to be macroscopicallynagnified, generally 10x to 100xre requiredThe
capability of the microscope to capture the light after its interaction with the sample will
determine which finaletailsit can resolve. The third componéot proper visualizatin is
the contrast, and as will be explained furtimesection2.2.2 this is one of the critical points
in the use of the comparison microscopell; Morris, 2010.

Previous to the comparisonhenit is questioned if a firearm were the onattfired
anammunition componenthe firearmmust betestfired. Testfiring involves firinga firearm
in the direction of a devicethat allows efficientoullet braking without deforming it From
eachdischargethe bullet and thecartridgecaseare collectedas control samplesThe two
most common means for collectingstfired bullets are using awater tank or cotton tube
(Figure23).
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b)
Figure231 Devices forcollectingtestfired bullet a) water tankandb) cotton tube

Subsequent to the tefites, thefired ammunition components aemalyzedusing the
comparison microscope. Special stages are designed to allow the rotation and movement of
the samples so that marks can be compared from different angles sadomssurfaces. A
preliminaryassessment should be mdecomparing testired commnents followed by the
comparison othe observable features foumtvariably repeatingon the known samples, to
the featuré spot on the unknown sample. Both class and indivichialacteristicsnustbe
comparedWheeler Wilson, 2008)

For ballistic ®mparison,the possible range of conclusignestablished byAFTE®,
are:

1. IDENTIFICATION: Agreement of a combination of individual characteristics and all
discernible class characteristics where the extent of agreement exceeds that which can
occur inthe comparison of toolmarks made by different tools and is consistent with the
agreement demonstrated by toolmarks known to have been produced by the same tool.

2. INCONCLUSIVE:

A. Some agreement of individual characteristics and all discernible class chatiasteri
but insufficient for an identification.

B. Agreement of all discernible class characteristics without agreement or disagreement of
individual characteristics due to an absence, insufficiency, or lack of reproducibility.

C. Agreement of all discerniblelass characteristics and disagreement of individual

characteristics, but insufficient for an elimination.

% fiThe Association of Firearm and Tool Mark Examiners (AFTE) is the international professional organization
for practitioners ofirearm and/or Toolmark Identifitan and has been dedicated to the exchange of
i nformation, met hods and best practices, and the
https://afte.org/abouis/whatis-afte [A ccessed 21/0/2019.

10 https://afte.org/aboutis/whatis-afte/afterangeof-conclusiongA ccessed 21/10/2019
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3. ELIMINATION: Significant disagreement of discernible class characteristics and/or
individual characteristics.
4. UNSUITABLE: Unsuitable for examination

The comparisonis conducted bythe examiner identifying patternsnoeach sample,
i mploying a combinationof their cognitive ability to recognize agreement between
pattern thatint hei r efynegansitidesan identification orfi ma t détvweena
questionedpatternor ( € patternsproducedfromk n o wn (Maram 12602 p. 227.

i Pat matahingd aided by the dual, sideby-side inspectionmadepossible
by the comparisonmicroscope 0 has been the historical norm since thefield of
firearmsi dent i fi cati on emer ge d(Corkettalp20Q8p.6%i nenc e

Riva and Champod (2014gcorded thafit he exami ner evaluat e
similarities and the differences observed between sets of markings seen on the cartridge
caseso, oakkewisndgiwhet her or not a questione
from a crime scene) had been fired by a given firearm (typically a firearm seized following
t he i nRiwi Champay 2044 p. 637. They also noticedhat although founded on
sdentific principles,it is commonly agreethat the identification process is sudgtive and
dependentn the training and experience of the exam(A&fTE Theory of Identification and
Range of Conclusions, ap@brk et al, 200§ Riva; Champod 2014. Similar to that, when
descriling the traditional procedure for firearm identification, Bachrach recordedithat
fireaching(his/her) conclusions, thdirearms examiner relies mostly on his/her training and

judgment, making current matching proceduressty subjectiv®@ ( Bac hr ac.h, 200 ¢

2.2.2 Traditional Ballistic Comparison Limitations

The subjective approadb establisiconclusiors usingtraditional ballistic comparison
is one of the limitations of this examation and reasamfor its criticism, especially by
defence attorney (Schwartz, 2005; Nichols, 2007). Other practical problems arise in
examinations, sometimes precluding an identification or elimination. Some challenges are due
to the use of optical devices, includitige difficulty in obtaining good image contrast and the
dependence orlighting conditiors, and others are intrinsic to firearm identification
subjecivity, as variability observed in marks withanset of components from the same
source, alteratioof marksduring firearm use, and absence of nsask damagdulletsor in

the ones fired through higluality barrels.
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The terms employed to describe comparison micrgsaogd pattern recognition in the
context of firearm identificationincludefi s uf f i ci ent eandhatene rheen tro ,6 ni m
e y ednstitutesani d e nt i fa ncdevalfates and weights the similarities and the
difference® demonstrat¢he subjectiveness involvels recorded byCork et al. (2008)

Ultimately, as firearms identificatonisur r ent |l 'y practi ced
asseent of the quality and quantityf resulting toolmarks and the

decision of what does or does not constitute match comesdown to a
subjective determinationbased on intuition and experien¢€ork et al,

2008 p. 55.

The variability observed within samples discharged from the same fireame isfo
the main driversto transform ballistic comparison tm a more objective approaclis
recordedby Heard:

Factors such as the hardness of the materials, pressures producedp build
of fouling and general debris mean that the striations found on fired bullets
and cartridge cases will inevitably exhibit variations from shot to shot. It is
thus an impossibilitfor two bullets or cartridge cases fired from the same
weapon to have absolute concordance in their @tteard 2008, p. 190

191)

On the other hand, just by chanbelletsand cartridge cases from different firearms
will have some accidental agreemaémtsome set of striae or in the shape of some marks
(Kopel; Burnett, 2003Cork et al, 2008. As stated by Heard:

Conversely, in bullets and cartridge cases fired from diffeseaipons, there
will always, due to the sheer numbers of spiasent, be some degree of
accidental agreement. There is dispute thabut of the thousands of lines
present in any one comparison, a numhest, by pure chance alone, show
agreement (Heard, 2008, p. 190)

Althoughthe comparison using optical devidgesaneasyand manageable methad,
any microscopethe contrast dictates how welshapescan be differentiated from its
background and surface topographies (depth) can be perceividterefore correct
illumination is essential to achieve optimwontrast(Bell; Morris, 2010. So the twovertical
tubesof the comparison microscope neaedoresent the same optics, set of lens, prisms, and
mirrors, as equally set upnd adjusteds possibleEven n good quality microscopes with
two sides well set upthe appearance of the marks can look different depending on the
lighting condition(Bannoet al.,2004) Intensity and type of light, locatipand diredton of it,
as well as inclination, sampleorientation and natural variation in surface topogragprg
some factors thatay alter the waythe marks appearfor comparison(De Ceusteret al.,


https://www.sciencedirect.com/science/article/abs/pii/S1355030611001481#!

71

2012)Ger ul es et marks.left ondulletsdor cartridgé cages appear completely
differentdepending on lighting angle, intensity, and col@erules et a] 2013, p. 21).

Another challenge is regarding tlobange in rifling characteristics brought about
through firearm usag BonfantiandDe Kinder (1999) reviewed the research on this subject
and concluded that wear of the bore reptaariginal toolmark striae with new ones, the
number of shots for this to occur depsrmh the bullet material composition and the
conditions ofmaintenanceof the firearm.Small debris and unburnegropellantleft in the
bore, quality of the barrgdroduction,and bullet material are some of the factors that can
influencethenatural wear of the barrel bore bylletacceleration dowthroughit.

Hall (1980)notedthat as a product @unpowder combustigrerystalline depositare
build-up in the barrelleading tochanges within barrels after firigdall, 1980, apudBoltor-
King, 2012.

This alteration of the marks witlirearm use is one of theeasons to regarfdrearm
identification different from the identification of people through fingerprints and DNA
examination, which are perennial markepel, Burnett 2003).

To minimize the odds that striae alterati@ould contributeto a wrong conclusign
Jostet al.recommended thahe samples for traditional ballistic comparisoist fulfil the
requiremenof contemporaneity, which is, @t ire must becollectedin the shortest time
after the questioneolllet or cartridgecase has been producddost etal., 2014 p. 70.

Another practical issue is that higjuality barrel bore finishingnakesit harder to
examine the markgeneratingew or no marks with individual characteristics for evaluation,
requiring more sensitive instrumentation, and ofteading to an inconclusive result
(Bachrach 2006, apudserules et al.2013).Particularly polygonal barrebores like the ons
producedduring thehammeringprocess explaineth section2.1.5 andobservedn part of
Ix19mmpistolsof this study(refer toTable 34), is regarded as a challenge fmrconclusive
result an thistype of exarmation

Other limitations responsible from time to timeit@wonclusiveresultsare damaged
bullets which had their individualandbr class marks obliterated or altered on impact,
compaison of componentwith very differentmaterialcompositiors, or lack of a suspicious
firearmto proceedwith thecomparisor(Jost et al.2014).

Because of that, the ballistic comparison is not a trivial identification procegs|s.e,
not only an image comparison. It is necessamgonsider many factors during the comparison

and to establish some criteria that allow positigdentification oftwo components fronthe


https://www.sciencedirect.com/science/article/abs/pii/S1355030611001481#!

72

same sourcel he idealwould bea threshold between observable agreement and disagreement
to justify an identification beyond any reasonable doubt.

2.2.3 Line Counting

This qualitative rather than quantitative approattballistic comp@risonis seen by
many as difficult to describe or convince the judge or j@luet al, 2013) Therefore, he
search for a more objective and quantitative criterion began in18%®s with the
development o& tool namedhe striagraph and with pioneer research conducted by Biasotti
(Cork et al., 2008)

The striagraph was apticakmechanical devicalesignedby John E. David from
OaklandPolice Department California, USA, inabout 1958which was based on the same
principle of very sensitiveand accuratesurface analyzerused by many industrial fields.
Although very precise and sensitive, and quite complex in construction, it is very simple in
operation. A rigid rod ended in a very light andensitive stylus with about 4°‘m
(micrometers) irdiameteris put in contact with theullet or barrel bore surface. By rotating
them the striagraphecordsthe minimal irregularities of the striated surface, especially the
peakandvalley variations The objectivdens and articulated armallow amplification of the
altimetric accidens of the surface up to 4008eyond facilitating the striae comparison, the
profile was recorded in photosensitisikeets having the potential to be a very useful taml t
convincethe judge or jur( Rabel | o, 1995) . AThough the st
the research stage, it was a precursor to the use of imaging and profilometry techniques for
firearms identificationdo (Cork et al., 2008

In 1959 Biasotti caried out astudy compang the existence of coincident marks
betweenbulletsfired from a set 0of.38SPLSmith and Wessofirearms(Biasotti, 1959 apud
Grzybowskiet al., 2003.

When cataloguingthe striae on each bullet and comparthgm to others, Biasdi
finoted that samegun bullets yielded a greater numberof correspondingmarks than
differentgunb u | [(@otk &ta@l., 2008, p. 65He observed that bullets from the same source
canmatch 36 to 38% of the striae in lead bullets and just 21 to 24% in jacketed bullets. From
differentguns the matchesverefound between 15 to 20%lowever, he observethatthese
percentage of matchingand no matchines were not so distinct as initlgl expected
Therefore he cautioned that a simple peragat matching linecould be misleading if

consecutivenessas not regarde(Cork et al., 2008)
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When including consecutiveness in thesessmenit was found something more
conclusiveln the gudy, it was not possible to find more than four consecutmaches irv20
(seven hundred and twentgnalyzed known norrmatch (KNM), establishingthe first
criterionfor identification, the consecutiveatchstriations(CMS) stated as:

The most significant point of the data collectethis fact that 3 consecutive
matching lines for lead bullets and 4 consecutive matching lines for-metal
cased bullets appears to bee tdividing line between data for same and
different guns; and therefore, these critical series form the base line upon
which the data for bullets from the same gun can be differentiated from the
data for different guns (Biasotti, 1959, apud Grzybowskil.eR003, p. 18)

When the original CMS criterion was proposed, it lacked solid statistical analysis,
relying on empirical and manual experimef@huet al.,2013. Trying to expand the study to
include more comparisons, are recently, Biasotti and/lurdock (1997 and 2002apud
Grzybowskiet al., 2003and apudCork et al., 200B8expanded the study and established a
fi anservativeguantitativecriteria foridentificatioro:

(1) In threedimensionaltoolmarks when at least two differente groups
of at least three consecutive matchistriae appearin the samerelative
position, or one group of six consecutivematching striae are in
agreement in aavidencetoolmark comparedo a test toolmark.

(2) In two-dimensionaltoolmarks when at leasttwo groups of ate least
five consecutive matchingtriae appeain the samerelative position, or
one group of eight consecutivematching striae are inagreementin an
evidencetoolmark comparedto a test toolmark. For thesecriteria to
apply, however, the possibility of subclasscharacteristicanust be ruled
out (Cork et al. 2008, p. 66.

It shouldbe notedthat these criteridifferentiatebetween2D and 3D marks. ThaD
marksfeatureobservabledepth,while in 2D they are igarable, like in very thin stria€This
was appealingfor the implementation oflgorithmsbased on line countingpplied to CMS
methods Ipid.). No doubt this is an advancen the pattern matching approactnat
characterized the discipline its initial stepsbut still can beseenembeddedhn subjectiveness
steps, likethe necessity oflifferentiatingbetween 2D and 3D markand by the match or
non-matchbetween two relative steavill not always be anbvious decision.

At this regard Nichols is of the opinion that the CMS approach started a fray at the
firear m i dating thé aldcsehbol torng d i i pattemm matf ¢ héersugtide
new schoolo f  @dumtere {Nichols, 2008, p. 299,apudCork et al, 2008 p. 65). Onthe
contrary Grzybowskiet al. (2003)defenckdt h a t CMS approach i s qf
Adi fferento techni gtatimgthatmer el y an extensi ono

When one examines a pattern, there are several elementsetipatrtaof the
process of recognizing that a pattern truly exists. Whether or not the features
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of a striated toolmark are actually quantified or simply compared and
deemed to be corresponding, several of these elements are quantifiable. It is
enough to statthat CMS is not a new technique, nor in conflict with the
traditional pattern matching that has characterized the discipline from the
earliest of times. It is simply an extension, a manner of describing the pattern
that is believed to be more concise,rmeasily understood, and allows for

its use by otherGrzybowski et al., 2003, p).7

2.2.4 Uniqueness and Reproducibility

Having pointed out some challenges to firearm identification, that from time to time
give reason for criticism inan attempt to diminish its value as forensic evidence, it is
important to stress that firearm identification has been demonstrated an adsaigtee by
many studies and that it is based on wsesHablished principles of uniqueness and
reproducibility of the marks produced by firearms.

Uniguenesss the already mentioned statemémt61 and p.57) t h atatistidally and
empirically, it can be shown that no two weapons will have exactly the same individual rifling
char act er i sudhfacegshe vaoablestinkadvéd, that the chance of two firing pin
having exactly the same manufacturstigaissol ow as t o be negligibl
171 and 174).

To prove thg it would benecessaryo compare all thexisting firearms, which is
obviously impossible or alternatively to find just two firearms that present the same
individual characteristic nmls. Despite thatto demonstrate the validitgf this principle
many studiehiavebeen conductedssessingnarksof different firearmsExtensivefresearch
has been conductecand published by forensic firearm and toolmark examiners
during the past00+ years to support this theqifambyet al.,2009)

Particularly challengingfor firearm identification is to compare firearms thate
consecutively manufacture@he action of the same toaequentially applied upon firearms
pieces, may, in theoryproduce similar marks, ofeaturessubclass marks, which are
coincident marks in a particular group of firearms, generally because of some change on the
tool surface, this waynaking the identification processore difficult The consecutively
manufactureds notan easy characteristic to include in research because dachary line
productionprocessof different partswith the firearm parts being assembled at the end line,
with no regardor the sequence of production. On&ahative has been to conduct research
with some sequentially manufactured firearm parts, that were taken out from its line of
production, like barrels or slides. Another challenge for these studies is the frequently small
number of firearmsand partsavaiable for comparison. Aware of these two limitatiprts
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should be point out that had been carried out many studies, and the unanimous conclusive
results of these empirical testentinue to supporthe uniqueness of the marks, always
resulting in high dege of hit in the comparisons (refer to Cork et al., 2008, p{F2j0

A very interestinginstance of these studjesvhich shows the accuracy of this
examinationjndirectly proving the uniqueness of the maslgs carried out in ten years and
involved theparticipation of 507 (five hundred and sevérgarm identificationexperts. For
the study 10 (ten) newonsecutively rifled pistol barrelaere used, removed in sequence
from the assembly line of manufacturerThe barrels were assembled to the samlpasd
testfired and questionelulletswere collected froneach barrel, encoded, packed aedt to
ballistics laboratories in 20 (twent@ountries, being asked tmmpare the questioned against
the tesffires in order toidentify which barreleachquestioneccomponentamefrom. Of the
7,605 ballistic comparisons performed, there were 5 (five) inconclusive results, 3 (three)
bulletswer e considered in a | aboratory to be 0
remaining 7,597 exams, there wasorrect combination between questiobetletsand test
fires. No false positive was reported. This would not be possible if these 10 (ten) sequentially
manufacture firearnbarrek did notfeature uniqueness in their individual characteristics
marks. Theauthors concluded:

This study shows that there are identifiable features on the surfaces of bullets
that can link them to the barrel that fired them. Although one would expect
bullets fired from consecutively rifled barrels to display subclass
characteriscs, the issue of subclass characteristics was not an issue for the
502 individuals who participated in this research proj8etsed on the
results of this research, having fired bullets in good condition and
properly trained firearm and toolmark examiners, the identification
process has an extremely low estimated error ratdHambyet al, 2009,

p. 107,emphasis added).

Another important principle, thatvas indirectly demonstrated valid on this last
mentioned research, is the reproducibility of the maiot only the marks need to have
uniqueness, but this would be useless if these marks would change from shot to shot or would
not be consistently impressed on the fired ammunition components.

Bonfati and De Kinde1999b)review the literature related firearm wear on the
marks left for identification and concluded that:

no substantialchangein characteristicdeft by the breechface of the

weapon canbed i s c er n eepdatedfiingse firing pin impression

and extractormarks aresubjectto6 s | i ght whirli et studyn s pd e
the ejector marks were seento var y mor e strongl yo.
comparison, showed mordramatic effects due to wear 6 Changes
consist of disappearingfine and coarsestriation| i n with ,thie fine
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striations being mor&ariable over time than the coarser (Bonfanti and
De Kinder, 1999b,pp. 319, 312; apud Cork et aRQ08, p. 73

Cork et al.(2008)cite others studies on the subject that demonstrated that changes of
the marks due firearm wear is undeniable, the degree of changes depend on the type of mark,
firearm, and bullet, but identificatiois still possible even after many shots, sometimes after
thousands of them. Corroborating this conclusion, a comparison of cartridge cases discharged
from five Turkish pistols, fired from 1000 to 5000 times, the first fired cartridge case being
compared to consecutive 250th fired ones, concludedtbatapacityof the practitionerdo
match the cartridge cases were not affected by some changes in the individual characteristics
observed between the first and the subsequent cartridge cases fired in ea¢Bauitteyet
al.,2009)

2.2.5 Ballistic Identification Systems

Althoughthe underpiming of firearm identification has nahangedsignificantly over
the last century, improvements in the technolagy understanding of the factors influencing
it, andspecialy leverageby computer sciencansformatiorglobally, allowedthe next great
leapin this fieldof Forensic Sciengehe development of Ballistic Identification Systems.

Early discussions on the computerizatioh firearm identification appear in the
records of thenineteenthannualtraining seminar of AFTE, in 1988. Keith L. Monson,
presented aabstracte nt i t | ed AComputer Correlation of
Mar kso. THeeegeal cteVelomasconiputdrased system to objectively and
guantitatively express the degr ee (Mohsonsi mi |
1988 p. ). It was suggested, that after image acquisition of fived ammunition
components, the employment af modified crossorrelation algorithm to compare the
overlapped images, generating a numerical value that represents the similarity. Rotation and
translation of the two images in search of the maximum numerical value of the cross
correlation function allwed ranking them by similarityThree decadedater, all the
implemented andvell-establishedcomputerbasedballistic identification systes) includng
the three assessedthis research, employ the concepts discussedatrpitbneeringabstract
namely image acquisitiorfrefer t02.2.6, extraction ofballistic signaturgallowing the usef
customized algorithm&r numerical comparisofrefer t02.2.7), and ranking by similarities
(refer 0 2.2.8.
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Just one year after dh abstract,the need for computer assistance for firearm
identification was €¢It by the examinersin the Washington D.C, 8A region. The
intensificationof antirdrug poliges overwhelmedthe forensic laboratoriegh the areawith a
large amount ofirearms and fired ammunitionfor examination. Theoal was torelate the
new incoming cases to previoases examinedinitially, large bullet and cartridge case
photographs werased,which eventuallyconvergedo the adoption of imageligitalization
and computerassistedcomparisons. At that timehe Federal Bureau of Inviagation (FBI)
decided to sponsor studies on the digitization of imagemibgting the Drugfire system.
Although probably the first ballistic identification system, which eventualig replacedoy
IBIS® technology,Drugfire developed quickly tdoecame capablef imagng the sample,
extracing the ballistic signatureautomaically correlaing the samplespperatingwithin a
network betweenlaboratories and providing a rank of similarities for expert evaluation
(Hamby, Thorpe,1999;Heard 2008).

At aboutthe sare time, more preciselyni 1992, ATF (Bureau ofAlcohol, Tobacco,
Firearms and Explosives) started to usethe Integrated Ballistics Identification System
(IBIS®), another equipment for imaging thieed ammunition components and computer
assistedautomated correlatiorin time, IBIS® was adopted as the standard technology for
ballistic identification system ithe USA, becomingthe platformfor the National Integrated
Ballistics Identification Network (NIBIN)a USAnationwide network hatmakes it possible
for comparisons offired ammunition componentgprocessedand digitalized in different
laboratories flamby, Thorpe,1999)

The limitations of the ballistic comparison optical exasand the time-consuming
process for comparg many ammunition elements, contributed to the design and
implementation of manyallistic identification systemaround theworld, such asArsenaf
Papillon Condot andEvofindef® in Russia, Balistika in Turkey, Cible in France, Fireball in
Australia, and Lepus in Braz{Heard, 2008;Santos, 208), or more recentlyAlias'! in
United Kingdan, BalScaf? in Czech RepublicandCadré?in USA.

Many of these systems have been incorporated into the routines of ballistic
laboratories around theorld, like the worlavide distributedArsenaf, Evofindef, and IBIS

(refer to4.2for adescription of distribution and operation of these systems

11 http://pyramidaltechnologies.com/servieBdA ccessed1/03/2020].
12 https://www.forensic.cz/en/products/balsfArccessed1/03/2020].
13 https://www.cadreforensics.corf ccessed) 1/03/2020].
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Figure241 From left to right, potographs of tha) Arsenaf, b) Evofindef®, andc) IBIS®
scanners

In Brazil, the IBIS system $ used by theBahia Department of echnical Scientific
Police while the Evofindef’ systemby the Federal DistricCivil Police, Goids Technical
Policeand Minas Gerai€ivil Police. The Federal Police, in its National Forensic Institute in
Brasilia, uses Evofind&rfor the management of criminal casasd alschad developed some
assessment on units Afsenaf and Lepus (Santos, 2015) (refeFigure24).

The performancef these systems may be very differéoim each other, as each one
employs different technologies for image acquisitiqnefer to 2.2.6, and proprietary
correlation algorithmshat directly impacs onthe effectiveness of the solutiom rankng true
matchegrefer t02.2.7).

Among the challenges for these technologies to work properly, there is the necessity of
image acquisition and topography extraction frballets with approximate cylindrical and
sometimes itrary shape requiring specialized surface tracking and controllingtors
(Robergeet al, 2019).

De Ceusteet al. (2012) recognizé that ballistic systems are amprovement in the
possibility oflinking specimensbut similar to the traditional microscopic method, dreare
some limitations thatontributeto a match not bag found on automated correlation¥he
size of the database can be a factor of i nf
i s a De €alister etla 2012, p. 238 the nature of theamplescan add challenges for
the comparisonFor examplethedifference in hardness, tre presence of cover layessich
as lacquer on the primecan affect the transfer of the marks, as wasliirearm use, which
can wear out its surface, altering the mgihes Ceuster et al., 2012, apud Gerard e248117)
They concluded thai ©ig combination of theséactors together with the capabilitiet the
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correlation algorithms will reflect the true efficiency of an automated sys{Pem Ceuster et
al., 2012, p. 238

These limitations can be more significant when considering a ballistic database
implemented to register new firearms as they comerouat the factory, rather than firearms
seizedfrom criminals. The concerns include the possibility of very similar marks on new
firearms produced by the very same tool, the alteration in the ballistic signature in worn
barrels, meaning that first tefstes may not match those fired later, parts replacement,
differences in ammunition, reloaded ammunition, and ways to intentionally alter ballistic
(Kopel, Burnett, 2003).

2.2.6 Metrology techniguesand 3D Imaging

The introduction of 3D surface topography measuremestintroduced tgsolvesome
limitations of digital imaging systesbutit is necessary thalheimagng process of cartridge
case heads armlllet surfaceis accuratereproducible and reliablé&{e et.al,2009.

Thefirst challengeo accurately charactesethelateral striae of redired bulletsis the
curved shapéform) of bullets whichimposes a challenge for image acquisition and for stria
observation Anotherissueis becausdulletsmay have been deformed in unexpected ways
systems featuringautomated Ztacking acquisitionfunctionalities are required tallow
acquisition ofwell focus images, even for striae laying in different focal plaf@eminato
et.al, 201%. The same functionality is indispensable for acquiring complete firing pin images
in focus.

Because of that, andiming for an flaccurate characterization aficrometric and
submicrometric featureg €,) fundamental for assigning the ammunitions to specific
firear mso ( Valpl 289, entindispénsablereduiethentfor any ballistic
identification system is the capabyliof to acquiregood qualitybullet and cartridge case
images.

Thesstartingpoint whenselecting a technology to apply flmpography measurements
especially in connection to firearm identificatjias thesensitivity to minute differences in
surface heighfvertical resolution) andhe capability todifferentiatesuperficial marks (lateral
resolution)(De Groot 2017) therefore ragnification andesolution (oresolving powerare

important aspectsf these technologies



80

Magnification

One important part of angptical measuremenool is the objective lens, desigdto
collect the light reflected by the object surface and sometimes to focus the light from the
source on the samp(éeach, 2011)Although the modern lengs anarrangemenof several
optical elementsFigure 25 depictsthe objective lens operation fothe formation of real
inverted images and is useful theintroductionof some important definitions.

The focal lengthff of the lens determisavhere the rays coming froan objectat a
distance Oq, from the lens, will converge, forminghamage ata planeat adistarce, 14, from

thelens Themagnification of théens systemN]) is given by:

0 . 2.9
A
”1 O » ly »
I . «— f—> "
Object \
—r—» >
Image
v
Lens
Figure257 Image and objeatlated toa simple lens
The relationship betwedrand the distance3q andlq is given by:
2.10

In compound microscopes, such as the comparison microscope used for ballistic
comparison (refer to2.2.1), the final magnification is given by the product of the
magnifications of the objective lens and of tlegepiecesin systems withan absence of
eyepiecesthis productis calculatedincluding the magnification of thkens that focuses the
image onto a detect@reach, 2011

In the context of the image acquisition aihmunition elementBolton-King et al.

(2010) observed the necessityimfaging steep slopes of the samples, suchhastransition

areasfrom LEA to GEA and thanternal sides of firing pinimpressions. The laegt slope
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angle of a surface that can be imaged is determined by the afgulasmerical aperture

(An) of an objectivegiven by:
0 ¢ OEB 2.11
Heren; is the refractive index of the medium between the surface and the objective
and U is the acceptance angle of the aperture, meaning that this angle will determine the

largest slope on the surfat®at may havereflectedlight captured by the objective lenas
depicted on the idealized cone of reflection observé&agatre26 (1bid.).

// ﬁ(— Objective lens

<—— Surface

Figure26i Cone of reflection determining tlamgular aperturedy) of a
microscope objective leriSource: Leach, 2011, p9jL

Another relevance of the angular aperture is its influence on the ability of the
microscope to capture light after it is reflectedsoyall parts otheilluminatedspecimen. The
larger the cone of light captured by the microscope, the smaller the feattinesspecimen
that can be resolved. The cone is dependant on the diameter of the front lens of the objective
and the distance dlie specimen from the ler(8ell; Morris, 2010.

Working distance between the sample and objective front lens, does nigt on
i nfl uence the mi croscopeds ability t o res
requirement to prevent accidental collision of samples and objective lens and to allow
imaging deep firing pin impressions (Bolt#ing, 2010). Other important aspecof the
operation ofoptical measuremenbols are optical spot size, the field of view, depth of field,
and depth of focus (Leach, 2011).
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Resolution

It was aforementioned thenportance of thengularaperture othe objective lens in
an optical systenand its influence on the optical resolutiomhich is fithe ability of the
system to differentiate small particles or structa@ll; Morris, 2010, p. 20. The resolution
can bealsod e f i n thedsmallast distandeetween two points on a samphat can still be
distinguished as two separate entiie&/bieeler Wilson, 2008, p. 16)

It is common to separate this ability in termsgflan anda perpendiculadirectionto
it. The former is thel at er al or s pat detrimines thes mirhwntdistance, wh |
between two lateral features a surface that can be distinguish@deach, 2011p. 19) and
the later is the vertical resolutionalthough a questioned termh is referredto the smallest
surface heighthat the system can detegteasuredn anormaldirectionto the surface where
the lateral resolution was definélde Groot, 2017)

The resolution camave two limitationsn ary optical systemone is physical and
other technologicaWhen the light passes through the circular aperture obgattive lensit
suffers diffraction, characterized byconstructive and destructive interferescef the
subsequentvavefronts leadingto the formation ba bright center region, the Airglisk,

followed by a series of concentric rindise Airy pattern(refer toFigure27).

Figure277 Image of an Airy disk and Airy patte(8ourceBell; Morris, 20D, p. 20.

Gi ven radiati on w i tidmetew afv tad Ainy disk HDa) ise-, t |
approximatelycalculated byequation2.12 (Bell; Morris, 2010:
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0 8 _ 2.12

If the Airy Disks of two parts of the sample are sofficiently separated it is said that
they cannot be resolved. A criterion to defiadimit for the resolution(r) is, therefore,
obtainedassunmng that two parts can be resolved when the center of the Airy Disk of one part
falls in theminimumbetweerthe Airy disk andhe first subsequent ring (Rayleigh Criterion),
given byequation2.13 (Ibid.):

i 8 2.13

Equation2.13 shows thathe resolutionr) i s | i mi t e/dw,beyforthhe r a
sameradiation the largerthe aperture of the objective lens the finer the details of the sample
that can be reseéd. It is important to note that this is a minimum value for the resolution,
dictated by physical parameters, andaictual equipment other factors, such asptical
imperfectiors, which can result irchromatic, spherical or comatic aberraticosyhen part of
the light is not captured due reflectionon steep edgesnay deterioate thefinal resolution
(Leach, 201}

The other limitation for the resolution of any optical systemelated to thepixel size
of the sensouwutilized to record the imge. If the space between pixels is larger than the
minimumresolution ) it is this feature that will determine the resolut{trid.).

Importance of magnification and resolutioniallistic identificationsystems

Bolton-King et al. (2010), while studying different3D scientific principlesapplied to
firearm identifiation, defined some preferable criteria to be met in order to deterimihe
technologyis suitable for this puposecluding desirable resolutions

The criteria includedhie capability to obtain lateral and vertical resolutions
of at least 1 pm and 0.1 pum respectively with good lateral resolutions at low
power magnificationhave acceptable working distances, acquire data within
a reasonable period of time and have the rgateto image steep sample
slopeg(Boltorn+-King et al, 2012, p. 3D

Regarding thdateral resolution they also notedthatid e x cessi ved | ater
could lead to the inclusion of highly variable, potentially misleading striae iootmgarison,

such as obtained when imagimg2D with objectives higher than 80bid., p. 29) Another
problemrelated taresolution is thesize of the generateathta file,asthe incluson of too much
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dispensableinformation canresult in too big of a file for storage affecting database
performance and capacity.

The vertical resolutionis also very important as itlelimits the minimal depth
characteristics that the equipment is able to as$Regarding that, Bachrach (2006)
conducted an evaluation of the barrel interior surface finishings, selected from some firearm
manufactures, measuringhevalue and repeatability ofi¢ roughnes®n LEA of bullets fired
through them.

The empirical procedures included obtainjrfgr each pair ofbullets correlated a
similarity measureto each LEAto-LEA compared Averaging the similarity measures
allowedthemto compute arorientation similarity masure For instance, when comparing
two bullets, each with siXLEA, there aresix orientation similarity masures corresponding
to each possible orientation for comigan starting withset 1 LEA1 x LEAL, LEA2 x
LEAZ2 , é, L E A fset X (LEAR ALEEA2, LEA2 x LEAS, .., LEA6 x LEAl)yp toset
6 (LEAL X LEAG, é , L EA6 .For bultets@riginatingfrom the same firearnthe se$
of bestand secondbestorientation similarity meas@s by barrel brandwere used tmbtain
two distributions. The bestrientation similarity measurevas assumed to be the relative
orientation at wich the two bullets were aligned, aitdwas used to drawhe dmatching
distributiory while the secondbestorientation similarity measurgvas assuned as a good
approximation of thénon-matching distributio@regardingeachbarrel brand

Figure 28 shows an idealized instance tifesetwo distributions, the green line
depicting a threshold selected to minimize thefalsepositive and of fals@egative
probabilities of error. One of theatistical approaches to evaluate the statistical difference
between sets of dat@as the empirical probability of error (Pe), which was established as the
distance between the two distributions, this vadu@nversely proportional to the empirically
computed probability of errar ( Bachr ach, 2006, p . 16) . Th
approaches usenh thatr esear ch t o taevariety of faetorssuehfas leaoal o f
manufacturing quality, bullet brand, barrel wear, number of control balf#i&l., p. 2)on
accuratéulletto-firearmidentification

For the two types of ammunition used in the studgure29 depicts the empirical Pe
of classification as &unction of the median RMS (Root Mean Squared) surface roughness of
the bullets fired through each barrel brand.

One of the apparent and the bapebmanhutacturéstbeo nc | u
most dominant factor in both the individuality and dfasstion performance of the bullets
fired by it Ibid., p. 6) While Ruger, Berettaand Smith & Wessoficould be identified with
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very low probability of erray Taurus and Browningcould be identified, but with somewhat
larger probabilities of error finally for Hi-Point Bryco or SIG Sauer thdi ability of the

system to identifjpullets fired( € yas verylimited (| bi d. ) .

Matching and non-matching probability distributions
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Figure28i1 Empirical Estimation of Probability of Orientation Eri@burce:
Bachrach, 2006, p. 17).

Although Ruger features a morsignificant roughness its associated empirical
probability of error was loer than for HiPoint which with low roughnesspresenteé much
higher empirical probability of errof.he reason for this difference is that it was observed that
Ruger barrels show very high repeatability in the roughneisge Hi-Point barrels, despite

featuring fired bullets wit an intermediate roughness surface pr e s e nt i mpress

repeatable from bullet to bulletodo (Il bid. p.
Anotherfactor of influence obserdeon the results of that researalas the type of

ammunition. With SIGSauerbarrek being theonly exception,all other barrelbrands, fired

with Winchester ammunitignfeatures lower empirical probability of error than with

Remington ammunition this being consequence of the dimensional tolerances and

consistencyon ammunition manufacture processes. dwilarly noted for barrels, these

f e at willhavwe a gignificant effect in the manner in whielatures are transferred between

the barreland thebullet (I bi d. p. 40) .
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Empirical Pe vs. LEA roughness
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Figure291 Relationship between Empirical Probability of Er(Be)and LEA roughness

by Winchester (Win) and Remington (Rem) ammnunition and firearm lisancte:
Bachrach, 2006, p. 39).

The SIG Sauer barrel exception isworthy of further consideration. The land
impressiorncrosssection acquireffom bullets fired fromthese barrelshowed a vergmooth
land impressionfeaturing,with Winchestemammunition,the lowest RMSsurface roughness
obtained on the experimenbelow 0.2 um (micrometer) The reason fotthis speific
barrd/model/ammunition, that asseredithe best qualitiesor the researchto present the
highest probability of error was explained by the reseambertothe questionable capability
of the instrumentation to detect features found anlével of roughness

Although the specification of the sensor used in this project claims a depth
resoluton of 0.025 micron, it would seem that the actual resolution of the
acquisition platform is on the order of 0i30.4 microns. This loss of
resolution may be due to vibration induced by the motion components during
the acquisition procegtbid. p. 39)

In fact, still analyzingFigure 29, whenthe roughness is below 0.3 microns there is a
very sharp increase in the probability of eym@inforcing the conclusion that the resolution is
avery important factor for correct identification.

Bamo et al. (2004)presented an algorithm for 3D comparison of fikedlets The

study, carried out using a confocal microscope with Qud2verticalresolution was effective
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in correctly aliging many overlapmg images. If the distance between two regions of the
samples were less than a threshold the area was displsygeldrk gray region, otherwise the
area was colored light gray. As many comparssehowed extended dark gray regions, they

c onc | thdateaetermining the threshold as 0.015 mm made clear visualization about
matching regions

But is this high resolution, 0.02 pm, really necessary in the context of firearm
identification? Roberge et al. (201@urther discussed in section 2.2.defendthat a lateral
resolution of 3.125%m per pixel provides sufficient information for their posed objective
method of identification.

The image magnificationcapability of the equipments another importanaspectto
considey as this will allow an expert to check the list of results in searchingifar This
feature is limitednot only by the image resolution, buty the software tools, and the
dimensions and definition of the screghere mages are compared.

Forinstancea 27 0 s cr e e n, with 85p0xlcl4(pixelsafeatures 598nm 9
in width and therefore square pigelith 0.23x0.23mm lateral dimension$n that case, an
image with 3im lateral resolutiorran be magnified, if the software tool is prepdiadt, up
to 76x (seventysix times) withoutpixelation which is observedvhetherthe image is such a
large size that thimdividual pixels are visible.

Bolton-King et al. (2010) and&/orburgeret al. (2016) noted that there are many 3D
technologies available to be applied surface topography acquisitigri®oosting the field of
firearm identification with competing opticatethods, each featibenefits and limitations
when applied tehe digitalizatiorof ballistic samples

The technologies that have been reviewed and apigiggpographic data acquisition
from ballistic samples include Coherence Scanrimtgrferometry, Confocal Microscopy,
Focus Variation, Photometric stereo, Point Laser Profilometers, and Vertical Scanning
Interferometer (BoltotKing et al., 2010Vorburger et al., 2016)Considering therinciples
utilized to some degreby the ballistc identification systems assessadhis thesisthree of

these technologiesill be briefly described

Confocal microscopy

Confocal microscopy, originally described in 1957 by M. Minsky, features a depth
discrimination effect by using illumination and detection pinhae A classical setup of a
confocal microscopean be seen iRigure30 (ASME B46.122009, 201).
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Figure30i1 Schematic Diagram of a Confocal Microscopeutce ASME B46.%
2009 2010, p. 92).

The optical path between the ligkdurce and the specimen surface is the same length as the
path between the specimen and the ploati®ctor Figure 30). The incident light passes
through the pinhole llimination, beamsplitter, and objective lens, being focused near the
specimen surface. Light, after being reflected by the specimen surface, is decoupled by the
beam splitter and passes through the pinhole detecti©antrolling the translation of the
distance between the specimen and the objectivelis(ance) the intensity of the
photodetector signas affected asdepicted inFigure31. The intensity of the signal reaches a
maximum when the illuminated part of the surface is at the focus point of the objective. If the
illuminated part of the specimen is out of focus the reflected light does not pass through the
pinhole detectorsuppresing the signal on the detector. A correlation between the vertical
position of each scanned part and the reflected light intensity at the detector is established.

Therefore the vertical scanning of the specimen enables the tool to detect the topogiaphy an
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surface height variations. The vertical and the lateral resolution will improve with the
numerical aperture of the microscope, that in turn is dependant on the diameter of the
employed front lens and the working distan@sgchingup to fewnanometerdor vertical
resolution and in the order of micrometers or less for lateral resol#BKIE B46.122009,

201Q Blateyron 201% Vorburger et al., 2016
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Figure31i Intensity curve (vertical axe) registered by the detector during the
vertical scan (Zistance)SourceBlateyron 2011 p. 73)

Bolton-King et al. (2010) noted thatonfocal microscopesican have a high data
acquisitionspeed,with excellent vertical r&lution and/or excellent latera¢solutiom ( p .
29). However, they also observed that although this method is being successfully applied to
ballistics imaging within the FTI IBIS® Trax 3D, steep slopes, like the ones found on the

LEA to GEA transition areas or in some surface striations, led to gaps on the acquired data,

revealing a considerable limitation.

Focus Variation
Although focusvariation application to surface texture probing is relatively new, its

principle was developed in theid?1920 byH. von Helmholtz This technique is capable of
measuring roughness and form at the same time by usmigal scanning and optics with
limited depths of field, as can be seen in a typical focus variation instrument ddpicted
Figure32 (Helmli, 2011 K a p § etrale2016.

Similar to the confocal microscopyechnique,focus variationrelies onvertically

scanning the sampléut its conceptuallysimpler. It takes advantage of precisgtics with
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small depth of field, and different objectivenses which meansonly small parts of the
specimen are sharply imaj@nd measuredwith different resolutios (Danzl et al., 2017,
Vorburger et al., 20)6Figure 32 depicts a typical measurement device basetherocus

variation method.
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Figure32i Schematic Diagram oftgpical Focus Varation Instrume(®ource:
KapgoneXlge.3.al . ,

In this method the beam of light is directed from the sourciégbjective lens and
beam splitter, being projected on a small area of the sample. Due to sample reflectivity
properties and the texture within the topography, only part of the reflected light is redirected
to theopticsof the equipment and recorded on dhargedcoupled device (CCD) sensor. The
heightdiscriminationof the method ischievedby vertically scanning the surface in relation
to the objective lens, locating the besfacus position of each pixel. One method to measure
the focus is to calculata standard deviation of the grey values of a set of pixels surrounding
any one consideredrigure33).

The relation between the focus measure and-thistance beteen the sample and the
objective lens generates a curve simitathe intensitycurveof the confocal method, though
the focus curve width is larger théme intensity curvéFigure 34). The sharpest position is
determined by the maximum of the curve, or the highest standard deviation of grey values,
meaning that the contrast between the pixel considered and its neighborhood is maximum.

Otherwise, a smaller standard dion of the grey values means |l@montrastand therefore
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the image is out of focus. The relationship between the maximum in the focus curve measured
and the aistance of the sample, for each lateral position of the sensor, allows a final 3D
image to be generated. The formed image records information of geoiwattih, length)

and photometric (color, contrast, brightness) features (Helmli, 20H.p § ethaé, RO16;
Vorburger et al., 2096
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Figure33i1 Standand desviatigrffocus information) of the grey levels
considering a 5x5igels neighbourhoodrea (2) ofa pixel (1).(Source:
Helmli, 2011, p. 134

As mentioned, to calculate the focus a contrast is necessary in this method, therefore
difficulties arisewhen there is no material reflectancentraston the sample, requiring a
minimalt opography wvariati on dlo corclhde, focus wvariaionc a n
technology can be used for form and roughness measurement so long as the samples are not
too sno o t Hedmli, 011, p. 66).

The necessity to consid#re response from neighboring pixels compromises vertical
and the lateral resolution, resultingfocus variation resolutiobeing more limitedhan the

resolution of other methodssuch as confocami cr os c o p ya qudsteom ariges e f
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requiring further research as to whether the straightforward method of focus variation has

sufficient resolution for distinguishing the individualized surface characteristics of fired

bullets and cartridge cases drbdrger et al., 201,6. 6) Despite thisScannBIl Technology

informs on its official webpagethat its Evofindef'# 3D technologyi sbaséd on Focus

variati on microscopy (€) added
recognized qualityvithin its digital images
A
Focus measure
F
Sharp position 7. position

by

S 0-me

Figure34i Focus measure (standand desviation of the grey levels) as
the sample is vertically scanned (Z positiq8purce:Helmli, 2011, p. 18).

While reviewing focus variation, BoltonKing (2012) also observed at least three

advantages dahis method applied to ballistimaging

1 the potential to image steep slopes, facilitating imaging of damaged specimens,

of LEA to GEA transition areas, amd firing pin marks;

1 higher working distances, without compromisioig therequired resolution for

this kind of applicationwhich is important to prevenas a mp|l e 6 s

hitting the objective lens; and

1 lower cost when compared to other technologies.

Photometric stereo

S

Photometricstereo is a technique, originally introduced by Woodham in 1978, that

differs from confocal andfocusvariation mainly because it keeps the position of the sample

constant relative to the optics of the system while varying the direction afuimenation

(Woodham, 1978)refer to Figure 35). Becausefit uses the(radiance)intensity values

14 http://evofinder.com/technology/2dicessed Z/2020].

u

r


http://evofinder.com/technology/2dd/
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recorded at a single picture elementsutcessiver i e W & aamal photometric(lbid., p.

136) Sometimes is also calleshape from shadings fii nvol ves the dec
patterns on surfaces cast by multiple light sources to produce a surface topography
, 2016, p. 7)
Ying Wu (2020) well postulated the problem tackly photometric stereo as:

measurement o (Vorburger et al

The problemof photometric stereo is quite interesting: if we are given a set

of images of the same scene taken under different given lighting sources (the
camera and the scene are kept intact), can we recover the 3D (shape) of the
scene? (Wu, 2@ p. 8)

The answeto this question is yes, biitis crucial to take into accountehmportance
of surfacetopographyand shapéo measuréts radianceasfivalues depend on properties of
radiatingsources (i.e., irradiance values on the surface), sudaa@ecteristics (i.e., surface
reflectance surface orientationsurface roughness, etc.) and the geometry of the two
(Sakarya et al., 2008, p. 210
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/ source § #

i L]
Glass plate
i with 6 LEDs i

y =

( Sensor )
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source S,

3D surface ) )
Exploded view diagram

a) b)
Figure3571 a)Principle of photometric stereo setti(®purce: Wu, 202, p. 8), andb) exploded

view diagram ofighting configuration applingghotometric stereo princip{Source:Johnson
Cole Raj; Adelson, 2011, p. 4).

Like human eyes, cameras detect objects because they reflecahighwith more
reflected lightthe brighter the image will lookWu, 2020) Incident rays falling onto a
reflecting surface may suffer three types of reflectance: diffuse (Lambertian)jasp@s on

a mirror), and backscatter reflectiddakarya et al., 2008
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Each surface patch may have different properties for reflecting kghteach patch a
bidirectional reflectance distribution functio(BRDF) is defined by the ratio of outgoing
radance and the incident irradiance, i.e, the energy relationship betiveéarcident lights
and the reflected lights. The directional integration of the BRDF over a solid angle defines the
measure of the diff usue2020ef | ecti on, or Al bed

The orginal photometric stereo method assumes Lambertian surface, meaning that the
refl ection obeys L ambface tadiance & ipropertiohahte the imnere ,
product of thesurface normal and the unit vector showing the direction oirtbielent rayo
(Sakarya et al., 2008, p. 210

For Lambertian surface®RDF is independent of outgoirdjrections(for that they
are called ideal diffuse surface), and therefore the image intensity is dependant only of the
i Il umi nat i on sulface propertiescomderised)on therdiffusion coefficiekd)(-
and therefore the image intensty can be written a@Nu, 2020)

0 QAT-©O Qv , 2.14

Wheren is the normal of a surface patch, amds the vector that definedighting
direction If three point light sources are provided, we have a sysiesulve:

O Qv«h "Q phigho. 2.15
Assuming the lighting sources featute same distance to the sample dave the
same intensity, each image pixelated to the same poititasintensityas a function only of

lighting direction(s), allowing to stack; up to obtain a vector to eapbint

2.16

Since thdight directionsfrom each source are given, aBds a 3x3 matrix, is possible

to obtain the normalized unit vectar) (of the normal of the patch surface under analysis:

noE 217
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Although valid for idealized situationsincluding point sources, threesqually
distance sources witithe sameirradianceintensity, Lambertian surface, etequation.14
to 2.17 demonstratéow photometricstereodetermines normal fany othersurface

In the exploded v of Figure 35, six surfacemouned LEDs are evenly spaced
around the edge of a glass disc. An elastomeric sensor is mounted under the glass disc,
providing a medium for the light to propagdte total internal reflection, from the sources,
within the disc¢ to the sampleLight coming fromthe sources is reflectdry each patch of the
surface and the image radiance intensthat reachesthe sensoiis recorded. This set up
provides six lighting conditiors for photometric sterecJohnsoret al., 201). For this case
six reflectance maps aresed to represent the relations between image intensity and surface
orientation allowing a system of equations similar to equattb6 to be solved for the
normals of points of the surface.

The next step is to estimate the 3D surface that begh&tnormals that havieeen
figured out Gakarya et al., 2008

One of the limitations of photometric stereotlst the surface intensitycorded by
the camera is affected by the light rays that suffierreflectionsLiao et al.(2011) addressed
this problem and successfully applied different light colors to simulate different surface
albedos, improving scene reconstruction by this method

Another challenge for applyinthe photometric steredechnique specifically when
i maging ballistic sampl es, statwadiffarentyplomeriesd i f f
of reflecting light. For instancemany types of cartridge case are made of alloys with
meaningful specular reflectance components. Since the Lambertian assumption is preferred,
types of lights are optimized to diminish specular reflection and very high brightness values
are ignored durinthe process of recordimgdiancentensity (Sakarya et al., 2008).

Because other metallic surfaces can have a strong specularity and little diffuse
reflection, and since these have important industrial applications, the photometric stereo
techniguehas been expanded to be suitable for specularly reflecting surfacesemitte
traditional methods, intended for Lambertian surfaces, the propesbmiquedoes not
assumea point source illuminatiarinstead extended light sources are used, allowimgthe
method toalso be applied to determine surface orientation from bhightness of specular
surfaces (lkeuchi, 1981).

While reviewing topography measuremeathniqus applied to ballistic imaging,

Vorburger et al (2016) noted that photometric stereo is more convenient to use and less
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expensive than other methods, althb its resolution is inferior toonfocal microscopy and

other more expensive methods. The Balistika system and th& BiSstrax forcartridge

case image acqui si tliidme afpptlhicatdgtondy farPe oftr
et al., 2008p. 210).

2.2.7 Ballistic Signature and Correlation Algorithm

Once images are acquired, filtering and correlation algorithms must be applied to
allow for an accurate identification. €hdentification depends on the sysi@mapabilities to
identify regions of interegROI) and to extract meaningful signatures that will emphasize the
similarities in samples from the same source and to disregard random similarities between
norrmatctes. Although the algorithms and correlatmarameters to quantify image similarity
are proprietary to each system (Vorburger e
features within the identifying mark (é&) foc
both crime sceneandtestp e ci menso (Li, 2009, p. 143) .

To extract the ballistic signature, limited wavelengths are of interest, depending on the
type of markbeingassessed. To separate the roughness of interest from waviness with larger
wavelengths or from noise with smaller vedengths, filters with different cutoffs are applied
(Vorburger et al., 2016)hese filters, like digital Gaussian filtersiare used to separate form
error, waviness, and roughness in the data representation of the surface that results from a
measurement (ASME B46.12009, 20D, p. 96) mearng that the correlation algoritrsn
operateon resuling profiles that feature roughness containing critical information of the
marks for individualization.

Once the filters are applied|gorithms are applietb compare profile signatureAt
the beginningof the development of ballistic identificatigystemsGeradts et al. (2001)
focusedon testing different methods of feature selection and pattern recoguiinoimg to
optimizeimage matching of breech face marks and firing pin impressiorcases were the
sample positions and light conditions wédeal, a simple deviation of the subtracted levels
generated accurate hit lists. Howeveatated and shifted samples showed that brutal force
translation and rotation did not solve the problem due to the effect of shadows and highlights,
requiring the deglopment of moreomplexalgorithms.

Currently,each technologwpppliesproprietary algorithmskroma commercial point
of view it is understandable why companies do not rethest algorithms,however this lack

of transparencyhas some drawback, such aslimitedinteroperability between different
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systemsand preventingobjective tests on #e algorithms and parametergdrburger et al.,
2016) Otherproblens includethe uselessnessf scores providé by thealgorithmsfor court
presentatiorand error rateestimation On the other hand, published correlation algorithms
andfeature parameter recognizing methods, can be easy to understand and siseithfdy
quantification(Vorburger et al., 2016Regardless of whether the algorithnogen sourcer
proprietary one requirementis common the choice for any particular algorithend its
customization needs to consider the variabilities involvad firearm identification
subjecivity .

Oneinstanceof why correlation algorithra need to be customized and enhanised
exemplified by thealreadymentioned study of Bachrach (2006) (refept®3). The results
depicted inFigure 29 show that barrel manufactureand ammunition brand havenatable
influence on the individuality of barrels and dhe bullet to gunidentification The
researchér & x pl anat i o nmechanicakcharadterisbce antl dinfiensional tolerances
have significant influence in the manner in which featuregrarsferred between the barrel
and the bullgi Ibi@., p. 40). This imposes a challenge to comparison algoritkivihde in
some firearms and ammunitions the maaks consistently transferred to bullets, generally
observedn good quality barrel and ammunition, which are manufactured undemresbriet
dimension tolerance#) othersonly portions of the featureseaimparted on each fired bullet,
commonly occurringon poor quality barrel or ammunition, where material or dimensions
homogeneitycan not beguaranteedBecause ofthatalgorithms need to beustomizedo deal
with these different situations.

The crosscorrelation function(CCF) is a parameteto quantify thesimilarity of
ballistic samples signature@vorburger et al., 2016) CCF was applied to compare
topograplc images ofcartridge casesfired from pistols with consecutively manufactdre
breech facedby Weller et al. (2012) and for quantifying a score similarity between two
bullets, after a system captdrigve profilesaroundthe circumference of bullets a study by
Bachrach(2002, apudRobergeet al, 2019.

Recently new parameterdhave beensuggested byRoberge et al. (2019), in
conjunctionwith a methodfor objective identificationwhich can be easily useoy experts to
quantify similarities to defend and explaimesuls of comparisos as required for legal
admissibility and to estimateerror ratesor likelihood ratio (LR) They proposed new
parameters tobtain scores of comparédllet 3D topographiesdefined a linear combination
of thesesres and establishech method touse the combined score ¢computefalse match
rate (FMR) which is the probability that an identified match is actually amatch and the
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LR, which is the ratio of the probability of beiregmatch to the probability of being a non
match.

The new proposegarameterswere a combination ofline countingand pattern
matching approads A line countingscore (LCS)was defined as a combination thfe
normalizednumber of peaks and valleys that match between two compared pradiested
for the influence otonsecutivenesand apattern matchingcore (PMSpasa combination of
the aforementioned CCFwhich is invariant undedifferent vertical sales with another
parameterthe Absolute Normalized Dference which is not invariant to vertical scaleA
2D spacewvas definedvith thesetwo new parameters, providingvesual representatioof the
method that cafacilitateit use forpractitionerqrefer toFigure36).

Anotherconcernof their researchwasto providestatistical distributions built frona
bullet population that is larger than the ones often obseivdéidearm identification studies
Thereforethey applied their metha high-resolution 3D images acquired from bullets fired
from 136 (ore hundred and ihty-six) conventiondy rifl ed 9x19mmfirearms(Robergeet al,
2019.

Figure36 shows a 2D visual representation of the redudis thatstudy.
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Figure361 2D statistical distributions of the PMS and LCS from
Robergeet al.study(Source: Roberge et af019, p. 23)

The gray circles are the 2D scores (PMS, LCS23B visually confirmed matches
while the small black circlethe 81793 noamatch scores. The boundary imposed is a linear
decision corresponding to an FMR of 1/100and is also observable the line that best fits the

match score distribution. Further, the ortt
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fitting line was performed, allowing to define a distance, D, between the projection and a
fixed point on thdine. Thenonmatch distribution density of thegrojected distance D was
employed to thecomputationof the FMR(D), andthe match and nematch probability
densities of the projected distareincluding an extrapolation for higher scores where-non

matchdistribution data is not available, used to compute the LR(D) (Ibid.).

2.2.8 Ranking by similarities

In Forensic Scienceinstances of known atabases ardntegrated Automated
Fingerprint Identification SysteiftAFIS) in USA, and theJnited KingdonNational Criminal
Intelligence DNA Databas(NDNAD). These databasés principle work similarly to those
for firearm identificationithe user entera sample, request correlation, and the computer
returrs the result ofa correlation. Because there amell-establishecempirical testing and
scientificunderstandinghat defing a hit or a norhit in these disciplines, the system informs
the useiif a hit is foundin the NDNAD databaseandthe samaypically applieswith 1AFIS.

In Ballistic databaselsowever,that is not the case (De Ceuster et al., 2012).

De Ceuster and associates note #sdheiir e pr oduci bi |l ity of t oc¢
external factors to a gr eat @bid., pe 238)eBallistict h an
Identification Systemprovide only liss of results to be checked by the forensic expert.

These systens correlate a number of images beyond huroapabilities gererating
lists of candidategor possiblehits (Heard, 2008Gagliardj 2014). The quality of the images
allows the firearm examiner to use the list to compare the samples and decide for a
identification or for elimination. The quantity of candidate® be checkedvary between
laboratories, althougmisome will bereview onlyup to tenth positiofDe Ceuster et al.,

2012. When apotential match isobservedin the result list, the mostommonly adopted
procedure is to check thdass and individual characteristics of multiple regions of interest
(ROI) on the physical items of evidenceusing the comparison microscop® report a
identification or tdink cases

Although the use of these systems provides practitioners with pusegbilities of
what is a match what is mon-match compared tdraditional ballistic comparison (refer to
2.2.2), the final decisionstill involvesi subj ecti ve qualitative ju
(é) the accuracy of examinersd assessments
(National Research Council, 2009, p. 153).
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2.2.9 Effectivenessassessmenin BIS

As demonstrated in previous sectiptige ballistic identification systems vary in many
aspects, resulting in systems' effectiveness widely depending on its capabiiti@sstance,
the employed imaging acquisition technology will impact the resolution and quality of the
image forautomagd correlation or manuaomparison (refer t@.2.6 andthe comparison
algorithm may be more or less effective in distinguishing known matches (tkh) Known
nonrmatches (KNM) (refer t®.2.7), increasing or decreasing the likelihood to find a hit in
the initial positions of the result lists (refer 22.8. Because of thas understandable why
some studiedave tried to assess tedfectiveness of these systenis€ | o g al.l 2000;e
Tulleners, 2001; De Kinder et al., 2004; Ghani et al., 2R&hm, 2012 De Ceusteyr
Dujardn, 2015 SantosMuterlle, 2015;Yuesonget al., 2019%.

De Kinder et al. (2004) selected cartridgeasesfrom 600 (six hundred)9x19mm
pistols and used thdBIS® HeritagéM™ system (version 3.4.167)o peaform queries with
ammunition of the same and differelmtands Additionally, by varying the database size
involvedin the correlations they evaluatedw it influencedhe accuracy of theesult lists

As a result,23 out of 32 cartridge cases (71.8%) from the same manufacturer
(Remington) were listed by the system within the firs(t&d) positiors of the result list for
breech faceandfiring pin marks On the other hand, comparing cartridge cases of different
ammunition types resulted in between 6 to 37.5% being rafrked 1 (one)to 10 (ten) in the
result lists for breech face or firing pin marks.

They compared and fourttheir resultssimilar to a previous study of 792 (seven
hundred and ninetywo) .40S&W pistols, where it was obtained correct samples in the first
ten results in 62% (sixttwo percent) of the queries involving cartridge cdsesl from the
samepistol manufacturer and in 38%thirty-eight percent) of the correlations with cartridge
casesfired from different manufacturer¢Tulleners 2001, apudDe Kinderet al., 2004, p.
212).

Another important result in #tstudy isdepictedn Figure37. Increasing the number
of samples in the databag®t are thusvolved in the correlationsegatively impacts othe
rankedposition where the correct sample appears in the resgjtuiskvealingan important
limitation for this type offirearm databasél'he researchers concluded that this must be due to
the appearancaf moresimilar classand individualcharacteristicen the increasing database,

leading to a deterioration oésults(De Kinderet al.,2004).
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Figure371 Best ranking order for either firing pin (circles) and breech face
(diamonds) correlationprovided by an RBID of size ranging from 50 to 600
guns(Source: De Kindeet al.,2004 p. 219.

Approximately10 ¢en) years after th®e Kinder et al. (2004) stugdpe Ceuster and
Dujardin (2015) used the sanset of ammunitiorto evaluate the effectiveness afother
automated comparison system, Evofiffd@oftwareversion 5.4) They noed that during the
period between the twatudiesthe ballistic imaging systesnhad experienak drastic
improvements, including

The stateof-the-art technology offers improvements in image resolution to
sub 5pum, capturing threglimensional information (topography) of the
markings on the object, the semitomatic selection of the relevant marking
areas (specifically for bullets)enhanced correlation efficiencies and
improved manipulation possibilities during the on screen comparison
processDe Ceustey Dujardin, 2015, pp. 833).

The 2015 study confirmed the linear relationship between database sizéhabdst
positionof the correct samplén the result liss. Regarding the effectiveness of the system, a
significant improvement was observedemonstrating thathe dfectivenessof listing the
correct sample in the first position on the resaokgarly doubledcomparedo the previous
study, when comparisons of different ammunitiegreinvolved

Figure38 showstheresults from their studythe frequency that a match was found on
each position otheresult liss, and the consequentbumulativepercentagepfobability) of
finding a match A logarithmic curve was fitted to the datahich enablel a more precise
depiction of the effectiveness finding a match as function of the positionin the result

lists.
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Despite thisnotableimprovemenbn effectiveness for these comparisons involving the

samedatabasef cartridge casesheresearchersoted

The Evofindef system has demonstrated an importanprovement in
automated ballistic imaging equipment. No dotlti is also valid for other
stateof-the-art equipment that isavailable on the market nowadays.
Nevertheless the idea of aeference ballistic imaging database remains
utopic for now " (De Ceustey Dujardin, 2015, p. 8283, emphasis addéd

Evofindef effectiveness was also assessed in other studies by R48) and

Santos (201p These researchemefurther considereth the next chapter (refer 83.2, but

some of their effectiveness results regarding the calibargl databases assessed are

summarizedn Table 3. Because of differences effectiveness computatignthe database

involved and type of ammunitiobeing compared, the results between the two studies are

hardly comparablend more appropriely only present system performarscat a specified

point in time

Table31 Resultsof Rahm (2012) and Santos (2015) studies.

BUL/CC | Caliber Rahm _ Santos
Database size| a»® | Database size | q@®
CC 9x19mm 1075 0.96 696 | 0.83
BUL 9x19mm 596 | 0.82 712| 0.75
BUL .38SPL.35Mag 195 0.83 2231 0.97
1258| 0.51
cc .38SPL.35Mag - - 2231 0.95
- 1053| 0.43

(a) - ax: effectiveness proposed by Rahm (2012)
(b) T ou: effectivenesproposedy Santosand Mutterle(2015) (refer t03.2.2on p.110).
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In a more recent study byuesonget al. (2019),1000(one thousand)orinco QSZ92
pistolswere tesfired with three rounds cimmunitioneach, andhe collected ammunition
components were registered in Bvofindef’ system (software version 6.3.3.8sulting in a
registered ballistic database (RBD) 2896 bullets and 2999 cartridgases The firanking
positions and similarity scores from 1000 bu{BUL) correlation results and 1000 cartridge
case(CC) correlation results Ibif., p. 1342, one for each gun, were used to evaluate the
established RBD.

In terms of system performanegth bullet and cartridge casene out of two correct
testfires were rankedirst in at least one of the correlation lists for primary mark, LEA, or
GEA or in one othe correlationdor breech face marks or firing pin impressoAlthough a
very impressive performance, in favor of the effectiveness of the system, the limitation of the
study toone firearm model and one type of ammunitidemands thaesting shouldexpand
the conclusion# favor for a more generic RBID mor e model s of firear
(é) and studies with ot her (IbdnpnlB43di Despie ths s ho
limitation, the study also provided a good assessment of the validity of usiegrtb&tion
scores provided by the system to construct the receiver operating characteristic (ROC) curve
of the correlation result$lotting data in this manner emed calculation othe area under the
curve (AUC)and toestimate optimal cutoffs, which could be useful for a more objective
identification approach.

Figure39 shows te ROC and AUC for the five correlators assessed oNulkesonget
al. (2019)study. Using theAFTE range of conclusianfor a ballistic comparison (refer to
2.2.7), The True Positive Rate axes represent the rattouefidentificationsindicatedby the
system to the total number mfentifications involvedn the correlationsThe False Posite
Rateaxes representhe ratio of thenumber of falsedentificatiors indicated by the system to
thetotal number of eliminations involved on the correlations. The diagdegictthe lines of
no-discriminationand aperfectidentification performancean be seen on the LEA ROC
curve.

Going further on thestudy with the Norinco pistol€)ong et al.(2019)analyzed the
three type®f scores generated by the system from bullet correlations. The 3D pguoé
40 is a useful representation of the distribution generated by 1985 KM scores and by 2 982
092 KNM scores. Employing a support vector machine (SVM) method they evaluated the gap

betweerthe distributions as a predictor for objective classification.
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Knowing that ina ROC curve the sensitivity is the probability of detection (no missing

matches) and thspecificity is the probability of exclusion (no false match) they concluded

that:

Although the SVMfailed to classify (.) two KM scores and six KNM
scores into the correct resuftsé , )the accuracy rate was still vemyi g h.

(é)

Specifically, the specificity was approximately 99.99% and the sensitivity
was approximately 99.90¢DONG et al, 2019, p. 3)
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Figure407i Scatter plobf KM scores in red) andKNM scores
(in green) for slippage mark, LEANdGEA, from Evofindef’
systemcorrelationgSource DONG etal., 2019, p4).
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Theselast threeaforementioned studies wecarried out in thesamesystem, but the
differencesbetween theinvolved variablesand in results are worthy of note The best
performance was recorded by Yuesong et al. (2019), because that was a more controlled study
with only one make and model of pikteithin the databaseThis finding reinforces the idea
that as muchas the implementation of an RBID is standardized precisemust be their
power discriminationThe Rahm (2012) results look like an intermediate between the other
two, and because it wabuilt using a database from the Federal Criminal Police Office of
Germany (BKA) real cases, presents a more realistic performance, but still is in favor of the
concept of applying ballistic identification systems to solve firegglated crimesThe wore
performance observed on Santos' (2015) study sounds reasonable becausearikingiy
wasintentionallydesigned within the database and subsequanelations. Although aiming
to understand the influence of ammunition composition on the effaetge it is arguable
that a scenario like that should be considered on real implementatiimeately the
comparison othe three studies reinforces that performance will be critically affected if the

parameters that influence system effectiveness dngroperly addressed
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3 EFFECTIVENESS OF EVOFINDER ® ON .38SPLCALIBER

The content of this chapter hdargely been
publishedwithin Journal of Forensic Science
as a peer reviewed technical note entitled
dnfluence factors on the effectiveness of
automated ballistic comparison of bullets and
cartridge cases on caliber38SPI6 (Santos
Muterlle 20B) T figures and references were
updated

3.1 INTRODUCTION

The microscopic comparison of bullets ataitridge cases is a powerful exam to link
a suspected gun to a crime scene. The correlation is possilieichperfections of the barrel
and other gun parts that mark ammunition components during firing and gun action. These
imperfections are primarilproduced during the manufacturing of the gun and are totally
random in their distribution, shapend size, allowing to affirm that no two guns, even those
consecutively produced, will never have the exact same individual ntdelesd 2008 and
Welleret d., 2012.

Traditionally this kind of comparison uses optical microscopes, but in order to perform
comparisons beyond human capability, to properly deal with open (€@agkardi 2014)and
aiming a less subjective approaétii@; Champod 2014, forensic labs all eer the world are
implementing electronic solutions. Nowadays many commercial systems are available to
implement a ballistic database and to perform automated compariSonsect crimes
committed with the same gun, ionplicatea gun owner as a crime sesp, are the main goals
for using these systems.

In the last decade, several papers appeared tektrejfectiveness of these systems
(L el og éall 2000;Tulleners 2001;De Kinderet al, 2004; Ghaniet al, 2019 Rahm,
2012 De CeusterDujardin 2015 SantosMuterlle, 2018;Yuesonget al., 2019 Some of the
best contributios of these papers were to show the difference of system's performance
regarding ammunition brand and database size, reinforcing the idea that to properly apply this
technology, should be establishitee number of control samples, data to be recorded, and
scanning and comparison protocdle (Kinder 2002.

One of the problems for automated comparison is alseldgcting thetype of
ammunition tatestfire seized guns. To decide if two bullets or cartridge cases came from the

same gun, one of the important premises is to compare samples of the same material and
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features ldeard 2009. Nevertheless, when tefsting guns to search against ballistic
evidencefrom shootings this premise cannot be guaranteed. Furthermore, as bigger the
database as difficult for the system to display the cotestfired in the initial position of
correlation resultsl¥e Kinderet al, 2004 De Ceuster Dujardin, 2015.

Recenly Santos and Muterlle addressed this problem and studied the influence of
bullet material on the Evofind&reffectiveness for comparisons on calib@8SPL(Santos;
Muterlle, 2015. Giving a step further on this study, the research, developed in a partnership
between the National Forensic Institute of the Brazilian Federal Police and the Department of
Mechanical Engineering of the University of Brasilia, investigated which otheorfa
influence system effectiveness regardi®@SPLbulletsand cartridge cases.

Finally, the study was replicated, with the same steps of imagirfgedeammunition
components and performing automated comparisons, which in the first instance wetke carr
out by forensic scientists trained in ballistic comparison, made second time by engineering
students of the University of Brasilia. This procedure aimed at investigating if this type of
database should be only handled by forensic experts as compgresdonel without any

previous training in firearm identification.

3.2 MATERIALS AND METHODS

3.2.1 Automated Comparisons

For this research 16 guns on calii#E8SPLor .357Mag (se&@able33 on APPENDIX
B: DETAIL OF FIREARMS EMPLOYED ON THE RESEARCH, all from the same
manufactuer and similarly worn, were selected, what allowed a real test for the sgstem
these guns can generate similar marks for compariSbar(et al, 2010;Bonfanti andDe
Kinder, 199%).

All ammunition usedvasfrom CBC brand (The CBC Ammo Growonsists of four
internationally recognized ammunition brand names: Magtech, CBC, Sellier & Bellot and
MEN) (Magtech 2019, which by far is the most common ammunition brand found in crime
scenes and within seized guns in Brazil. Round nose and full-jaekaited bullets were
collected using a watéank whereas hollow points were obtained using cotton tubes, keeping
fired ammunition components in good condition for imaging.

From each gun were collected fiestfired bullets (TFB) and l14estfired cartridge
cases (TFC), 2 from each one of 7 ammunition tygetailedin Table 4. After that, were

collected more 5 bullets and 4 cartridge cases from each gun. Considering ammunition
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features, ammunition types 1, 2, 4,ahd 6 wereselectedo collect questioned bullets (QB)
and types 1, 4, Bnd6 to collect questioned cartridgaseqQC). The collection of this third
ammunition componenfper type of ammunition and per guaimed to simulate retaining
ballistic evidence from shootings to enter into the systégure 41 and Figure 42 present
iImages of the selected ammunition components

These fired ammunition components were imaged by BIS Evofifidéoftware
version 5.4.pand were stored in two separate folders, one for the initiatdstdires andthe
otherfor questionedThe system technology includes a frame by frame scanning to generate
high-resolution images and allows automated comparisbrme exhibit against images of
selected folders of the database.

Table4 1 Ammunition typesselectedio collecttestfired components (TFB and TFC) and
questioned exhibits (QB and Q&pm .38SPLrevolvers

Bullet Cartridge case
Ammunition
Mass @r.)© Symbols Material Symbols
.38 SPL- Lead Round Nog158 TFB1 and QB |Brass TFC1 andQCl
(LRN)
.38 SPL - SemiJackete|158 TFB2 and Brass TFC2
Hollow Point (SJHP) QBll
.38 SPL +P- SemiJackete| 158 TFB3 Nickel-plated |TFC3
Hollow Point(SJHP)
.38 SPL +P- Full Meta|125 TFB4 and Nickel-plated [TFC4 and
Jacket Silver Tip (FMBT) QBIV QClv
.38 SPL +P+- Jackete[125 TFB5 and Nickel-plated [TFC5 and
Hollow Point Silver Ti QBvV QCv
(JHRST)
.38 SPL +P+ - Gold125 TFB6 and Brass TFC6 and
Jacketed Hollow Point (¥ QBVI QCVI
JHP)
.38 SPL- Lead Round Nog 158 TFB7 Brass TFC7
(LRN)

(c) - 1 gr (grain) = 0.06479891 g (gram)
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TFB1 TFB2 TFB3 TFB4 TFB5 TFB6 TFB7
QB QBII QBIV QBV QBVI

Figure4l1li Types of bullets collected frol38SPLrevolves (2 (two) TFB and 1 (one) QB
per type of ammunition and per firearm)

TFC1 TFC2 TFC3 TFC4 TFC5 TFC6 TFC7

QCl QCIv QCcVv QCVI

Figure42i Types of cartridge cases collected fr@@8SPLrevolvers(2 (two) TFC and 1
(one) QC per type of ammunition and per firearm)

Besides settingthe correct calibeon the softwarethe imaging process for cartridge
cases does natemandany more actionby the operator. On the other hand, after scanning
bullet, land engraved areas (LEAyoove engraved areas (GEAY primary mark®f interest
should be assigned.

For each automatecbmparison performed with cartridge casbe system provides
two correlation result lists, one the decreasing rank of similarity between firing pin marks,
and another in decreasing order of similitude between breech face markuhéty the
resuts provided are, also in decreasing sort of likeness, by, I(EHAA or primary mark A
preliminary assessment of the bullets led the study to disregargritveary marks for this

assessment.
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3.2.2 Effectiveness criterion of BIS

To calculate the effectivenesd the systems in iR study it was bllowed an
effectiveness criterion, proposed by Santos and Muterlle (2adiShg from a changen the

effedivenesamethod proposed by Rahm (2012).

Criterion proposed by Rahm

Rahm (2012) conducted amportant study of the effectiveness of the Evofiffder
system in which it evaluated its performance with cartridge casesballets and also
proposed a quantitative effectiveness criterion that allows to efficiently compare the
performance of two systenms even a system operating under different conditions, such as
different calibers, ammunition types or operator qualifications.

The criterion proposed by Rahm is constructed from the resulthistsare provided
by the system when one sample is selected as reference and correlated against the others on
the databaséAt first, it is verified the best position in the result list that was found a sample
of the same firearm as the referenthe nunier of hits in a given position, divided by the
total number of comparisons, establishes a probability of finding athmosition n. The
cumulative probability P(n) - defined as the sum of all probabilities up to positpnvas
plotted against position, as shown irFigure 43, obtainedoy Rahm (2012from the breech
face (BF) and firing pin (FP) correlatisasuls.

ES S S e —— P ————

0.2 lr *  CC, 9mm Luger, BF&FP? i=1075
a=0.92, b=0.12
U“l ,7****77|i7i7i7;7i7i74 iiiiiii

0.0

|
| T
0 5 10 15 20

Figure43i Probability(P (n)) that a hit will be found up to position
of the result listSource: Rahp2012, p. 174).
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A curve was proposed as most appropriate to fit the data, according to the equation

3.1

o o~ - Ca
08 —— G@h oobt AT A mB® 31

P (n) is the cumulative probability of a hit in positian
a, b andc are parameters to be determitmdfitting the curve to the results; and

i is the size of the database.

The following boundary conditions:

0'Q ph 3.2
om 18 33
Imply that:
5 ap O O 34
a0 Q

For effectiveness criterion determination, it was proposed to divide the graph into two

areas, as shown Figure44.

XX

o
~
.v

g .--v-v..v‘VAV‘V

A1

0,0 - . :
Figure44i Cumulative probability of hi{P(n))at position(n) of the
result list(Source: Rahm, 2012, p. 176).
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Considering the probability of a hit adunction of the position in the result list (P x
n), the effectiveness criterion proposed by Ratifi) (vas defined as:

®» —. 35
o 36
\ —
® o -8Q -, 37
00 0 @Bl b 1T o 8 3.8

New criterion proposed by Santos avidterlle

In the previous researctelatedto this study(Santos 2015), several cases were
observed in which the effectiveness criterion of equadi@roverestimated the effectiveness
of the system.

The resultsdepicted inFigure 45 representthe actual éta obtained from three
different9x19mmbullet setups during the study. Using equat®n the Rahm effectiveness

criteria 0) for these datare: blue line 0.89; yellow line 0.73; and green line 0.79.

e

——T0=089el1=032

Cumulative probability of a match- P

ro=073el1 =036
——TF0=0.79el1 =055

Position on t;ie hit list-n
Figure457 P x n in three different system settings. The values for the
effectiveness criteria by Rahmn and the new effectiveness criteria proposed by
Santos aniuterlle (o) (2015)aredisplayedSource: Santos, 2015, p. 92)
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To correct this inconsistency, a small chargge the effettiveness calculation to
measure system performance was proposed by Santos and Matth¢ As the result lists
havealways been checked up to position 20 (twenty), it is more reasonable to calculate the
effectiveness criterion by integrating np(from 0 to @, rather than 0 toi. This new

effectiveness criteriorug) was therefore defined as:

. 0& Qg 3.9
©w — h
¢TIl
Al O0Q B8Id ilcn o 3.10
O O o —. 3.11

Using equatiorB8.11 the new effectiveness criteriax] for the data inFigure 45 are:
blue line 0.32; yellow line 0.36; and green line 0.55. These new values more fittingly

represent the differences in system performamtieese three settings.

3.2.3 Database for comparisons

The experiment was conducted varying the database included in the comparisons in
three levels. The aim of this variation was to assess the quality wfstiiees, the possibility
to correlate different types of ammunition, and the drop in system pewficerby increasing
the database size.

It is expected that the system can first matchtegdfires from the same gun before it
can point out the correct gun for a third exhibit collected as evid@sdhe tesfired quality
is very important to increadbe likelihood of a match, preliminary automated comparisons
were conducted within the folder of tdstes only. Each tesfired type was collect in pair,
therefore was searched one bullet or cartridge case image against theestfwes and
recordedhe position of its twin tedired, namely the tedired of thesame type and from the
same gun.

The besttase scenario would be to compare aelstfires of the same type, but as
previously mentioned this cannot be guaranteed in criminal CHsegrobability exists that a
seized gun is tedired with one type of ammunition and ballistic evidence from shooting is
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from another type. To teshe likelihood of a match with different ammunition types, each
questioned bullet or cartridge case was sear@wainst the othetgstfires and questioned
exhibits, which comprehended 287 cartridges and 303 bullets. The positiontedtéiles
from the same gun was recorded for evaluation. This was desigisatieehoiseless complete
test.

Finally, the compasons of thisnoiseless complete testere repeated at this time
including all available images o88SPLcaliber, being designated #se complete test with
noise. During tls lasttest, the database size on this caliber slightly varied but most of the
time had 1053 cartridge case images and 1B6Bet images. The goal of énoise
introductionwas to evaluate the drop of the system effectiveness by increasing the database
(De Kinderet al, 2004;De CeusterDujardin 2015.

To analyze theesults forthe factorial design experiment of noiseless and with noise
complete tests were used analysis of variance (ANOR&X (et al.,2005. Before doing so,
and considering limitations for correct ANOVA application, dataechecked for normality,
and when it was found sufficient acceptability, assuming constant variance and independence
of the data, guaranteed by the way each automated comparison is not related to the other,
ANOVA was applied.

ANOVASs were carried out to test the hypotheb® that he mean effectiveness
criterion regardinghetype of tesffired or type of questioned exhibit, or between two distinct
tests, for examplenoiseless or with noise test, or contrasting two different user results, were
statistically indistinguishable. Thédternative hypothesikl is that at least one of the mean is
statistically different from the others. ThevBlue of the ANOVA result indicates the
probability thathO hypothesis is true. High values ofFtsher when compare toEritical is
evidence agast the null hypothesis, i.é1 hypothess must be true forat least one of the

mears on that level of significanc@bid.).

3.3 PRELIMINARY RESULTS AND DISCUSSION

3.3.1 Effectiveness regardingoullets

The blue line inFigure 46 shows the general system effectiveness for the initial test
with bulletstestfires only. The system effectivenesslE 0.89) indicates the good quality of
the testfires as also systemapability to match them. In fact, in 92 of 112 automated

comparisoB betweertestfires, the system displayed the twin téstd in the first position in
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at least one of the two correlation results. In the remaining 20 results only in 6 the twin test
fired was not found until position 20 of the lists.

initial test (testfiresmm ' n dy

o
©

o
o<

noiseless complete teshym [ 1 d

o
\‘

o
)

complete test with noisenm I n

Cumulative probability of a match (P)
o o o o ©
[l N w £ (&)

o

0 5 15 20

10

Hit position (n)

Figure46i General system effectiveness in all three set of automated
comparisons witlbullets

The system effectiveness by type of #i®d showedin Figure 47 indicates that the
most difficult type of tesfired to be matched i$FB 5 JHRST). The wrong results with
these testired bullets were marally comparedwhich revealed thaine or two of each twin
testfires had few striation marks with enough quality for comparison, showing that these errs
are mody to due lack of individual marks than due system algoritRigure 48 shows one
instance of this type of difficult match. The low effectiveness with this type efitedtbullet
had influence in the results of noiseless and with noise complete tests, s mdntioned
ahead.

The effects of performing correlations of different types of bullets and of increasing
database size can be also visualize&igure 46. From the initial test to noiseless complete
test, the database size kept almost the same, merely increasing from 223 to 303 images, and
the drop in system performandeom 0.89 to 0.61lcan be attributed primarily to the
comparisons of different ammunition types. Frtimanoiseless complete test tloe complete
test with noisgthe correlation requests weexactly the same, whereas the database size
increased from 303 to 1258 images, and sodiserved dropn the effetivenessfrom 0.61
to 0.51can be attributed tthe database increment
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Figure47i System effectiveness in the initial test by type oftiest bullet (TFB).

Figure48i JHR-SP tesffired bulletswith very few striation marksompared to others types
of bullets(Evofindef’ images)

At this point should be mentioned that the results of the complete test with noise had
been analyzed against nmanical properties of bullets, being worthy to repeat the strong
relationship foundetweenthe system effectiveness and thdlet hardnessréfer toFigure
49). Beyond that, successive analyses of variance of these results indicated that when
implementing a ballistic database of bullets fréd8SPLguns, it is recommendedd collect
two testfired bullets with GJHP or SJHP ammunition and two with LRN bullets from each
gun, thus ensuring a higher effectiveness criterion and consequently the best correct gun
identification probability $antos Muterlle, 2015.

The poor system performance observechandomplete test with noisester toTable
6) for LRN and JHPST bullets can be better understdaydanalyzing the resultsf the initial
test. LRNtestfires (TFB1 and TFB 7 ofigure 47) were well matched in the initial test

(effectivenessiil= 0.86 and 0.85 respectively), but their results dropped meaningfully on



117

complete testsofl= 0.31 and 0.37 respectively), once more demonstrating how thiotype
testfired is inadequate to be correlated against jacketed bullets. FGSITHFFB5) even
from the initial testthe matchingpossibility was not so highul= 0.70), indicating the poor
results of completé¢he test with noise ¢il= 0.46)was primarily dueto poor quality of the

testfires.

140,0 TFB6 1
T T 0,9
120,0 TFB4 1
w2 | | 1 08 o
»n 100,0 0,7 ?):
S 80,0 [ 069
© ©
T 05 9
= =
CIE) 60,0 T | | [ 1 .l_ 0,4";
m TFB3 o
40,0 1 L 03 %
>
TFBS TFB7 02 ?
20,0 TFB1
0,1
0,0 0
HARDNESS EFFECTIVENESS

Figure49i Mean effectiveness criterioni) and mean Brinell hardness regarding type
of testfired exhibits (TFB1 to TFB7) (Source:Adapted from Santosiutterle, 2015 p. 6.

3.3.2 Effectiveness regarding cartridge cases

Comparing withbullet results, the system effectiveness initial test with cartridge cases
(1 = 0.7), was low, indicating difficult in match twin tesfired cartridge casegsédfer tothe
blueline in Figure50). To investigate the reasons for tkegure51 splitsresults by firing pin
and by breech face for eaiftearm.

Because firing pin results with gun 8 were very low, its images were manually
compared. It was observed that the firing pin marks in images otégtifires were not equal
in quality, explaining the system difficult in matching tésts by firing pin in the initial test
only for this gun.

The results revealed system difficult for matching by breech face marksesstfires
fromguns 1, 3,5, 6, 7, 8,9, 11, 13, 48d16 (efer toFigure51). The manual check of these
results showed that in 37 of 55 instances tiveeee good marks for comparisons, and the

system difficult in matching theis not justified,possiblyrepresenting an algorithm problem.
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Three eror patterns were identifiedPattern 1 occurs when the two images compared present
good breech face parallel mariksthe primer cup for matahg (seeFigure52-A). In pattern

2, despite the absence of good parallel marks in at least one of the images, they feature
individual charateristic marks repeated in both images, which system could use for matching
(seeFigure52-B). Moreover, pattern 3 was observed when breech parallel marks exist in both
images but were found outside the primer cup perimetei~{gaee52-C).

1
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initial test (test firesmm ' 1 ®T y
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noiseless complete testym T~ n dp
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05 complete test with noiseqm ' 1 ®r
0,4

0,3

Cumulative probability of a match (P)

0,2
0,1

0

0 5 15 20

.10
Hit position (n)
Figure507 General system effectiveness in all three setubdmated
comparisons with cartridge cases.

Although the literature supparthe hypothesis that marks left Byoreech face can be
used to firearm identificatiorWeller et.al, 2012, in instances of this study in which at least
one image had no parallet individual characteristic mark to allow a match, the wrong result
was considered justified, which was observed in 18 of 55 manually comgresdormed to
check correlation results mistakes.

The resultdrom noiseless and with noise complete carteidgse tests are compared
with the initial test inFigure50. Meaningfuldecreamenin system effectiveness observed
from the initial to thesecond anthird tess (from 0.78 to 0.55 and to 0.43)
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Figure517 System effectieness by breach face and firing pin in the initial test
with cartridge cases (tefites only).

Error Pattern 1 Error Pattern 2 Error Pattern 3

.A ( . ()

Figure527i Instances of poor system performancejustified by the existence of parallel or
individual characteristic marK&vofindef’ images)

The system'seffectivenesssregarding all types dfestfires and types of questioned
cartridge caseare displayedn Table5. All combinations of variables show a decrement in
system effectiveness by the introduction of noika&ble 9 provides results of the ANOVA
calculation withdata fromTable5, and thehigh comparative value of-fisher for the type of
test onfirmsthe difference in the mean effectiveness from noiseless to with noise complete
tests.

Regarding the type of teBted cartridge case the line 2 of ANOMAIn Table 9
presents no evidence against the null hypothédierefore for aiming to increase the
likelihood of matches, at least by the obtained results, no type of cartridge case could be
suggested dsest to collect tedires of .38SPLfirearms.
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3.3.3 Effectiveness regarding user qualification

To evaluate the user qualification influence on system effectivegegients of the
University of Brasilia replicated the experiment. These students had no préraming in
firearms identification anderetaughtonly the essential to scamd storedmages othe 592
fired ammunition componentsf the study After digitalizing the sampleshey marked the
LEA and GEA inbulletimages and requested again all the automated comparison of bullets
and cartridge cases for complete tests with noise.

The goal was t o s e e (udificatioris @vouldt m@uengee i n
meaningfully the system effectivenesthe results for bulletend for cartridge cases are
displayed respectively ifable 7 and Table 8, beingrecordedonly the difference in system
effectiveness related to previously mentioned results of completevidsisoise

Even though a negative trend is observed@iahle?7, which would at first be indicative
of system low effectiveness on the experiment replication by studeat&NOVA2 of these
data, displayed inTable 9, presents no evidence against the null hypotheses, i.e. no
meaningful difference in system performance regarding user qualification. In spite of this, it
was observed that the positive resitg able 7 are most related to LRN bullets, which had
worse system effectiveness. For this fact, an additional ANOVA was carried out comparing
system effectiveness ke uses, but this timewithdrawing LRN results.The ANOVAS in
Table9 assessed this dafaesening a high comparative-ksher fortype ofusersTherefore,
by remwing from analyses LRN results, which had very low effectiveness, better
performance of the system when handled by experts was evidenced in comparison to students’
performance.

The results and work of students were manually checked to see possible reasons for
this low effectiveness and some images were found wrongly marked, specifically in some
instances itvasconfused LEA by GEA and vice versa.

In the replication otartridge cases complete test with noise, resulf@abfe8 and the
subsequent ANOVA4n Table 9 show no indication of a significant difference in system
effectiveness regarding users' qualificatidnsfact, the general system effectiveness in these
two testswasquite similar, 0.43 and 0.44, respectively for forensic experts arstddents,
and this was expected onoexceptlearnto operate the equipment asdlectthe proper

caliber, there is no influence of user in the imaging process.
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Table51 System dectivenessegarding combination of type of test cartridge case (TFC) and type of questioned cartridge case (QC) in
noiseless and with noise complete tests.

TFC1 TFC2 TFC3 TFC4 TFC5 TFC6 TFC7
) ) ) 0 0 ) 0
2 w8 Lw 2 w8 w8 w8 w8 Lu
p E% o E¢ g E8 g4 E& g E2 g E8 g £
2 |22 g 32|z (=2E2lz =2z =E|z =E|z =2
@) @) @) ©) ©) @) ©)
Z Z Z Z Z Z Z

QC1 | 0.56 046 0.29 0.25 0.64 045 0.68 0.38 0.55 0.37 0.37 0.30 0.57 043

QC4 | 055 0.56 0.71 0.56 0.80 0.70 0.74 0.63 0.74 0.64 0.62 0.50 0.60 0.46

QC5 | 0.60 041 0.64 044 0.63 0.54 0.55 049 0.55 0.38 0.55 0.38 046 031

QC6 | 040 0.34 0.38 0.23 042 0.33 0.61 0.52 043 0.40 047 0.36 040 0.26




Table6 i System effectiveness regarding combination of typesifired bullet(TFB) and type of questiondalllet (QB) in noiseless and

with noise complete tests.

TFB1 TFB2 TFB3 TFB4 TFB5 TFB6 TFB7

Ll L L L L L L

7 0 7 %) 7 o 7 o 7 o 7 o B o

- 2 = S = S = o 15 o 1B g 15 |2

L LLl LUl LUl L L Ll

T T T T I T I

L = L = L = L E 2 E 2 E 2 =

S 2 S 2 S = 9 =S = 9 = 2 =
QB 0.30 0.32 0.35 0.30 0.35 0.22 052 0.27 038 0.16 029 020 050 0.35
Q8 0.66 040 0.62 061 0.89 091 080 0.63 065 051 078 072 047 0.36
QBv 048 0.34 0.66 0.71 0.87 0.74 093 090 070 054 084 080 059 048
QBvY 0.37 0.25 0.60 044 056 0.65 067 054 067 056 082 0.70 048 0.32
QBvI 0.36 0.25 0.82 0.69 0.82 0.70 081 0.68 0.73 050 095 086 043 0.33
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Table 7 7 Difference in system effectiveness of the bullet complete test with noise
performed by students in relation to previous complete test with noise by forensic scientist

(Tableb).

QBI
QBll
QBIV

QBV
QBVI

TFB1

0.15
-0.13
0.06
-0.08
0.18

TFB2
-0.02
-0.07
-0.06
-0.06
-0.16

TFB3

0.13
-0.37
-0.22
-0.15
-0.05

TFB4
-0.11
-0.17
-0.19
-0.18
-0.14

TFBS
-0.10
0.06
-0.19
-0.16
-0.04

TFB6
-0.05
0.02
-0.30
-0.26
-0.07

TFB7
0.10
-0.06
-0.08
-0.02
0.14

Table81 Difference in system effectiveness of the cartridge case complete test with noise
performed by students in relation to previcosnplete test with noise by forensic sciestist

(Tableb).

Qd
Qav
Qu/
QUi

TFC1
0.04
-0.12
001

0.17

TFC2

0.04
-0.27
-0.14

0.13

TFC3

0.06
0.07
001

0.00

TFC4

0.09
-0.05
0.11

-0.18

TFC5

0.10
001
0.02

0.07

TFC6

-0.08
-0.15
0.05

-0.04

TFC7
0.19
-0.04
0.03

0.17
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Table91 ANOVA results(significance level 5%).

Data Variable Source F-Fisher P-value F-Critical Supported
hypothesis

ANOVA1 Type of test@ 13.165 0.00076 4.072 h1®

(datafrom Table 5) :
Type of testfired 1.763 0.13 2.323 ho®
cartridge

ANOVA2 User 3.04 0.09 4.01 hO

(data from Table 6 and _
Table 7) Type of testfired 3.14 0.01 2.27 hl

bullet

ANOVA3 User 1384 0.001 4.17 hl

(data from Table 6 and _
Table 7) @ Type oftestfired 3.54 0.02 2.69 hl

bullet (no LRN)

ANOVA4 User 0.10 0.76 4.07 hO

(data from Table 5 and _
Table 8) Type oftestfired 2.94 0.02 2.32 hl

cartridge

(d) 7 noiseless or with noise complete test

(e) 7 hl: at least one of the mean effectiveness criterion are statistically different from the others
() 7 hO: all mean effectiveness criterions are statistically indistinguishable

(g) i datadisregarding LRN results
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3.4 PRELIMINARY CONCLUSIONS

For the sake of this study, a set of ammunition components collected 388/L
firearms were entered into the BIS Evofirfleand automated comparisons in different
configurations wee performed to investigate influence factors in the system effectiveness.

The initial test comparing only teted bullets showed equal quality in markstes$t
fires of the same type and from the same gun, and good capability of the system to match
them, resulting in system effectiveness 0.89. Only-3AFshowedan absencef individual
characteristic marks, vith affected the systednsapability to match tha in theinitial test,
and also system effectiveness in the subsequent two tests.

By allowing correlations of bullets of different typdke system effectiveness dropped
from 0.89 to 0.61, and it was clear thia¢ LRN bullet isdifficult to correlate with othetypes
of bullets. These combined results, and crime characteristics of each site, can be used to
establish best practices for collecttegtfires from seized guns.

The system performance in the initial test with bullets, Gd@®&onstrates that BIS, if
properly utilized, carbe extremely useful teolve firearmrelated crimesNeverthelessthe
effectivenessdecreasingo 0.61 and 0.51 in the subsequent complete tesisforce the
conclusion that the statd-the-art of this technologys not ready forregistering all guns
(Kopel, Burnett 2003 Cork et al, 2008 De Ceuster; Dujardin2015 Santos; Muterlle,

2019,

The initial test performed with cartridge cases resulted in poor system effectiveness to
match them by breech face marks (0.40), even in instances with strong and reproducible
individual marks. This fact negatively affected the system performance ordgerttases
noiseless complete test (0.55), and complete test with noise (0.43), letting results relying
primarily on firing pin matching possibilities. Possibly because of that, no meaningful
difference in system performance was found regarding cartridgetypes.

Finally, the experiment replication demonstrated s@ah@ne without any previous
training in firearm identification can easily operate the system imaging process, being only

advisable to review their work in assigning LEA and GEA of interest.
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4 ASSESSMENTIN THREE SYSTEM SAND THREE CALIBERS

This chapter explairs replications of the
experimenton Evofindef, using theirup to
date software versigrand on Arsenaf and
IBIS® systems the assessment of the
ammunition componentas well he expansion
of the research to more two calibers.

4.1 EXPANDING THE RESEARCH

Previous chapteresults and discussiomrse related to a specific caliber andiagle
BIS, and therefore similarconclusionsmay not be observed with othemalibres and
correlation algorithmsThus, replications of the experimentChapter disingother systems,
databases, and calibeveresuggested asfartherstepto more deeply understatiae factors
affecting systenperformance and effectiveness

The samestepsdescribedn section3.2 of the previous chaptexere replicatedand
results obtained from thregorldwide adoptedsysems,Arsenaf (softwareversion4.1.6),
Evofindef (softwareversion 64.1), and IBIS® (software versios 3.0 for BUL and 3.2 for
CC) for direct comparisanAdditionally, the experiment was expanded to include firearms
and ammunition not onlyro.38SPLcaliber but als@on %19mm and.40S&W calibers

4.1.1 Rationale for selectingthe assessed calibers

Figure 53 shows the numberof bullets and cartridgecases from real criminal cases,
that have been registered inttee IBIS® systememployedfor approximatelyten yearsin
Salvador, BahiaBrazil, bythe Forensic BallistiSection of the General Institute d&chnical
ScientificPolice

From a total of27,467 registerecbullets approximately58% correspond tahe
.38SPLcaliberfamily (.38SPLand .357 Mag)Of the remainingtwo othercaliberspresent a
significantproportionof the totalrecords 9mm family (9x19mm and380Auto)at 23%, and
the.40S&W caliberat 15%. With a total of 5076 cartridgecases, the most abundant caliber is
9mm family (9x19mm and.380Auto) with &% of registeredbnes followed by .40S&W
caliber,with 22% of all records This data are the main reason to include these three caliber

on this research.
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N .380Auto M.385PL m9x19mm = .405&W M Others

Others
13%

W 380 Auto ™ 40S&W m9x19mm = Others

Figure537 Number ofbullet (top) andcartridge ase potton) imagesregistered

in IBIS® System in Salvador, BahiBrazil (Source: System Report provided by Forensic
Ballistic Section).

4.1.2 Selected firearms

Somestudies asseedthe effectiveness of ballistic comparison by creatimgfarence
databasérom gunpartsconsecutivelyor sequentiallymanufacturd (Bachrach, 2006Hamby
et al.,2009 Songet al.,2018. Suchanapproach tries tdemonstrateregardéss of thdairly
similar marksobserved orbarrelsor slidesmanufactured one aftemotherusing the same
tools,the capability of differentiation even in these more difficult cases.

Although this is a defensible approach, a situation more similar to the physilités
observed in dayo-day comparisons performed in Forensic Laboratories involves a variety of
firearm brands, and therefore the firearms selection for this study considered that
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encompassing v ar i et y tospan thd specteum mwfsweapor@mrenonly found in
crime scends(Bachrach, 2006, p. Zjefer toFigure54).

revolver :

Figure5471 Instance®f firearms involved in theesearchfeaturing.38SPL
Taurusrevolver, 9x19mm Smith and Wesson pistol, and .40S&W Taurus pistol

Table 33 to Table 35 of APPENDIX B: DETAIL OF FIREARMS EMPLOYED ON
THE RESEARCH(refer to p.283 detail the65 (sixty-five) firearms used in this stugy
recordingif they came fronthe Police academywherethey had been used foainingduring
some years and then put aside; if they were borrowed from police offw@vkpmthey have
been hand over brand nemd therefore are less used if they are sized firearrs, in case
thattheir history is unknown. The firearm of the research are
1 16 (sixteen) .38SPL revolvers 11 (eleven) Taurus brand and 5 (five) Rossi;
analysis of the barrels revealed that all have a conventional rifling profile (refer to
2.1.5andFigurel6a), 9 (nine) featuring 6R rifled barrel, and 7 (seven) featuring 5R
rifled barrel,
1 28 {wenty-eight) 9x19mm semiautomatic pistolsi 11 (eleven) Taurus brand, 2
(two) Jerico, 1 (one) FN (Falgué Nationale), 1 (one) d&dinco, 1 (one) Smith &
Wesson, and 12 (twelve) Glgdkegarding the riflingorofile, the two Jerico and the
twelve Glock have 6R polygonal iitfig barrels, while the other fourteen feature 6R

conventional rifing barrels
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1 21 (twenty-one) .40S&W semiautomatic pistolsi al but one barrelqun 12 on
caliber.40S&W) have a 6R conventional iiiflg, the exceptionfeatuing a 6L (Six

left) conventionatifl ing (refer toTable35on p.286).

4.1.3 Ammunition employed

To collectbullets and cartridge cases forstetudy, shots werdired into a cotton box
(a PVC tubefilled with cotton wasteand cottoiy or a water tankKFigure 23), resultingin
1,684 (one thousand six hundred and eigbty) fired ammunition componest

For thisresearchihe adopted nhomenclatuneas

- testfired bullet (TFB) or testired cartridge case (TFC)pullet or cartridge case
colleced from a firearm, that represestthe testfired ammunition component
obtained from a seized firearm that is examined in a laboratory;

- questionedullet (QB) orquestionedtartridge case (QClpullet or cartridge case
colleced from a firearm that, in terms of this studysimulates the fired
ammunition component retained as evidericegn a crime scene ofrom a
deceaseg@erson

Table 4 (refer to p.108) featuresthe type of ammunition selected for test firitige
.38SPL revolversand to collectquestionedbullet or cartridge case from these fireayms
resulting in304 (three hundred and foubyullets and 288 (two hundrednd eighty-eight)
cartridgecasesn this caliber.

It should be noted that the88SPL TFB1 and TFB7 have he samematerial
composition(refer toTable13 on p.137), but were collected to verifif, from the collection
of TFB1 (which was the first shot) to the collection of TFB7h{gh was the last ongdhere is
meaningful difference in the striation rka observedsStill referring to.38SPLcaliber, TFB2
and TFB3 featurethe same typef bullet, the difference between them dartridge case
material compositionand load TFB2 being assembledin a brass cartridge case with
conventionalload andTFB3 using a nickelplated cartridgecase with+P propellant(refer
Figure 41 and Figure 42 in p. 109. Therefore,in a crime scene would be impossible to
differentiateTFB 7 from TFB1, and TFB3 from TFB2, and thereforeas shown irFigure41
(refer to p.109, TFB3 and TFB7 were not included in tipeestioned bullets

The same approach was utilized to define which ammunition woulskleetedto
collect questioned38SPL cartridgecases. It can be seen, that TFC2 and TFC7 would be
indistinguishablein a crime scene from TFChlthoughthe TFC1 and FC2 bullets are
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differents), and TFC3is indistinguishablefrom TFC4. Therefore, TFC2, TFCand TFC7
were not included in the questioned cartridge cases (refégtoe42 on p.109).

From each 219mm pistol, testfired and questionetullets and cartridgecases were
collected according to the ammunitidescribed inTable 10 (refer toFigure 55 and Figure
56). These shots resulted in 336 (three hundred and-tk}yulletsand 336 (three hundred

and thirtysix) cartridgecases in theXd9mm caliber.

TFB1 T TFB2 TFB3

QB QBI| Bl

Figure557 Types of bullets collected froBx19mmpistols(2 (two) TFB and 1 (one) QB per
type of ammunition and per firearm)

TFC1

TFC2

TFC4

QCl

QCl

QClIl

QCIV

Figure567 Types of cartridge cases collected frer19mmpistols(2 (two) TFC and 1 (one)
QC per type of ammunition and per firearm)

From each.40S&W pistol, the collecting of testired and questioned bullesnd
cartridgecasesemployedthe ammunitiordescribed inrable11 (refer toFigure57 andFigure
58). Due to changes in the Copper Bullet CBC ammunition, 10 (ten) .408&Wis were
testfired with ammunition assembled in nickghted cartridge case with bullet featuring
BMC 6 (refer toTable 13 on p.137), while the last 11 (eleven) .40S&Yistols were test
fired with ammunition assembled in brass cartridge case with bullet featuring BV@&Se
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shots resulted in 210 (two hundred and tem)etsand210 (two hundred and tecartridge
cases in thed0S&W caliber.

It is noteworthy that th@BIV and QCIV .40S&W bulletsandcartridge cases are from
Federalbrand ammunition This is the only nof€BC brand ammunition employed in the
study. They were nontluded as tediring because the laboratories in Brazil hardly will
select this ammunition for tefting, nevertheles, ther ammunition componentsan be
found in a crime scene, and therefore they were included as a variation in the questioned types

on this caliber.

A - ————

TEFB1 TEB2 TEB3 Not collected as test

fired
QBI QBIlI QBllI QBIV

Figure571 Types of bullets collected frold0S&W pistols(2 (two) TFB and 1 (one) QB per
type of ammunition and per firearm)

..........

TFC1 TFC2 TEC3 Not collected as test

fired
QCI QCII QCIII QCIV

Figure581 Types of cartridge casesllected from .40S&Wpistols(2 (two) TFC and 1 (one)
QC per type of ammunition and per firearm)



Table107 Ammunition typesselectedo collecttestfired components (TFB and TFC) and questioned (QB andi@@)9x19mmpistols

» Bullet Cartridge case
Ammunition Brand :

Mass (g.) Symbols Material Symbols
9x19mm Full Metal Jack€FEMJ) CBC 124 TFB1 and QB Brass TFC1 and QC1
9x19mmJacketed Hollow PoirtIHP) CBC 115 TFB2 and QB Brass TFC2 and QC2
9mm+P+ Gold Jacketed Hollow Point (BHP) CBC 115 TFB3 and QBII Brass TFC3 and QC3
Ix19mmCOPPERJacketed Hollow PoinG-JHP) CBC 92,6 TFB4 and QBV Nickel-plated TFC4 and QC4

Table1l1li Ammunition typesselectedo collecttestfired components (TFB and TFC) and questioned (QB andi@@).40S&W pistols

N Bullet Cartridge case
Ammunition Brand :
Mass (g.) Symbols Material Symbols
A40S&W Full Metal Jacket Flat (FMF) CBC 180 TFB1 and QB Brass TFC1 and QC1
A40S&W Gold Jacketed Hollow Point (BHP) CBC 155 TFB2 and QBI Brass TFC2 and QC2
. TFB3 and @Il / Nickel-plated/
40S&W COPPERIJacketed Hollow PoinQ-JHP) CBC 130 TFC3and QC3
TB3* and QBII * Brass®
40S&W Federallacketed Hollow Poir(F-JHP) Federal 165 QBIV Nickel-plated QC4

MDue to changes in CBCCopper Bullet .40S&W ammunition, ammunition for firing guns 01 to 10 featured nigketed CC

and guns 11 to 21 brass CC.

132
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Another important clarification is that because for each type of ammunition were
collected 2 (two) TFB and 2 (two) TFC, they wéeemed for instance, FB3.1 and TFB3.2,
meaning respectively the first and the secondfiexst collected with bullet type 3, or TFC4.1
and TFC4.2, for the first and second tistd collected with cartridge case type 4. On the

other hand, as questioned samples, it was ¢etgast one for each type of ammunition.

4.1.4 Data collection

To expand the research encompassing the aforementioned firearms and ammunition,
the following stepsverefollowed:
A Use of ammunition collectefor S a n tresesrét{2015) comprising:
304 (three hundred and fouBBSPLbullets
288 (two hundred eightgight) .38SPLcartridge cases;
192 (one hundred and ninetyo) 9x19mmbullets

O O O

0 192 (one hundred and ninegtyo) 9x19mmcartridge cases;

A Enlargement of th@x19mmpistolssample totaling 28 (twentyeight) firearmsin
this caliber, 14 (fourteen) witbonventionakifling barrels and 14 (fourteen) with
polygonalrifling barrels;

A Test firing the 9x19mm pistols employing the4 (four) ammunitiontypes
resulting in8 (eight)testfired bulletsand 8 (eighttestfired cartridgecases per
firearm (refer torable10);

A Collection of questionedbullets and cartridge casesfrom the 9x19mm pistols
using4 (four) types of ammunition in this caliber geearm (refer toFigure55
andFigure56);

A Selection of 21 (twenty one}0S&W pistols

A Test firing the.40S&W pistols employing3 (three) ammunitiorypes totaling 6
(six) testfired bulletsand 6 §ix) testfired cartridge caseper firearm (refer to
Tablell);

A Collection of questionedbullets and cartridge casefrom the .40S&W pistols
using4 (four) types of ammunition in this caliber deearm (refer toFigure57
andFigure58);

A Acquire digitalimages of the 1684 fired ammunition components Arsenaf,

Evofindef, and IBIS systems;
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A Requestthe automated correlations, varying the database involved in the three
level of comparisonsaccording to intranaterial, intermaterial noiselessand
inter-material noise testdescribed irsection4.3,

A Assess thaesearchammunition determining propellant masbullet velocity,
bullet material, cartridge casenaterialcomposition, andullet Brinell hardness
(refer to4.1.5

A Assesshe geometric features of the marks fired cartridge cases, determining,
presence or absence of anvil mark, depth of firing pinnaad#f i r i ng pi n
center

A Assess orientatiorangle of breech facemark on the digitalized images of
cartridge caseacquired oreach systemn

A Develop two programsfor data analyis, named analysis program.py and
effectivenespy, written inPython language

A Statistical teshg andanaly®s on the restilig data

4.1.5 Assessment of the ammunition components

Material compositions ofartridge casebullet, andprimer explosive mixture

To obtain the cartridge case and bullet composition ofésearchammunitionwas
utilized aScanning ElectroMicroscog model Quatum 200 3B Dual Beam, manufacture
by FEI Company an@quippedwith EDS detectorBackscatteredElectronDetector(BSD),
EverhartThornleySecondaryElectronsDetector(ETD), and WavelengthDispersive XRay
detector (WDS) (refere teigure 59).

In this chemical microanalysis technigu&DSi the sample is bombarded by a beam
of electrons that interact with electrons of atoms present in its surface, ionizing Tthes
leads to a cascade of electrons from a high state to down one accompanieayl®nm{ssion
balanéng the energy difference between the two electrons' states. The abundance of detected
X-Rays (EDS) versus their energy allows the identificatiopeaks that are characteristic of
each chemical element that emitted them. The peak intensity is proportional to the amount of
each element allowing their proportional quantificati@oldstein 2003.

The technique uncertainty was assessedrajyzing a fivepointed gold ring star (08,
10, 12, 14 and 1&arat gold) in addition to the pure gold standard. The results pointed to
uncertainties ranging from ¥t% to 5 wt%. However, this uncertainty may increase

depending on the element analyzed ¢agoon, nitrogen, and oxygen do not perform well),
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sampleconcentrationlow concentrations present a significantly higher uncertainty) and the

environment in which it is foundBecause of thatancentrations below {one) weo are
hardly detected.

E

Figure 5917 SEM FEI Quantum 200 ED.

In the analyses of the cartridge casesd inthis study, it was confirmed tharass

main componenwith variations in the proportiorsf the componenfzinc varying from 3

wit% to 27 wt% and thereforeopperfound between 781t% to 77 wi% (see results iTable
300n p.280).

For bullets the results allows to categorize the bullet material composition (BMC) into
7 (seven) groups (BMC1 to BMCdgtailed inTable12.

Tablel127 Bullets of the researdlrouped by bllet material compositions (BMC).

GROUP MAIN EXTERNAL COMPOSITION
MATERIAL

BMC1 LEAD 99 wt% Pb, 1 wt% Sb

BMC2 BRASS Core: 99 wt% Pb and 1 wt% Sb; Jacket: 75 v
Cu, 25 wt% Zn;

BMC3 NICKEL Core: 99 wt% Pb and 1 wt% Sb; Jacket: 70 v
Cu, 30 wt% ZnThin cover layer: 99 wt% Ni;

BMC4 BRASS

Core: 99 wt% Pb and 1 wt% Sbh; Jacket: 70 W
Cu, 30 wt% Zn:
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BMC5 COPPER (but terme| Core: 99 wt% Pb and 1 wt% Sbhin cover layer;
GOLD) 77 W% Cu, 18 wt% Zn, and 5 wt% Niacket: 90
wt% Cu and 10 wt% Zn;
BMC6 COPPER A solid >99 wt% Cu
BMC7 COPPER Thin cover layer: >99 wt% Sn; Core: > 99 wt%

Knowing the caliber, form, and material compositimakes it possible to categorize
the 14 (fourteen) types of bullat§ this study according tdable13.

For the prime explosive mixture, visualized in the photomicrograplrigure60b, the
chemical microanalysi®y Energy Dispersive »Ray Spectroscopyevealedpresence of
Barium (Ba), Lead (Pb), Aluminum (Al), Antimgn(Sb), Sulfur (S), Nitrogen (N), Oxygen
(O), and Carbon (C)refer to Table 31 on p. 280 of APPENDIX A: RESULTS OFEDS
ANALYSIS).

Figure6071 Photomicrographs of thex) primer cup highlightingthe anvil, and) explosive

mixture.

Firearm details and bullet velocities

The firearms were assessed regarding caliber, type and length of barrel, and
manufacturer, as recorded in thable 33, Table 34, andTable 35 (refer to APPENDIX B:
DETAIL OF FIREARMSEMPLOYED ONTHE RESEARCHon p.283).

Considering the length and type of barrel of the firearms and the ammunition types
involved in the research, the velocity of the bullets were measured by a Chrony ballistic
chronograph, mode\lpha, positioned approximately 3.6m (three point six meters) from the

muzzle firearm.



Tablel137 Details of 14 (fourteen) types btilletsof this study.

Real FORM BULLET MATERIAL COMPOSITION (BMC)
Nominal caliber Bullet EMJ-
caliber (mm/ LRN | FMJ = SJHP | JHP HP 2 3 4 5 6
in)
TFB1 and 7,
\Y
QB
TFB2 and 3,
9.06/ \Y \V
.38SPL QBII
35.67
TFB4, QBIV \Y \Y
TFB5, QBV \Y \Y
TFB6, QBVI \Y \V
TFB1, QBI \Y V
9.04/ TFB2, QBII \Y V
9x19mm
35.59 TFB3, QBIII \Y V
TFB4, QBIV \Y \Y
TFB1, QBI \Y \Y
TFB2, QBII V V
10.10/ TFB3, QBllI V V
A40S&W
39.76 TFB3*,
. \Y
QB”l* 0)
QBIV \Y \Y
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(i) T Dueto changes in CBC Copper Bullet .40S&W ammunition, ammunition for test firing guns 01 to 10 on this caliber BB e@BIll type ofbullet, while guns 11 to 21

TFB3*, QBIII* type ofbullet (note difference in BMC6 and BMC7 compositions).
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According to theAlpha Chronyu s e r 6 s ¥, this dheobograpk operates by two
photosensors (refeto Figure 61). Because the voltage generated by these sensors is
proportional to the amount of incidemtectromagnetic radiation, whea bullet passes
between the first detector and the light souenomentary change in light intensity is
detected, tripping a counter. The counter is shut off when the other photosensartdetect
bullet passagealso sensing the change in the amount of incident light

The obtainedvelocities were recorded ifiable 36 (refer to p.288) of the APPENDIX
B: DETAIL OF FIREARMSEMPLOYED ONTHE RESEARCH

s,

7z i35 Py

Figure61i Photograplof the Chrny IphaChronograph

Bullet hardness

The Brinell test wasproposedn 1901 as aimple and effective way to measure the
hardness of materials. The test consists of applying a known force to press a high rigidity
sphereinto a solid surface and measure the diameter of the sphere printed on the material
(Hill et al.,1989)

Later studies, that related Brinell hardness to tensile strefigeh, (2009, and to
uniaxial properties of the materi@iwa; Storakers 1995) helped tqopularizeit.

Hill et al.(1989) pointed out that theidespreaduseof this testcan be attributetb:

the sphericalndenterbeing a precise, yet robust and inexpensive instrument; cappbed

15 Available athttp://www.shootingchrony.com/manual_ASC&AMC.htm#how_it_wdkscessed
08/12/2019%.
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directly on the materideaving an indent in the surface as the only permanent deformation
there is a coded, arfdlly objective procedureand the value obtained is indicative of basic
material properties such as tensile strength and hardening capacity.

Leyi et al. (2011) proposdeigure62 to explain the Brinell tesdepictinga spherical
tip indenter ofdiameterD on which a load~ acts. The slow action of this penetrator on the
material generates the permanent cavity with hdigimd diameted. The Brinell hardness
value obtained witlatungsten carbide tip (HBW) is calculated dxyuatiord.1.

Figure62i Brinell hardness measurement principias the
loading forced is the diameter of the print, alis the
diameter of théndenter(SourceLeyi et al, 2011, p. 2131)

Brinell standardiation normsuggeststhe use of a 10mm sphere with a load of
300kgf (kilogramforce), but it is possible to reach the same hardness vataesled that
the selectionof load ) and penetrator diametdd) generates an impression of diametdr (
under the limits of equatioh2 (NBR NM ISO 65061, 2010)

™80 Q @0, 4.2
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To obtain the print diameter within the specified values, the ratio betwear the
square of theenetratordiameter must be kept constacdlled load factorKC) anddefined
by equatiord.3.

08 —. 4.3

ATTACHMENT D (refer to p.302, taken from NBR NM ISO 656&(2010),
specifies load factors for different nominalde values and indenter diameter.

Sources that affect Brinell hardness measurement uncertainty include measurement
error in print diameter, error in applied force, error in penetrator diameter, failuree in
machine or sample stability in measuremend, sample surface qualitiéyi et al., 2011).

In Brazil, the test is standardizday the Associgdo Brasileira de Normas &nicas
(Brazilian Technical Standards Associa)iogfiNBR NM ISO 65061, 2010, for metallic
materials up to 650 HBWIL.he normspecifies some important precautions:

1 The thickness of the specimerust havet least eight times the print depth;

1 To test the largest representative aredhef test piece, the largest possible
diameter of théendenter musbe selected;

1 The dstance between the edge of the specimen and the center of each
impressionmust be at least two and a half times the average impression
diameter;

1 The distance between the centers of two adjacent pnustbe at least three
times the average print diamete

1 The diameter of each impressianust be measured in two directions
perpendicular to each other. The arithmetic mean of the two readings should be

considered in the calculation of Brinell hardness.

Santos (2015) measured the Brinell hardness of .38SPRxdrtsimmbullets (refer to
Table37 andTable38 on APPENDIX C: BRINELL HARDNESS TEST RESULTSS

The tests were performed using a ZWICK/ROEhodel ZHU250 durometer.
Tungsten carbide spheridaldentersivereemployed actingfor 20s (twenty second®) each
test,with aload that varied depending on the sample and diameter widbeter butkeeping
the factor ofload constantas explained foequatiord.3. With the aid of a camera fitted to the

durometey it was possible to measure the diameter of the prints in two perpendicular
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directions (efer to Figure 63a). For eachbullet analyzed, seven impressions were made in
different regions, obeying distance from the edge and otbentantionsaccording to ABNT
NBR NM ISO 65061, 201Q

These procedures were replicated on tagearctor the .40S&W bullets with the
results recorded iMable 39 of APPENDIX C: BRINELL HARDNESS TEST RESULTS
(refer top. 291).

Bullet

Figure63i a) ZHU250 durometeperformingb) hardness test ambullet, that for the test
was positioned on the equipment track

Propellant mass and composition
For each type of ammunition of thesearch{refer toTable4, Table10, andTablel11)
the unfired cartridges wedisassemblednd the average propellant masssobtained bythe
directmeasure in a 0.001g precision balarf®eanning electron microscopy imagacquired
by EverhartThornleySecondarjElectronsDetectorof ammunitionpropellant sampled in this
study revealediscshapedf about 0.80mm diameter and 0.16rtickness Figure64).
Finally the propellant composition, if singb@sed or doublbase, was obtainagsing
a Nicolet 1S10 spectrophotometeom Thermo Fisher Scieffit, equipped witha diamond
lens ATR accessot§. The basic principleof FT-IR is to shine a sample witmancident
beam containing many frequencies of light and measure how much of that beam is absorbed

by it. Varying the frequency combination duringimespan will provideabsorptiondata for

16 Equipment brochure available dtttps://assets.thermofisher.com/FRSses/LSG/brochures/BR5156-
1214MHS10-L-1.pdf[Accessed 2/11/2019.
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each frequency. To obtain the spectrumathematicaFourier transformation is applied. The

ATR accessory is an infrared spectroscopy advance that enhanced the method regarding
preparation and spectral reprodudtiil By it, a totally internally reflected infrared beam
pasesthrough a sample in contact with a high refractive crystal, generating an evanescent
wave. The alteration or attenuation of this wave is collected by the detector and analyzed to
generate amirared spectruniSchuttlefield Grassian2008;FTIR-ATR, 2019.

ElectronsDetector of two 9x19mmammunition propellaist

The obtaired propellant mass and composition can be sed@abite40 and Table41
(refer topp.292and295of APPENDIX D: DETAIL OF AMMUNITIONS EMPLOYED ON
THIS RESEARCH.

4.2 DESCRIPTION OF THE THREE SYSTEMS

The selectionof the three systems for the experiment replication accrued from author
interactions in congress and conferences, from companies' intesgstsalso from the
availability of these systems for Braaih forensic expertsOther ballistic identification
systemsare available however, the research wasnstraird to these threedue to their
dominance in the global mark@erard et al., 2017) and due to feasiblity for completion
of the researcHuringits plannedime span.

The Arsenaf ABIS (Automated Ballistic Identification Systemdeveloped by
Russian IT company and manufacturer PAPILLON,A©informed to be distributed as a


https://pubs.acs.org/action/doSearch?field1=Contrib&text1=Jennifer+D.++Schuttlefield++++++++++
https://pubs.acs.org/action/doSearch?field1=Contrib&text1=Vicki+H.++Grassian++++++++++
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singlemachine orasnetworked systems in 2Baenty-five) metropolisegshroughRussia and
in forensic laboratoriesf 16 (sixteen) countrié

The Evofinde?P is a product of ScannBl Technology Europe GmbH company, that
informs its installation in more than Z0wenty) countries and 5@fifty) laboratories. The
countries withEvofindef® operation mclude Austria, USA, Cyprus, Egypt, China, France,
Uruguay, Switzerland, Germany, Morocco, Nicaragua, Greece, Finland, Slovenia, Belgium,
Colombia, Malaysia, and Bra#il

The IBIS® (Integrated Ballistics Identification System) developed by Forensic
Technobgy Inc., a company of th&ltra Electronics group, has been distribuitednore than
120 (one hundred and twenty) countries, totalizing more thaimg@dlations®.

Table 14 compares the operation of the systeassinformed by the developers

considering the versions assessed on this research

Tablel47 Sy s t eperatiOnatechnical data

liber of Scanning llmag? Imagel Image file
Caliber o . . atera vertica :
()
UVEE | svedh operation t'.m_e resolution resolution S'Z?
(min:s®) (MBO)
(Um) (Um)
1mm to ) 2D-3
ARS 22mm 5:31 3D - 24 10 8
Upto )
BUL EVO 23mm 4:09 35 1 30
IBIS 4t0 20 mm 23:12 2.7 <0.5 40
Headi )
ARS diameter up (ﬁfa%) 32[? 23 4 10 16
to 20mm
Headi 325
cc EVO diameter up (héad) 35 1 25
to 25mm
Head
IBIS diameter2 9:05 3to6 <2 10 to 12
to 27 mm

(j) 17 average time obtainezh thisresearcHor scanning 819mm BUL or CC

(k) T Minute:second
(N 7 Megabyte (MB)

17 http://www.papillon.ru/eng/4J/A ccessed 8/11/2019.

18 http://evofinder.com/events/page[B/ccessed 8/11/2019.

19 http://www. ultra-forensictechnology.com/about#ihiA ccessed23/01/2017)



http://www.papillon.ru/eng/40/
http://evofinder.com/events/page/5/
http://www.ultra-forensictechnology.com/about
http://www.ultra-forensictechnology.com/about
http://www.ultra-forensictechnology.com/about
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4.2.1 Arsenal®

Arsenaf is a ballistic identification system designed as an integrated solution from
imaging ballistic specimens to makimgmparisonconclusions.The following summarized
description of the system is derived from the impressed user (R8€014 and from the
operation of the equipment by the author of this thd@sie Arsend! main toolbar is shown in

Figure65, containingshortcuts for all applications.

Arsenald4. Main Menu. Lehi Sudy dos Santos - o x
= O RS EI=EER & 0
5 W REd® &)E &

\ \ \ \
a) b)) o d o
Figure65i Arsenaf main toollar, presentinghe applications fora) request

acquisitionb) digitalize sample¢) encode samplel) bullet database, arg) cartridge
case database.

The first application(Figure 65-a) is designed for entering caselated information
and specific parametersabout the sample to be scannatlowing the request of image
acquisitions. For each set @ifed ammunition components to be scanned, administrative
information may be registered, including criminal case number, examiner and laboratory of
the examnation andthenumber of objects liked to the crime scene or collected as-fiess.
These objects can brecordedas Evidence Bullets, Tefited Bullets, Evidence Cartridge
Cases, or Tedtre Cartridge Case, allowing management of the database partitions.

Thetab Characteristicsof this application contain the fields to be &t out regarding
the caliber and format afach object. From a list of many know calibers and cartridges,
parameters of bullets, such as length, diametsdl weight, ofor cartridge cases, including
length and m diameter, are automatically completed with predefined values. These
parameters are very important because they will be used for the scanner operation.

If the object is being registered as af@sd, another tab isvailablefor the firearm
model, seal number, andthe number of landgrooves registration At completing the
information the scamng requests, one for each objetdaygeted adfNormal, for standard
scanning request, or &sgent for high-priority request, can bgenerated

The next applicatior(Figure 65-b) lists the scanning requests, that can be sorted
according to the type of object preusly attributed. The object information can be seen and
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edited. Bylaunchingthe request, for a specific specimen or for multiple ones, the scanner is
activated.

The scanners the heart othe solutim thatis designed as single component that
providesii a u t o madomtact,imagescanning of both the side and the head of bullets and
cartridge cases, and semuitomatic scanning of fragments (with manual focusing and
posi tioni ng Ibidf p.8).fredfectoFigerecs).) 0 (

Figure66i Photograph oéinArsenalf system with: scannerrfght), bulletand
cartridgecase holderscénter), and desktapmputer(left).

The principle of operation of the scanner is the-8nan techniqueeferredby the
devel opers as a fsllbidt, p. 33.(Thedirdscah tegheique has/been a y e
favorably reviewedby Dongguand-i (2009.

If the surface to be scannedadullet or cartridge case side, a linear fragment in the
longitudinal length of the sample is imagédljowed by the sample rotation at an angle of
0.045 degreesfor another linear fragment acquisition. Because the surface has a 3D
topography, the acgsition of a completed 36@egree circumference of the sample generates
a layer in which some parts of the image may be in focus and others may not. Therefore, the
optical system shifts 0.095mm forward and, by anotherd#gflee successive linear fragment
scanningand rotation, a next layer is captured, which may feature other parts in focus.
Successivéorward shifts allow other layers acquisitions, up to the depth that the operator has
selected. A final collated of the layers is generated vgitarp complete in focus,
circumference imagd’§ 2014)

For cartridge case head imaging the C&Hdsor movealong its axis for full depth

characterization. Before each scanning, the focus is automatically setabksrigcapture up


























































































































































































































































































































































































































































































