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RESUMO

PROPOSTA DE PROTOCOLOS DE AUTENTICACAO E AUTORIZACAO PARA
POSTOS DE CARREGAMENTO DE VEICULOS ELETRICOS

Autor: Luis Fernando Arias Roman
Orientador: Paulo Roberto de Lira Gondim
Programa de Po6s-graduacdo em Engenharia Elétrica

Brasilia, més de Julho (2023)

O carregamento sem fio para veiculos elétricos (“Electrical Vehicles” - EV) enquanto o veiculo
esta em movimento ganhou atencdo especial como um novo servigo. Este servico é suportado por
tecnologias de transferéncia de energia sem fio (“Wireless Power Transfer” - WPT), que promovem o
carregamento durante a condugdo (“Charging while Drive” - CWD) por meio de inducdo magnética de
bobinas instaladas no solo. No entanto, o servigo também trouxe novos desafios, incluindo a seguranca do
sistema, que devem ser resolvidos.

O sistema de carga CWD-WPT deve garantir a privacidade, o anonimato, a integridade e a
disponibilidade dos dados armazenados ou em transito pelo sistema, sendo necessaria a implementacéo de
um controle de acesso por meio da autenticacdo do usuario para garantir a segurancga e privacidade dos
dados. O processo de autenticacdo do usuario é fundamental para o sistema de carga CWD-WPT, e 0s
protocolos utilizados para esta tarefa devem garantir o acesso de usuarios validos ao sistema e resistir a
ataques de seguranca.

Esta tese de doutorado aborda o projeto de protocolos de autenticacdo e autorizacdo de uma
estacdo de carregamento CWD-WDP baseada em nuvem, que garante a seguran¢a da informacdo de
forma mais eficiente, na maioria dos casos, em termos de custos de comunicagdo, computacgao e energia,
em comparagdo a outros protocolos publicados. Esta tese apresenta 4 (quatro) protocolos para
autenticacdo e controle de acesso de EVs em uma estacdo de carregamento CWD-WPT integrada em uma
infraestrutura VANET (“Vehicular Ad Hoc Network™) baseada em nuvem.

O 1° 2° e 4° protocolos foram projetados com base em uma estacdo de carregamento com
controle centralizado, enquanto o 3° protocolo projetado com base em uma estacdo de carregamento com
controle descentralizado. O 1° protocolo foi construido principalmente com o uso de criptografia baseada
em emparelhamento bilinear e cadeia de “hash”. O 2° protocolo é uma variante do primeiro, cujo
principal diferencial é a adocdo de um novo esquema criptografico baseado em mapas caéticos e arvore
bindria para controle de acesso no sistema. Seu desempenho em relagdo a métricas como custos
computacionais, de comunicacédo e de energia é melhor do que outros esquemas e garante a autenticacdo
mUtua entre 0s EVs e todas as entidades do sistema.

Por outro lado, o 3° protocolo foi projetado em uma arquitetura de carregamento CWD-WPT
descentralizada, e os esquemas criptograficos utilizados sdo mapas cadticos e cadeia de “hash”. Foi
empregado “blockchain” para a criagdo e gerenciamento de grupos e autenticagdo e controle de acesso do
EV na estacdo de carregamento CWD-WPT. De acordo com os resultados, o protocolo baseado em
“blockchain” obteve melhor desempenho computacional, energia e recursos de seguranga em comparagao
com outros protocolos.
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A arquitetura do sistema considerada para o desenho do 4° protocolo possui um esquema
hierarquico segundo o qual o sistema de confianca, o blockchain e o sistema de cobranca CWD-WPT séo
gerenciados na nuvem tradicional, enquanto a computagdo em névoa gerencia as RSUs (“Road Side
Units”) das estagdes de carregamento. O protocolo usa confianga computacional para validar a forma de
autenticacdo no sistema. Se a confianca do usuario estiver acima de certo nivel, o processo de
autenticacdo no sistema torna-se mais leve e rapido, sem descuidar da seguranca das comunicagfes. A
utilizacdo de mapas cadticos se mostrou vantajosa em termos de desempenho de execucdo e tem
promovido uma rapida criacdo de chaves de sessdo e assinaturas digitais com baixo custo computacional.
Por outro lado, o blockchain fornece as redes VANET transparéncia em seu funcionamento, resisténcia a
ataques e uma validacdo rapida e eficiente das credenciais do usuério no processo de autenticagdo para
autorizar ou negar seu acesso ao sistema. Também garante uma alta disponibilidade do servi¢co devido ao
seu design descentralizado.

A seguranca dos protocolos propostos foi verificada analiticamente, sendo garantidas
propriedades como autenticacdo mutua, acordo de chaves, confidencialidade, integridade, privacidade,
sigilo direto perfeito e sigilo perfeito reverso; além disso, a anélise destaca a resisténcia a ataques ao
sistema, como injegdo, repeticdo (“replay”) de mensagens, chave conhecida, negagdo de servigo (Denial
of Service" - DoS, modelo OSI de 2-3 camadas), Homem no meio (“Man in the Middle” — MitM),
mascaramento, personificacdo, desvinculabilidade (“unlinkability”), gastos duplos, resisténcia a
adivinhacdo de senhas, vazamento de nimeros aleatérios e informacGes privilegiadas. Finalmente, uma
verificagdo formal de seguranga foi realizada usando a ferramenta AVISPA.
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ABSTRACT

PROPOSAL OF AUTHENTICATION AND AUTHORIZATION PROTOCOLS FOR
ELECTRIC VEHICLES CHARGING STATIONS

Author: Luis Fernando Arias Roman
Supervisor: Paulo Roberto de Lira Gondim
Programa de Pds-graduacdo em Engenharia Elétrica

Brasilia, month of July (2023)

Wireless charging for electric vehicles (EV), while the vehicle is in motion, has gained special
attention as a new service for such vehicles. It is supported by wireless power transfer (WPT)
technologies, which promote charging while driving (CWD) through magnetic induction from coils
installed on the ground. However, the service has also led to new challenges, including system security,
which must be met.

The CWD-WPT charging system must guarantee the privacy, anonymity, integrity, and availability of
data stored or in transit through the system, thus requiring the implementation of an access control
through user authentication towards ensuring data security and privacy.

The user authentication process is fundamental for the CWD-WPT charging system, and the protocols
used for this task must guarantee the access of valid users to the system and resist security attacks.

This doctoral thesis addresses the design of authentication and authorization protocols of a cloud-
based CWD-WDP charging station, which guarantees the security of information, in most cases, in a
more efficient way in terms of costs in communication, computing and energy, compared to other
published protocols.

This thesis presents 4 (four) protocols for the authentication and access control of EVs in a CWD-
WPT charging station integrated in a cloud-based VANET (Vehicular Ad Hoc Network) infrastructure.
The 1st, 2nd, and 4th ones were designed on the basis of a charging station with centralized control,
whereas the 3 is devoted to a decentralized control.

The 1% protocol was built primarily with the use of bilinear pairing based cryptography and hash
chaining. The 2" is a variant of the first, whose main difference is the adoption of a new cryptographic
scheme based on chaotic maps and a binary tree for access control in the system. Their performance
regarding metrics such as computational, communication, and energy costs is better than that of other
schemes, and ensures mutual authentication among EVs and all entities in the system.

On the other hand, the 3" protocol was designed on a decentralized CWD-WPT charging architecture,
and the used cryptographic schemes are chaotic maps and hash chain. Blockchain was employed for the
creation and management of groups and authentication and access control of the EV in the CWD-WPT
charging station. According to the results, the blockchain-based protocol achieved better computational
performance, energy, and security features compared to other protocols.

The system architecture considered for the design of the 4™ protocol has a hierarchical scheme
according to which the trust system, the blockchain, and the CWD-WPT billing system are managed in
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the traditional cloud, while fog computing manages the RSUs (Road Side Units) of the charging stations.
The protocol uses computational trust to validate the form of authentication in the system. If the user's
confidence is above a certain level, the authentication process in the system becomes lighter and faster,
without neglecting the security of communications.

The use of chaotic maps has been advantageous in terms of execution performance and has promoted
a fast creation of session keys and digital signatures at low computational costs. On the other hand,
blockchain provides VANET networks with transparency in their functioning, resistance to attacks, and a
quick and efficient validation of the user's credentials in the authentication process for authorizing or
denying their access to the system. It also guarantees a high availability of the service due to its
decentralized design.

The security of the proposed protocols was analytically verified, and properties such as mutual
authentication, key agreement, confidentiality, integrity, privacy, perfect forward secrecy and perfect
backward secrecy have been guaranteed; additionally, the analysis highlights resistance to system attacks
such as injection, replay, known key, Denial-of-Service (DoS, 2-3 layers OSI model), Man-in-the-Middle
(MitM), masquerade, impersonation, unlinkability, double spending, resistance password-guessing,
random number leakage, and privileged insider. Finally, a formal security check has been carried out
using AVISPA tool.
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1. INTRODUCTION

1.1. Contextualization

The evolution of cyber physical systems (CPS) represents a significant trend characterized by the use
of heterogeneous data and knowledge integration. It has rocked the beginning of Industry 4.0 (the 4th
industrial revolution) through the application of advanced information and communication technologies
towards increasing autonomy and global productivity in industrial systems [1][2][3].

The functionalities and new industrial services of Industry 4.0 are underpinned by the rapid
development of the Internet of Things (IoT). 10T is a complex and heterogeneous ecosystem that
interconnects various objects on a large scale to deliver innovative services such as drone-based ones,
healthcare, smart grid capabilities and electric vehicles [4][5].

Several areas of industry, including medicine, agriculture, education, and transportation, project the
use of loT for providing new services [6]. In the area of transport, the popularity of electric vehicles
(EVs) has increased in recent years due to the scarcity of fossil fuels and environmental reasons.
According to the Organization for Economic Cooperation and Development, the transportation sector
consumes over 50% of the world's oil and is responsible for the emission of approximately 20% of carbon
dioxide worldwide. Although the adoption of EVs can improve the environment and reduce the oil
dependency, several technological and operational challenges must be overcome[7][8].

Some of such challenges are battery life and the long duration of charging, which generate time and
mobility restrictions for users [9][7][8]. Researchers have been working on the development of a new
method of charge while driving (CWD) based on wireless power transfer (WPT) technology [10][11].
The operation of charging while drive through wireless power transfer (CWD-WPT) is dependent on the
energy induced by a set of pads (coils with < 80% energy transfer efficiency [12]) in the battery of the
EV. Because each pad, embedded in the road pavement, can induce only a small amount of energy in
function of the speed of the vehicle, each CWD-WPT charging station must provide a large number of
pads for the EV battery charge [10][13][8][14].

On the other hand, mobility is perhaps the most important feature of the CWD-WPT charging system,
since several elements, such as location, vehicle type, access control, connection type, connection time,
state of charge (SoC), privacy, and security [15] must be considered for the supply of the charging
service.

For the treatment of mobility and connectivity among vehicles, a vehicular ad hoc network (VANET)
is one of the networks that can be considered to support a CWD-WPT system [10],[11], [12]. VANETSs
have drawn the attention of researchers due to their large range of applications and services and a safe,
efficient, trouble free and entertaining intelligent transportation system (ITS). They provide vehicles with
an onboard communication unit called On Board Unit (OBU), through which they communicate with
both other vehicles and the infrastructure via Roadside Units (RSUs). IEEE 802.11p standard provides the
Wireless Access in Vehicle System (WAVE) protocol and the basic radio standard for dedicated short
range communications (DSRC) at a 5.9GHz frequency [9][16].



Due to the technological evolution and exponential growth in the number of intelligent vehicles,
traditional VANETS have faced flexibility, scalability, and other types of problems The integration of the
cloud with VANET networks aims to solve problems of flexibility and scalability, as well as to foster the
evolution and creation of new services. Cloud-based VANET communications are comprised of a number
of elements and environments that integrate seamlessly to provide users with efficient, scalable, and
secure services. To achieve this harmonic integration in cloud-based VANET networks, several authors
have proposed layered systems with different focuses, where security is a layer that interacts throughout
the system [17] [18] [19].

Cloud computing is a new paradigm that proposes allocating servers geographically, but next to the
devices to collect, process, organize and store data in real time. Its use in vehicular networks tends to
facilitate or provide a great variety of services, besides being a solution to reduce the costs of
communication [19]. However, it faces several security challenges, which include data storage,
computing, virtualization and network security issues, as well as access control, software security and
trust management issues [20].

More specifically, cloud-based vehicular networks security is a challenging problem because of its
additional characteristics of heterogeneity and the high volume of vehicles. According to Ziquia et al. [17]
the most important security requirements for these networks are: authentication, data integrity,
confidentiality, access control, non-repudiation, and availability.

The next generation VANETS must also support high mobility, low latency, real time services and
connectivity, which cannot be provided by conventional cloud computing. An effective solution to
vehicular network problems is the fusion of fog computing with cloud computing [16][15] [21][22], for
extending to the edge of wireless networks the conventional paradigm of cloud computing and meeting
requirements related to low latency, seamless mobility, data storage close to users and adequate
localization of mobile devices. Moreover, the use of fog servers promotes a better mobility management
of vehicles and redirectioning of mobile applications to the closest fog server [15].

Such a cloud environment creates a scalable and hierarchical architecture, which is convenient for the
sake of distributed processing and storage capabilities. Therefore, two CWD-WPT charging station
architectures were considered in the present study. The first has its operations center (Company Charging
Server — CCS) in the cloud, which enables the control of several CWD-WPT stations, and the second has
a local operations center (Charging Control Center — CCC).

In the first architecture, the CCS is installed in the cloud computing and connected to a group of
secondary servers (fog servers — FS), where the fog computing is installed. Each FS groups several
RSUs and each RSU groups several pads together. In the second architecture, the CCC is located on the
roadside and directly controls the pads that induce energy to the EVs, and RSUs, FS, and a trust authority
(TA) allocated in the cloud are the elements that enable the EV to securely communicate with the CCC to
perform the charging.

The CWD-WPT charging technology in a cloud and fog computing environment can provide comfort
and time optimization for EV users, if security, privacy, authentication and anonymity are considered.
Mechanisms for EVs to enter a carrier charging service in a controlled and anonymous manner require
efficient mutual authentication [21][22].

The main challenges for the design of an authentication protocol in a charging system are to minimize
the protocol execution time and to ensure security and resistance to information attacks. A cryptosystem
for the design or adoption of various cryptographic techniques (short signature, blind signature, key



exchange, and mutual authentication) must be chosen for the achievement of the desired efficiency, and is
expected to be fast and ensure a good security level to the system.

Proposals for authentication protocols have been reported in the literature. Li et al. [14] and Hussain
et al. [23] designed protocols which focus on mutual authentication between entity and preservation of
privacy; however, the analysis of security problems is poorly detailed. Other proposals such as those
presented by Gunukula et al. [24] and Rabieh and Wei [25] guarantee anonymous authentication, privacy,
unlinkability and prevent double spending; however, they disregard some attacks that may affect the
system. Other shortcomings the proposed protocols have in common is the lack of a formal verification
and performance comparison with other schemes.

Among the several cryptographic systems used in recent years for providing security information is
chaos-based cryptography, whose advantages include less computational complexity than the
multiplications of the elliptical curve [26][27], protection to users' privacy, sensitivity to initial
parameters, unpredictability, and boundness.

On the other hand, new technologies such as blockchain can solve problems of security attacks and
information dissemination in VANET networks. Blockchain has emerged as a decentralized storage
mechanism shared by multiple geographically dispersed nodes, but members of a same network. All
nodes propagate and check the signed messages transmitted over the network and synchronize the data
blocks chained with the use of hash headers created successively with the hash header of the previous
block synchronized by a consensus mechanism. Due to such blockchain characteristics, systems can be
autonomous, immutable and decentralized [28] [29] [30].

This doctoral thesis proposes four authentication protocols, designed with two different cryptographic
systems for the administration and distribution of keys in a CWD-WPT charging system in a cloud and
fog computing environment, which guarantee privacy and integrity of messages, mutual authentication
between the EV and the CWD-WPT charging station and EV anonymity. The first protocol is based on
bilinear pairing; the second, which is a variant of the first, is based on chaotic cryptography, the third is
supported by blockchain and based on chaotic cryptography, and the fourth implements trust management
for providing the system with lighter authentication to trusting EVs.

1.2. Motivation

Motivations for the development of this research involved, initially, the study of a new wireless
dynamic charging service (or charging while driving CWD), through wireless power transfer (WPT) in
electric vehicles. Such a type of wireless charging is important for extending the autonomy of EVs,
offering comfort and reducing travel times for users.

The CWD-WPT recharging service is an important advance for vehicular networks, although several
security challenges still must be solved. One of the most important challenges is defining an appropriate
architecture and guaranteeing the privacy and anonymity of the system's users, this can be achieved by
including the system in the cloud and by implementing authentication and access control protocols in the
CWD-WPT charging stations.

On the other hand, the performance of the protocols used in the cloud-based CWD-WPT system is
important for its functioning, specifically to guarantee the confidentiality and privacy of user data in a
dynamic, heterogeneous context that requires quick responses.



The architectures considered for the CWD-WPT charging station and the encryption schemes are a
fundamental part of access control, enabling the definition of the behavior of protocols such as messages
exchanged between devices, number of bits per message, operations to be executed in each device,
among others. The use of an encryption scheme or a mixture of several ones can lead to good results,
thus, reducing communication, computational-and energy costs.

The development of authentication and authorization protocols based on new encryption schemes or
amixture of several schemes has aimed at satisfying all security requirements of the cloud -based CWD-
WPT system, reducing communication, computing, and energy costs and obtaining a high-performance
secure service. Additionally, the protocols can be used for the authentication and control of other VANET
services that must guarantee the efficiency, flexibility, confidentiality, and security of the system.

1.3. Objectives

1.3.1.General Objective

Proposal of authentication and authorization protocols in the VANET networks for CWD-WPT
charging system, which preserve information security and perform well in comparison to other protocols
already published.

1.3.2.Specific Objectives

« ldentification and application of basic and advanced concepts of new techniques of protection,
mainly related to confidentiality, privacy and integrity, and non-repudiation and availability in
CWD-WPT system.

« Evaluation of different proposals of authentication protocols for further comparisons.

« Characterization and evaluation of different key data encryption and management schemes.

» Proposal of authentication protocols for CWD-WPT system, with a good performance;

< Validation of the proposed protocols by formal security verification techniques.

1.4. Contributions

Some contributions of this work can be highlighted:

o four authentication and authorization protocols, enabling privacy and integrity preservation as well as
key agreement and distribution;

e design of two new CWD-WPT dynamic charging architectures based on a fusion of fog computing
with cloud computing;

e preservation of the anonymity of EVSs, since the protocols are based on download tickets purchased
offline;

e use of cryptographic primitives, such as short signatures and blind signatures based on bilinear
pairing and chaotic maps for authentication with no jeopardy to the true identity of the EV;

o use of blockchain for designing a new protocol for a CWD-WPT charging station;

¢ mutual authentication among the EV and all entities of the CWD-WPT charging station;

e a security analysis considering several attacks that can affect the system, with a larger number of
attacks, when compared to other proposals;

e aperformance comparison with other protocols, involving communication and computational costs;

o aformal security verification of the protocols by AVISPA tool.



In terms of publications directly related to this work, 2 (two) articles were published, one in the Ad
Hoc Networks Journal (Appendix A), and another in an event: International Wireless Communications
and Mobile Computing Conference (IWCMC) (Appendix B).

Two other articles have been submitted for evaluation and possible publication in well-reputed JCR-
ranked journals, as appear in Appendix C (based on Chapter 5, mainly on section 5.2) and Appendix D
(based on Chapter 6, mainly on section 6.2).

1.5. Thesis Statement

The main challenges for the design of an authentication protocol in a charging system are to minimize
the protocol execution time and to ensure security and resistance to information attacks. A cryptosystem
for the design or adoption of various cryptographic techniques (short signature, blind signature, key
exchange, and mutual authentication) must be chosen for the achievement of the desired efficiency.
Moreover, it is expected to be fast and ensure a good security level to the system.

In this thesis we focus on the proposal and evaluation of secure authentication protocols for access
control for a CWD-WPT system in VANET networks, which allows minimizing computational,
communication and energy costs, aiming to guarantee the operation and resource economy in the system
service.

1.6. Methodology

The methodology used in the research considers the following phases:
Phase 1: bibliographic review on the CWD-WPT topic;
Phase 2: an in-depth study about CWD-WPT system security and proposed protocols;
Phase 3: an in-depth study of encryption, authentication and key agreement schemes;
Phase 4: proposal of protocols that meet necessary protection security;
Phase 5: calculation and comparison of computational and communications costs (the energy cost was
also obtained and compared for one of the protocols);
Phase 6: formal validations of the proposed protocols.

The proposed protocols focus mainly on authentication, authorization and key agreement issues.
Considering a general architecture of a CWD-WPT system and set of entities, served by a infrastructure
of cloud-based communication. Some premises/assumptions related to possible insecure parts were
adopted and, in function of possible threats and vulnerabilities, a set of security properties was considered
objectives to be reached by the proposed protocols.

For the sake of comparisons among protocols, communication costs were evaluated, considering
message flows and bandwidth consumption; additionally, computing costs were also evaluated,
considering processing times of operations made by the protocols.

Finally, formal validation of the proposed protocols was accomplished, using a tool named AVISPA
(Automated Validation of Internet Security Protocols and Applications) as well as some of the respective
back ends and a graphical animator.



1.7. Organization

The remainder of the thesis is organized as follows:

Chapter 2 provides preliminary information for the understanding of the proposed protocols and the trust
management scheme.

In Chapter 3 the state-of-the-art of wireless dynamic recharge systems is addressed, including their
categorization and comparison, with a focus on topics related to information security, such as
authentication of EVs in a Dynamic Charging System, VANET Security based on Blockchain and
computational trust in VANETS, Smart Grid networks and CWD-WPT systems.

Chapter 4 describes the system and adversary models, proposes 2 (two) protocols for a centralized
recharge system, and reports on a comparative cost-based evaluation and an analysis of security
properties;

Chapter 5 contains the proposal of a third protocol, devoted to a decentralized recharge system, and
reports on a comparative cost-based evaluation and an analysis of security properties.

Chapter 6 is devoted to a proposal of a trust management scheme or protocol, based on blockchain, and
its evaluation, for a scenario of a centralized CWD-WPT system.

Finally, in Chapter 7 the conclusions of the work developed are presented, and future work is outlined.



2. BACKGROUND

This chapter is dedicated to the description of cryptographic techniques and other security tools that
were used to create the protocols proposed in this work, in addition to performing a description of the
properties and security attacks that can affect the system, an explanation of the methodology used to
guantify the system performance, and finally a brief presentation of how the CWD-WPT charging system
works.

2.1. Cryptographic Techniques

Assymmetric encryption: this technique that has two keys (public key and private key) allows the
communication between two or more users to be encrypted with their public key (of public knowledge)
and decrypted with the private key (only known by the owner of the public key). This technique allows
the agreement of keys between two or more entities, and in this work it is used with cryptographic
schemes of bilinear pairing (first protocol) and Chebyshev Chaotic Map (second protocol).

Symmetric encryption: this technique relies on a key (usually called a session key) that is used to
encrypt and decrypt messages. In this work, we use asymmetric encryption to agree a symmetric session
key between entities so that they can communicate securely and efficiently afterwards.

Digital signature: the digital signature (usually issued by a trusted entity) certifies that the owner of
the message is a specific entity. In this work, this technique is used over the bilinear pairing (first
protocol) and Chebyshev Chaotic Map (second protocol) encryption schemes.

Blind signature: the blind signature (usually issued by a trusted entity) refers that the message content
was not known by the trusted entity, but the trusted entity certifies that the owner of the message is a
specific entity. In this work, this technique is used over the bilinear pairing (first protocol) and Chebyshev
Chaotic Map (second protocol) encryption schemes.

Hash Chain: this is a technique that allows the generation of encryption keys by successively applying
the hash function over the hash of an initial value; it is used for rapid generation of keys for CWD-WPT
charging station pads.

Blockchain: also called Distributed Ledger Technology (DLT), it is a decentralized and distributed
technology defined as a group of blocks that contain the public record of all digital events occurred and
communicated to collaborating entities.

The following subsections describe the fundamentals of cryptographic schemes and security tools
considered for the generation of authentication and authorization protocols for CWD-WPT charging
systems.

2.1.1.Bilinear Pairing

The birth of the bilinear pairing in the beginning was created as an attack method to cryptographic
schemes based on elliptic curves. only until the year 2000 were published the first researches that used
bilinear pairing as a solution to cryptographic problems and not as tool.



Bilinear pairing in cryptography has favored the creation of new and creative cryptographic protocols,
such as: identity-based cryptography, short signatures, key agreement schemes, among others [31].

Bilinear pairing is defined as the projection of two points of additive set G; formed by points on an
elliptic curve E of order I € Z,, towards a same point of a multiplicative set G, formed by the elements
of order I € Z;. The discrete logarithm problem (DLP) is assumed hard in both G; and G,. A mapping
&= (Gy,+)? — (Gy,) satisfies the following properties for alla,b € Z; and c,d € G ([32]).

1) Bilinearity:
é(a+c,d) = é(c,d)é(a,d), 1)
é(c,d +a) = é(c,d)é(c,a). 2)
2) Non degeneration:
é(c,d) # 1g,. (3)
3) Computational Efficiency.

Bilinear pairings have other easily verifiable properties, such as:

1) 8(x,0)=1le é(oo,x) =1, 4
2) é(c,—d) =é(—d,c) = é(d, o)}, (5)
3) é(ac,bd) = &(d, c)?, (6)
4) é(c,d) = é(d, o). @)

and can be used for data encryption, digital signatures and key agreements. In our protocol they are
employed for the generation of digital signatures.

2.1.2.Digital Signatures

A digital signature is one of the most important cryptography-based resources. It indicates the owner
or creator of a document or clarifies someone agrees on the content of a document. Some digital
signatures are based on a public key that links the identity of the user with its public key, whereas others
are based on the identity of the that generates the public key from the user’s identity through a
deterministic algorithm. The public key verification is based on the use of the user’s identity, making this
scheme more efficient. The first short bilinear pairing scheme was created by Boneh et al. [33], and from
it were created a large number of signature schemes based on the coincidence for different
applications[32]. Below is a description of the digital signature schemes used in our protocol.

2.1.3.Short Signatures

Short signatures work well in environments of memory and bandwidth restrictions. The most used
signature schemes are RSA (Rivest, Shamir and Adleman) and DSA (Digital Signature Algorithm),
however, the signatures they generate are long. For example, if the 1024 bit module is used, the signatures



of RSA and DSA are 1024 bits long. The bilinear pairing scheme provides short length signatures of
approximately 160 bits with a security level similar to those of 1024 bit RSA and DSA signatures [32].

A signature scheme based on bilinear pairing commonly involves [32]:

— Initialization: Let H : {0,1}* - G1 be a map to point hash function. The secret key is X, € Z;,
and the public key isY = X * P for a signer.

— Sign: Given secret key x and a message m € {0, 1}*, compute signature

o=XxH(m). (8)

— Verify: Given public key Y =X =P, a message m and a signature o, verify e(P,0) =
e(Y,H(m)).

2.1.4.Blind Signatures

Blind signatures have been widely used in digital payment schemes for the obtaining of the signature
of a document without the signatory knowing the information of the document. Moreover, the user cannot
obtain other valid signatures of the same document after an interaction with the subscriber. The scheme
used for our protocol was created by Zhang et al. [34] and is called “ID Based Blind Signature and Ring
Signature from Pairings”. It is characterized by the use of an identity-based cryptosystem over bilinear
pairings for the verification and authentication of the signed information without knowing the identity of
the sender.

2.1.5.Hash Chain

Hash chain is a computational operation for the efficient authentication of one time passwords,
extending the lifetime of digital certificates, building one time signatures, amongst other functions. It was
used in this study for the authentication and creation of session keys [35].

A hash chain is generated by a hash algorithm, as SHA (Secure Hash Algorithm), through which a
user randomly selects a seed (S) and calculates the entire key chain. Figure 1 shows the process of
creation of keys with a chain hash.

DHI(S)>>H2(S)>>H3(S)>> >> >>H“(S)>>H"+1(S)>
R EEEETEEIR

FIGURE 1. HASH CHAIN

The keys generated must be used in the opposite order of their generation, i.e., the last generated key
K,, must be the first one used and the first key K; must be the last key used, such that an attacker listening
to the channel cannot calculate a valid key from a used one. In our protocol, a public verification key K,,,
is calculated applying n + 1 hashes to S for the validation of the keys. To verify a hash chain, an entity
only applies successive hashes until it reaches the value of key K,,. If the key received after the
application of n hash at maximum is not given the same value of the verification key, it is discarded.



2.1.6.Chebyshev Chaotic Map

Among the several cryptographic systems used in recent years for providing security information is
chaos-based cryptography, whose advantages include less computational complexity than the
multiplications of the elliptical curve [26][27], protection to users’ privacy, sensitivity to initial
parameters, unpredictability, and boundness. Chaotic sequences generated by the chaotic system
commonly display non periodicity and pseudo randomness properties [36][37].

Chaotic map-based encryption has already been used in various scenarios for the design of
authentication protocols, e.g., key agreement protocols ([18], [38]), user authentication protocols for multi
server environments ([39], [40],[41]), group user authentication for social networks [42], authentication
schemes in smart grid environments ([27], [43],[44]), session key agreement scheme in vehicular ad hoc
networks [45], security in cloud environments ([46],[47]), among others. On the other hand, some
authentication protocols for CWD-WPT systems proposed (e.g., [24] and [25]) exhibit security features
such as privacy, integrity, anonymity and mutual authentication, but do not discuss some attacks that
might disturb the system.

Chebyshev chaotic maps can be defined as:

Definition 1: assuming an integer value n, a variable x in the [-1,1] interval, a Chebyshev polynomial
T, (x):[—1,1] —» [—1,1], of degree n, is defined as:

co s(n x arccos™1(x)), xe[—1,1] 9)
cos(no), x = cos@ ; 9¢[0,m].

T(x) = {

According to the previous definition, the recursive Chebyshev polynomials map T,,: R — R of degree
n, where R is the set of real numbers, and satisfies the following recurrence relationships:

To(x) =1, (10)
T, (x) = x, (11)
Tpy1 = 2xTy(x) — Tp_q(x), forneN. (12)

Two important properties of Chebyshev’s chaotic maps are shown below [42] [48]:

e Semi-group property: According to the validity of the semi-group property for Chebyshev
polynomials in the [—oo, 4+o0o] interval (as shown in Zhang et al. [49]), it is also valid to consider

T, (x) = (ZxTn_l(x) - Tn_z(x))mod D, (13)

where n > 2, p is a large prime and x € (—oo, +0).

T, (Ts () = Tps (%) (14)
= cos(r * arccos(cos(s * asccos x))), (15)
= cos(r * s * arccos(x)), (16)
= cos(s * r * arccos(x)), (17)
= cos(s * arccos(cos(r * asccos x))), (18)
= Ter (%), (19)
= Ts(T- (%)), (20)

where r and s are two positive integers, s, € Z*. Consequently, as in Zhang et al. [49],
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T, (Ts (x)) =T (x)=T;s (Tr (X)) mod p. (21)

e Chaotic property:

When n > 1, the Chebyshev polynomial mapping T,:[—1,1] - [—1,1] of degree n is a chaotic map
with invariant density:
) 1 (22)
xX)=—F——.
fr) Y

Considering the Diffie-Hellman problems that are difficult to solve in polynomial time, the following
definitions are met by Chebyshev polynomials ([26] [42]):

Definition 2. Chaotic maps discrete logarithm problem (DLP): Given two random numbers x and y
belonging to the [—oo,+o0] interval, the obtaining of a solution w that satisfies y =T, (x) is
computationally infeasible.

Definition 3. Computational Chaotic Maps Diffie-Hellman Problem (DHP): Given x, T;.(x) mod p, and
T,(x) mod p, it is computationally infeasible to find r or s from T,.;(x)mod p = T, (x)mod p.

Figure 2 depicts a key agreement scheme between Alice and Bob, who aim at establishing
communication through a secure channel. First, Alice and Bob agree on a seed x and a very large prime
number p to start calculating their public keys. Alice chooses a number k, (private key), applies
Chebyshev’s chaotic function to obtain a public key A, = Ty, (x)mod p, and sends it to Bob, who
chooses a number k;, (private key) and applies Chebyshev’s chaotic function to obtain a public key B), =
Ty, (x)mod p. Alice and Bob exchange their public keys. Alice then applies Chebyshev’s chaotic
function to Bob’s public key k, times (K, = Ty, (Bx)mod p) and Bob applies Chebyshev’s chaotic
function to Alice’s public key kj, times (K, = T, (Ax)mod p). Upon finishing operations, both Alice
and Bob obtain the same session key (K, = Kjp) to encrypt messages. Below is the mathematical proof.

Ksq = Ty, (Bx)mod p, (23)

Ksq = Ty, (ka (x)mod p)mod D, (24)
Koo = Ty COPmOUp, @)

Ksa = Tiek, (x)mod p, (26)

Ksq = Ty, (T, (x)mod p)mod p, (27)
Ksq = Ty, (A )mod p, (28)

Ksa = Ksp- (29)
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FIGURE 2. KEY AGREEMENT SCHEME BASED ON CHAOTIC MAPS

2.1.7.Chaos-based Signature

Towards signing a message in the protocol, we will use a signature scheme based on chaos and which
has three phases, namely initialization, signing, and verification, described below:

- Initialization:
Let p be a large prime number and hash function H:{0,1}* — Z; where q > p and gcd(p, 9)=1.

The secret key is Sgigner € Zp and the public key is Y;gner = Ts(x)mod(p).

- Signing:
For a message m € {0,1}" and given secret Key sggner, COMpute value h = H(m) and a
signature
n= Tssigner*h(x)mod(p). (30)
- Verification:
Given a public key Y;gner, @ message m, and a signature n, verify:
Tiaem) (V10A®) = Tin) (T ger (IO D) ) 0AP) G
= TH(m)*ssiger(x)mOd(p) =1. (32)

2.1.8.Chaos-based Blind Signatures

Below is the functioning of the chaos-based partially blind signature scheme [48], [50], according to
three phases, described in what follows:
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- Initialization:
The initialization phase considers a large prime number p, the product n = pq of two primes p and
g (taken as secret values of the system) and a factor of p — 1; B, considered as an element in
GF (p) whose order module p is n; the multiplicative group G generated by 8, and a hash function
defined such that H: {0,1}" — Z,,.

The signer randomly picks an integer e € Z;, such that gcd(e,n) = 1, chooses a private key x € Z;,
an integer d satisfying ed = 1(mod go(n)), and calculates a public key z = T,.(B8). The signer
keeps the values confidential (d, x) and publishes values (n, z).

- Signing:
We have assumed Alice (A) is the signer and Bob (B) is the user requesting the signature of
document m from Alice.

1. A chooses an integer r <n such that gcd(r,n) =1 and a value ¢ and computes £ =
T,.(B)mod(p) such that gcd(t,n) = 1. Signer A sends £ and c to user B.

2. When B receives A's message, he selects two blinding factors (u, v)e Z;;, and computes t =
T,+»(&)mod(p) such that gcd(t,n) =1; u = u*H(m) tt~ mod(n), and sends (u,u) to
signer A.

3. Acomputes k = (ux cr~! + £)mod(n) and sends it to B.

4. B computes k = k¢(k t ™1 u + v t)mod(n) and sends it to A.

5. A computes R = (r k) mod(n) and sends it to B.

6. B computes R = R k mod (n)

Finally, B obtains the signature (c, t, R) for message m.

- Verification:
As demonstrated in [48], [50], verification of the signature of message m requires the equality of
the following equation be satisfied:

[TR"’mod(n)(ﬂ)]2 + [TH(m)c mod(n)(z)]2 + [Tt(t)]z = (ZTR"(B)-TH(m)c (Z)-Tt(t) + 1)m0d(P)- (33)

With the use of the above described techniques and cryptographic schemes, the proposed
authentication and authorization protocols manage to minimize computational costs and optimize the
exchange of messages to perform the mutual authentication of entities and generate the session key, in
addition to guaranteeing the confidentiality, privacy, integrity and availability of the CWD-WPT charging
station service.

2.1.9.Blockchain

Blockchain creates a history of transactions by combining record blocks through encryption methods.
Each collaborating entity can have a copy of the blockchain data thus, preventing the records contained in
the blocks from being altered. Towards guaranteeing the anonymity of the entities that comprise the
system, pseudo identities and public keys are used for interaction between entities. The first block
generated in a blockchain is called genesis block; it contains initialization information commonly known
by the other members of the system and serves as a basis for the generation of the next blocks in the
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chain. Each block contains the cryptographic hashes of records, including information on the hash value
of the previous block, thus, forming a data chain, i.e., a blockchain. [28][29]

/ Block N \ / Block N+1 \ / Block N+2 \

Header Header Header
b Hash Block N-1 _ Hash Block N Hash Block N+1
header o header header
Merkle Root Merkle Root Merkle Root

- J N AN J

Block N Block N+1 Block N+2
Transactions . Transactions ’ Transactions

FIGURE 3. BLOCKCHAIN MODEL

All blocks are composed of a block header (the head of the block) and a block body. The former
results from the execution of a hash function in the group of values that encompasses the header of the
previous block, a random number (nonce), and Merkle root (binary hash trees).

On the other hand, the block body stores transaction details and other additional blockchain-related
information (see Figure 3) [28].

hash A Transzctlon
hash AB - ~
hash B Transgctlon
(hash ABCD) Transaction
hash C
C
hash D Trans;ctlon

FIGURE 4. MERKLE TREE

The generation of Merkle root, one of the most important elements for the functioning of the
blockchain, requires the application of an algorithm called Merkle trees, which groups all transactions to
be registered in the block into pairs and applies a hash function for each transaction. The hash of each pair
of transactions is concatenated for executing a hash function again. The result is concatenated with that of
the hash function of the concatenation of another pair of transactions, and so on, until reaching the root of
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the tree and a single hash value of the set of transactions to be recorded in the block. Figure 4 illustrates
the process for the Merkle root calculation.

Three types of blockchain have commonly been considered:

e Public Blockchain: a non restrictive and permissionless blockchain, i.e., any entity (trusted or
not) can access, validate transactions, and participate in consensus mechanisms, it is
completely decentralized and used in systems such as Bitcoin, Ethereum, and Litecoin [29].

e Private Blockchain: because it is controlled by an organization or company, it is centralized,
restrictive, and authoritative, and only entities predefined by the organization or company can
maintain and validate the records. It is suitable for use in closed systems where all nodes
(devices) trust each other.

e Consortium or hybrid blockchain: a decentralized blockchain comprised of several
organizations or companies and used for semi closed systems composed of several companies
such as a group of banks or government organizations.

A consensus mechanism, i.e., a set of rules that determine the contributions of blockchain devices
(nodes), must be implemented for the acceptance of the new blockchain blocks by all members of the
system. Below are the main consensus algorithms used in blockchain:

e  Proof of Work (PoW): the system nodes compete to add a new block to the blockchain. The
first node that finds a computationally heavy puzzle solution adds the new block and,
consequently, receives a reward (in cryptocurrencies). Some applications that use it are
Bitcoin, Litecoin, and Ethereum.

e Proof of Stake (PoS): all those who participated in the creation of a new block are rewarded
(in cryptocurrencies) according to their contribution. Some applications that use it are
PeerCoin, NXT, and Ethereum.

e Delegated Proof of Stake (DPoS): it is a version of PoS in which the participant with more
money can delegate the signature of the blocks in the network, i.e., the participant of the
largest balance can delegate the signature of the blocks and their profit to the members. It is
used by BitShare as a consensus model.

e Proof of Capability (PoC): The PoC consensus system is similar to PoW. Miners compete to
solve a difficult mathematical problem and thus generate a new block; however, PoC differs
regarding the use of disk space to perform mining. Miners compute the blockchain once and
store the results on disk.

e Activity Proof (PoA): miners create an empty block header and insert it into the network for
other miners to perform a check. The nodes that receive the verified blocks insert them into
the blockchain. The check is performed between miners and owners of the block.

e Practical Byzantine Fault Tolerance (PBFT): the main nodes that created and validated the
new blocks are chosen. A consensus between them is reached through their exchange of
messages. When a new block is generated by a node, this node sends a message to the master
node, which sends it to the main nodes so that they check the validity of the block. Once it has
been validated, the main nodes exchange messages informing on the acceptance or rejection
of the new block. Each main node sends a message to the node that generated the block
informing on whether the block has been accepted or rejected. It is used mostly by private
blockchain systems.

e Redundant Byzantine Fault Tolerance (RBFT): RBFT is a variant of BFT. A new block is
generated by a node, which sends a broadcast message to all main nodes for them to check its
validity. Once the new block has been validated, the main nodes exchange messages
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informing on the acceptance or rejection of the new block. Each main node sends a message
to the node that generated the block informing on whether the block has been accepted or
rejected.

The components for supporting the operation of the blockchain are [28]:

e Ledger: a record that stores blockchain history in a decentralized and unalterable way.

e Peer-to-Peer Network: a component that updates and stores the book. Each block in the network
has a copy of the book. When the book is updated, all blocks of the network reach a consensus on
the new book.

e Support services: in a public blockchain, all members have the same authority and any block can
become part of the network. This service authenticates and authorizes identities of the blocks in
the blockchain

e Smart Contract: an algorithm or module in which the rules and consequences of actions taken
within the blockchain are defined and published, as in a traditional document, establishing
obligations, benefits, and penalties due to the parties in different circumstances.

e  Wallet: a component that stores credits and other user’s information.

e Events: a current state of the Peer-to-Peer Network and blockchain ledger, it notifies the user of
the Smart Contract on the new addition of a new block to the blockchain and the accomplishment
or removal of transactions.

2.2. Security properties and attacks

The properties and computer attacks considered to perform the security analysis of the proposed
protocols are described below:

2.2.1. Security properties

. Integrity: guarantees the information is not modified during the journey from a sender to a
recipient;

e  Privacy and Anonymity: ensure users of a system control or influence information related
to them that can be made available and stored and the way and to whom it can be
disclosed;

. Confidentiality: ensures private and confidential information is not made available or
disclosed to unauthorized individuals.

. Mutual authentication: ensures two parties validate their identities to each other before
exchanging messages.

. Perfect Forward Secrecy (PFS): guarantees further valid keys of a system are generated
and known only by the entities or valid users.

. Perfect Backward Secrecy (PBS): guarantees that no entity or user entering the system is
able to decipher the previous messages exchanged in the system before they were joining;

e  Unlinkability: guarantees only authorized entities identify the activities conducted by users
in a system.

e  Double spending: ensures some elements defined in a system are used only once and then
discarded.
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2.2.2. Informatics Attacks

Privileged insider: consists in taking advantage of vulnerabilities in the internal controls and
security policies of companies in charge of operating and managing the system;

Random number leakage [51] : uses vulnerabilities in Pseudorandom number generator
(PRNG) systems, which may have patterns in the random number generation sequence;
Replay: occurs when an attacker intercepts communication packets between two valid
entities and fraudulently retraces or forwards the message to the system. Consequently,
information can be accessed through a simple forwarding of a captured message to the
server;

Man-in-the-middle: an attacker is positioned between two parties (sender and receiver)
trying to communicate, intercepts the messages exchanged, and forwards his own messages
to the parties, pretending to be a valid sender;

DoS: aims to disable the use of the system by users, sending multiple false connection
requests that saturate the system, and preventing valid requests from being answered.
Although its avoidance in the 2 and 3 layers of the OSI model is highly complex - the attack
can use all available bandwidth (to serve users) to cause service unavailability - it can be
mitigated in the session layer if the bandwidth is not a limiting factor;

Injection: consists of an attacker intercepting communication between two valid entities;
Messages from a valid sender are intercepted and modified through the addition of
information, and then forwarded to the recipient;

Impersonation: an attacker tries to impersonate a valid entity and steal information from
system users;

Known key: attackers attempt to use old session keys already used to log into the system;
Masquerade: an intruder tries to use a false identity to impersonate a legitimate system
entity and then gain access to information.

Resistance password-guessing: an attacker tries to find the access keys to the system
through divination.

2.3. Cost Calculation

Since each protocol imposes costs related to its operation, a performance evaluation based on such

costs can be made, allowing a comparison among different proposals of protocols. Such costs are

commonly related to the usage of system resources, such as bandwidth, processing and energy; in a

specialized view for the case of CWD-WPT charging systems, some variables must be considered, such

as the number of EVs (denoted by the variable "n"), the number of pads (represented by the variable
"YP"), and the number of RSUs (represented by the variable "t").

In what follows is the description of the methodology for the calculation of communications,

computing, and energy costs of the protocols.

1.

Communications Cost: refers to the number of bytes exchanged during communication
between two entities. The byte values of each message element are summed and the value of
each message is summed towards the total cost of a specific protocol or phase. The
obtaining of the communication cost equation that defines the performance of the system
requires the bytes of each message be calculated and then multiplied by the representative
variable of the entity that generated the message.

Computational Cost: takes into account the time (in miliseconds or ms) required to perform
unit operations, which are estimated according to the processing power of each entity. The
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cost values are based on experiments conducted on common computational platforms and
adopted for performance comparisons of authentication protocols. Both number and type of
unit operations of each entity are identified and then multiplied by the representative
variable of the entity that performed that operation. The execution times of some unitary
operations were acquired from Tao et al. [52]. The obtaining of the execution times of the
other unit operations required a search for jobs with the missing unit operation execution
times and the development of a linear relationship between the execution time of a unit
operation and the computing power of the system described in Tao et al. [52]. The execution
costs of the Hash ( T},,s, ) function for EV are based on Gunukula et al. [20], the execution
costs for generating a signa- ture message ( T4_s;, ) and its verification ( T,,_g;, ) are based
on Rabieh et al. [21], and execution costs of the chaos (T,,4,s) function is based on Cui et
al. [45]. The execution costs of the hash function, signature message and message signature
verification for RSU and FS were calculated analytically, taking 70% and 60%, respectively,
from the cost of executing these operations to an EV.

3. Energy Cost: shows the importance of optimizing authentication protocols towards reducing
the amount of energy used in systems. It is calculated from the computing costs that involve
the time spent by a processor for calculating a variable, the power it used, and the energy in
milijoules (Watts*miliseconds) spent by the system.

2.4. Wireless Power Transfer - WPT system

WPT refers to the charging of a device - in this case, an EV — with the use of resonant magnetic
energy transfer. It makes the charging process more convenient, since no physical contact is established
between the mains power supply and the electric battery of the EV due to the use of load coils on the
ground (off board coil) and a receiver coil on the vehicle (on board coil). The vehicle is charged when its
coil captures the energy contained in the electromagnetic fields generated by the charging coil. The

process is illustrated in Figure 5.

On-board Energy
Unid Storage

v

Power inverter and
Grid side controller

FIGURE 5. WIRELESS POWER TRANSFER SYSTEM - INDUCTIVE COUPLING
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2.5. Computational Trust

Trust was introduced as a mechanism for detecting malicious attacks on systems. Trust has many
context-dependent definitions, so the model of trust will depend on the system being designed, for
example in the social sciences trust is the degree of subjective belief about the behavior of a particular
entity. In other areas, trust is defined as the subjective probability that an agent will perform a given
action, for VANETS, the definition of trust is similar to that of sociology, where trust is the degree of
belief that an entity will perform tasks that it should, and has five basic properties: asymmetry,
dynamicity, subjectivity, non-transitivity, and context dependence [53].

The difficulty of designing a trust model for a system consists in choosing (trust) factors that
guarantee the objectivity of trust. Furthermore, trust models must consider accepting a degree of risk, as
risk assessment is important for system trust.

One of the important factors to choose the trust model is the type of network topology, such as:
Homogeneous networks (CCTV camera network), heterogeneous (IoT network), hierarchical networks
(DNS server networks), static networks (sensor networks) , dynamic networks (VANET networks),
among others. Each of these networks will have different challenges and contrasting methods for
determining trust between entities.

On the other hand, in terms of security, conventional models (encryption, signatures, authentication,
etc.) assume that attacks are carried out by an entity outside the network, but this approach is not enough
to guarantee system security, as entities within the can be compromised and attacks can be performed
from them[54].

A very important concept for trust models is “zero trust”, this means that no entity is trusted until it
has been verified. Entities' trust is dynamic and depends on time and on the events that take place.

The main contribution of trust models in system security is the dynamic access control to all internal /
external entities of a system, depending on the scenario, the implemented model, the data provided for
trust calculation. Trust models may also require authentication depending on the situation[54].

For the construction of trust models, two types of systems have been considered, centralized and
decentralized. The centralized system has management advantages and reduced costs, but it has
availability problem, because if the main system goes down, the system will fail. In the decentralized
system availability problems are solved [55].

To provide a better understanding of what a trust model is and considering that trust models depend on
several factors, below in figure 6 (based on the work of Mannix et al. [54]) a block diagram is shown that
includes the most common and important features of trust models. We emphasize that the block diagram
is not based on a specific trust model, but follows the concepts shown in the figure (fig. 6).
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FIGURE 6: GENERAL TRUST MODEL

The initial phase of “Data Gathering” is one of the most important for the trust model. In this phase
data is collected such as: entity's physical data (entity status, communication characteristics,
hardware/software resources, among others); explicit trust data, referring to interactions between system
entities, commonly evaluated with probabilistic methods; and implicit trust data, are explicit trust data
obtained from another source, for example and A wants to communicate with B, A can ask C for the trust
value he calculated to communicate with B.

In the “Data Processing phase”, implicit trust and explicit data are pre-processed before performing
the implicit and explicit trust calculation. This processing allows that, through mathematical models and
depending on the system, some data are prioritized more than others for the calculation of the confidence
value.

Then, the calculation of the “Global True Value” (GTV) is performed using a mathematical model to
calculate the global confidence value considering the values found in the implicit and explicit trust. The
result is a meaningful value used by the system to classify entities as malicious or not.

The “Threshold Calculation” in many models is a static value, but calculating a dynamic threshold
value offers flexibility and adaptability to the system. After opting the threshold (Threshold - TH), the
values and the GTV of the entity, these values are compared, and the system will decide if it is safe to
interact with that entity or on the contrary it is a malicious entity.

If the entity is classified as “Trust Entity”, the system will interact with it without restrictions until the
time comes to perform a new validation. On the contrary, if it is classified as a “Distrustful Entity”, the
system will generate an “Security Alert” to be treated according to “Security Procedures”, and then carry
out a new validation of trust. Finally, the result will be stored historically for later confidence
calculations.

The trust model is established from three aspects, namely explicit trust, implicit trust and global trust
for assessing the reliability of the elements of the CWD-WPT system. Next, the process of calculating
such variables is described, which is based on [56].

Explicit Trust: Explicit trust is a TVL-Z- nominal value assigned from the satisfaction that an entity i
has when using a service presented by entity j; for the present work, i will represent a EV that use the
charging station, and j will represent the FS that manages the charging station. The TVJ; satisfaction

value can be 0 or 1, depending on the absolute service dissatisfaction (TVifj- = 0) or the complete
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satisfaction (TVl-Z- = 1) respectively. Considering the total number of interactions (H; ;) between an EV (i)
and entity j, the explicit trust of EV; in entity j would be the weighted sum of historical classifications:

Hij
X, 2 TV @ (tn)
Hi,j )

Zh=1 (p(th)

ETV;; =

(34)

where @ (th) = e £®=th) js the time function that captures the nature that more recent evaluations
are more important than earlier ones, £ is the decay factor, @ is the current time, and t;, is the h-th service
time.

Implicit Trust: for EV; this type of trust is calculated from trust assessments that other EV (i") have
in relation to entity j. The ratings of all EVs are stored off-chain and can be denoted in a time string as:

Hil .
RET;; ={(TV} ,t,), .., (TVi’}_ " th), s TV, iy, ). (35)

EV; can access personal recommendation data after the consent from the data owner and the
blockchain network authorization. Malicious users commonly offer false and misleading
recommendations and legitimate ones can give unfair and subjective feedback due to personal
expectations and opinions.

For our case, the FS has authorization to access trust rating data between entity j and other EVs, but
one has to consider that as soon as there are trusted users who offer fair ratings, there are also malicious
users who can offer misleading or false ratings. To minimize the impact of false reviews or the credibility
of all reviews should be verified, firstly detecting extreme malicious feedbacks (EMFs) and validating
normal feedbacks. Specifically, rating beyond a p + 36 range can be considered an EMF, where p is the
average of number I' collected from feedback ratings against a specific power node and ¢ =

\/anzl(TVm - u)z is the standard deviation. The non-parametric cumulative sum (CUSUM) algorithm

can be adopted for the detection of extreme malicious feedbacks (EMFs) within p = 3o [56].

Taking into account the social characteristics (such as interaction with other EVs, feedbacks from
the use of the system, personal recommendations) and rating bias, the second phase is devoted to the
obtention of the credibility of each normal feedback. Typically, an EV; user tends to assign a greater trust
value to their friends, whereas strangers start attributing values from average ones, which can be
increased or decreased, according to the evolution of the interactions. Additionally, users
recommendations become more reliable if the deviation between their ratings and others users” rating on a
certain power node is decreased.

The trust between system entities can be described using the graph 3 where nodes represent EVs and
edges represent the relationship sr; ;- involved in a pair of EVs (EV; and EV;r). The edge sr; 7 = 0 when
the EVs have no relationship, and sr; ;; = 1 when they have close relationship [56]. Next, in figure 6, the
vertices and edges related to an E'V; are shown.
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Therefore, user EV;'s trust in user EV; can be obtained by

ETi,i’ = STy + 65 Z STz -STq i - (36)
iENi

where 6s € [0,1] is a tuning parameter. N; is the set of neighbors of EV;, i.e., sr;; # 0, VI€N;.
The deviation value of EV in entity j is defined by

divi”j = 2 |TVh TV (37)

l]h

77 o 1 1 Hi’,' h . R .
where TV, = H—erEﬂjEZIpi TV ; is the average rating of the recommendations obtained from

information stored in the off-chain given by the i (EVs) that interacted with j (FS) and granted EV;
recommendation request and H; ; is the total number of interactions between the EV; and entity FS.
Therefore, for EV;r, the credibility of the recommendation of EV; to j is
cre; L’j ETi,i’(l - divi”j). (38)
The implicit trust between the EV; and entity j can be expressed by:

Z Z Tcregy; TV d)(th)
ITV i'ellj Lap= 1 Li'j - (39)
Zl 6]] Zh 1 Crell g (D(th)

Global Trust: The global trust of EV; to j is the sum of implicit and explicit trust, i.e.,

GTV;; =3 ET (1 —%;).1T;; . (40)

22



3;; is a weight value, denoted by 3; ; = HH’:& , Where 8t € [0, 1] is a tuning parameter. Therefore,
i,jtot

to increase the accuracy and weight of explicit trust, the interaction number should be higher.

2.6. Summary

This chapter described cryptographic techniques, security tools, security properties and cyber-attacks
that can affect the system and a computational trust approach to be used in protocol proposals. The
cryptographic techniques were chosen towards offering the proposed protocols security and high
performance.

Diffie Hellman Key Agreement based on ECC, Short Signatures and Blind Signatures, bilinear
pairing, and Hash Chain were used for the first protocol, whereas Key Agreement based on chaotic
cryptography, signatures based on chaotic maps, and hash chain were employed for the second one. The
third protocol is based on blockchain and used a key agreement founded on chaotic maps and hash chain.
Finally, the fourth protocol was designed considering computational trust based on blockchain, Short
Signatures, Blind Signatures, and bilinear pairing.
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3. RELATED WORK

In this chapter, a literature review is presented, aiming to describe the relationship of each work to the
others under consideration and to reveal any gaps that exist in the literature. The related works covered
are divided into three groups: one that focuses on proposals for authentication protocols among various
entities to protect against computer attacks and preserve privacy in dynamic charging systems; another
related to the use of blockchain to ensure security of user information in VANET networks and, finally, a
group that involves references related to computational trust, Smart Grids and VANETS.

3.1. Authentication of EVs in a Dynamic Charging System

Ensuring security and confidentiality in EV authentication and access control with the CWD-WPT
system is one of the major concerns of the service. The user requires that their information not be stored
on the devices in the middle of the connection between the EV and the charging station.

Several protocols have been proposed to authenticate a moving EV in a dynamic charging system.
Among these protocols are Li et al. [57], Hussain et al.[23], Gunukula et al.[24], Rabieh and Wei [25],
Pazos-Revilla et al. [58]; these protocols were proposed on an architecture that does not consider the
utilization of the cloud to support the charging system. Another one (Tajmohammadi et al. [59])
proposes an authentication protocol with cloud architecture but does not carry out a formal security
check.

Li et al. [57] presented an authentication protocol called “Fast Authentication for Dynamic EV
Charging (FADEC)”, which has a dedicated short range communication (DSRC) based on the IEEE
802.11p standard and a five element architecture, i.e., the utility in charge of the management and
administration of the CWD system, a Certification Authority (CA) that certifies all system keys, a set of
pads installed on the highway for inducing energy to EVs, RSUs, which are wireless communication
devices distributed over the sidewalk and interconnected through a backbone network, and EVs equipped
with On board Units (OBU) that use dedicated short-range communication (DSRC) to communicate with
RSUs.

The authentication protocol was based on the hash-based message authentication code (HMAC),
which authenticates entities that rely on a symmetric key shared between two parties, the Elliptic Curve
Digital Signature Algorithm (ECDSA), which authenticates vehicle safety messages, and Just Fast
Keying (JFK), a key exchange protocol based on the Diffie Hellman protocol. Li et al. [57] do not
emphasize the authentication process and establishment of the session key (JFK protocol). The security
based on the JFK protocol has some flaws, since it does not protect the privacy of the user and is
susceptible to repetition attacks.

Hussain et al.[23] designed a mutual authentication protocol that ensures privacy for a CWD system
via charging plates (CPLs) installed under boards. The authors adopted the concept of online electric
vehicle (OLEV) used in South Korea to name vehicles that receive an electric charge from the power line
installed below the road surface. The network is based on a typical VANET consisting of EVs equipped
with an OBU to communicate via DSRC with the infrastructure and a tamperproof module (TRM) that
stores the EV’'s confidential information. On the other hand, CPLs are installed on the track for
recharging the EVs. The VANET Authority registers and revokes the system and the Tariff Service
Provider Authority (CSPA) supplies energy to the CPs. The Department of Motor Vehicles (DMV) is at
the top of the hierarchy, where each VANET Authority must be registered.
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The protocol of Hussain et al. [23] uses the following cryptographic primitives to ensure protocol
security: EI Gamal encryption algorithm over elliptic curve cryptography (ECC), hash, hash chain, and
XOR functions, for security analysis, which prove the resistance of the protocol against replaying attacks
and impersonation, and dispute resolutions between EVs and the charging system. They have focused
only on efforts to ensure mutual authentication and have not analyzed other security issues that may affect
the system, such as integrity, DoS attack, Man In the Middle attack, amongst others.

Gunukula et al.[24] designed a protocol that preserves the security of the dynamic charging system
and payment of the service. The network model considered in Gunukula et al.[24] is composed of a bank
responsible for the sales of charging coins and verification of the validity of currencies. A charging
service provider (CSP) manages the RSU group that is part of the charging station, the RSUs responsible
for the management of the group of charging pads installed on the highway, and the charging pads
responsible for the induction of energy to the EV.

Towards guaranteeing the security of the system, the protocol was based on the following
cryptographic primitives: ECC-based partial blind signature, Diffie Hellman key agreement based on
ECC, Exclusive OR and modified hash chain. The safety analysis describes the protocol of Gunukula et
al. [24], which guarantees the anonymous authentication of the EV prior to the charging and
disassociation of the EV with the currencies purchased. It also provides a description of resistance to
attacks such as double spending, man in the middle, and others related to payment for the service;
however, it does not analyse attacks that can affect the overall system.

Rabieh and Wei [25] proposed an efficient authentication protocol that guarantees the privacy of
drivers. It is composed of EVs that use the charging system, and a charging management center (CMC),
i.e., the main component of the architecture, controls the charging controllers and the charging pad (CP).
The CPs are installed under the road and induce electric charge to the EVs. A charging controller is
installed next to the highway and interconnects the CMC and the pads of the charging station. Finally, the
charging carrier implements the necessary infrastructure for charging the EVs (CMC, charging
controllers and CPs).

The protocol guarantees the security of client information through the following cryptographic
primitives: hash chain, hash, Exclusive OR operations and blind signatures based on bilinear pairing. The
security analysis describes the way the protocol performs a mutual authentication between the EVs and
the system and guarantees the privacy of the EVs, unlinkability, double spending and anonymity of the
EVs. Differently from other protocols, the one designed by Rabieh and Wei [25] considers an specific
architecture of VANET and the security analysis does not consider several attacks that can affect the
system such as injection, known key and impersonation attacks, among others.

Li et al. [60] developed an authentication protocol for a CWD-WPT station called “Portunes+”. The
cryptographic primitives used for its creation are hash, AES encryption and signatures, and ECC-based
subscriptions enhanced with Portunes +. The architecture involves a charging service provider (CSP),
charging pads (CP) installed on the floor of the road, a pad owner located near the wheel and that
controls the charging pad, and possible EVs that require charging. The protocol guarantees anonymity,
integrity, and mutual authentication and resists attacks such as replay and impersonation; however, the
authors did not discuss other attacks that might affect the system (e.g., privileged insider, known key,
injection, random number leakage, injection, among others).

Tajmohammadi et al. [59] designed a cloud-based protocol for authentication and payment of load
services at CWD stations supported by 5G networks. It uses symmetric keys established to guarantee the
confidentiality of private information during message exchange, and low cost cryptographic primitives,
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such as Hash and XOR functions to authenticate the EV. The architecture is composed of entities
allocated in the cloud (Key Distribution Center (KDC), an Energy Provider (EP), a Bank and Trusted
authority (TA), and entities allocated on the highway (RSUs, pads and EVs). The protocol guarantees
privacy, anonymity, and mutual authentication and resists attacks such as impersonation, Man in the
middle, replay, unlinkability, double spending, security against free riders, and privileged insider.
However, the authors do not describe the way it guarantees integrity and resists password guessing,
random number leakage, masquerade, and other attacks.

As can be seen in the above mentioned related works, although cloud computing has been dealt with
in EV charging systems in VANET networks, fog computing has not yet been deeply explored for such
systems.

Among the several advantages offered by fog computing over the traditional cloud are latency
reduction and greater bandwidth. Regarding security analysis, the related studies investigated some
attacks, but disregarded others that jeopardize the privacy, confidentiality, and availability of the system.
This manuscript introduces an authentication and access control protocol that considers a fog-based
system and utilizes Chebyshev chaotic maps, which most probably have not been used for CWD-WPT
systems, to reduce computational and energy costs and improve security aspects. Resistance to different
types of attacks (including some not treated in the related studies) is discussed and evaluated.

Table 1 shows a comparison of the entities and cryptographic primitives adopted by the protocols
focused on CWD-WPT.
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Table 1. COMPARISON AMONG ENTITIES AND PRIMITIVES

Cloud- Formal Comparison
Protocol Entities Considered Cryptographic primitives b verification with other
ased? -
Security? protocols?
EV, pad, 5 HMAC, symmetric key;
[57] RSU, Utility, | e ECDSA and Just Fast Not Not Not
CA Keying (JFK)
ECVSPCX) 4 ElGamal over ECC, hash,
[23] VANET entities hash chain, and XOR Not Not Not
. functions.
Authority
ECC-based partial blind
EV, CSP, 5 signature, Diffie Hellman
[24] RSU, pad, entities key agreement based on Not Not Not
Bank ECC, XOR and modified
hash chain
EV, pad, C hash chain, hash, Exclusive
Company, 5 OR operations and blind
[25] CMC, C Entities | signatures based on bilinear Not Not Not
controller. pairing
EV, CSP,
RSU, pad 5 MACs, AES encryption,
[60] Owner, Entities | Hash, Portunes+ signature. Not Not Not
Charging Pad
Key
Distribution
Center (KDC),
v ic key, Hash and
Provider (EP), 6 Symmetric key,
[59] Bank, Trusted | Entities XOR functions. Yes Not Yes
authority
(TA), RSU,
EV, Charging
Plate (CP)
Diffie Hellman Key
Proposed I'ESVU p;’;ld, 5 Agreement based on ECC,
Protocol Sen o9 - Short Signatures and Blind Yes Yes Yes
erver, Entities . - -
PROT 1 Cloud(CCS) signatures, b|||near_pa|r|ng
and Hash Chain.
Key Agreement based on
Proposed EV, pad, 5 chaos cryptography, chaos-
Protocol RSU, FS, Entities | based signatures, and hash Yes Yes Yes
PROT 2 | Cloud (CCS) g hair.

After carrying out an analysis of the related works, our proposal aims to address the security
issues by performing an analytical and formal verification of a cloud-based CWD-WPT charging
station.

3.2. VANET Security based on Blockchain

Several works have been published about security of VANET networks using concepts and resources
of Blockchain.

Pazos-Revilla et al. [58] proposed a protocol for controlling access to a CDW WPT download station
using anonymous authentication based on cryptographic primitives such as exclusive XOR and modified
hash string and Diffie Hellman based on ECC. The architecture considers the owner of the EV who
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wishes to use the dynamic charging station must purchase the ticket in a trusted bank and maintain
communications with the service provider. Towards validating the authenticity of the currency, only the
charging service provider (CSP) connects with the bank, thus avoiding exposing the user's identity. After
the coin has been successfully validated, the EV goes to the charging station, which is comprised of a set
of RSUs and manages a group of pads that charge the EV by induction. The authors analyzed the
protocol resistance against attacks such as man in the middle and double spending, but did not analyze,
for instance, masquerade, Forward secrecy, impersonation, privileged insider, random number leakage,
injection, DoS, and known key, which might affect the system.

Jiang et al. [61] designed a distributed and secure wireless energy transfer architecture using
blockchain for 10Ts, including vehicles. Two types of plans, namely energy plan and Blockchain plan are
considered and the architecture is composed of Smart devices (SD), mobile energy transmitters (MET),
service station (SS), data access point (DAP), and miners. The authors employed a Blockchain
consortium (hybrid), a DPoS consensus scheme, and an elliptic curve-based encryption scheme for its
development. However, no security analysis was conducted and the way the scheme can resist computer
attacks that can affect the system is not addressed.

Kim et al. [62] developed a static safe charging system for electric vehicles based on blockchain. The
architecture is composed of an operator, several energy aggregators, and the EV. The authors used
Blockchain and the basic concept of Hyperledger, whose efforts are focused on improving the
performance and reliability of the bounty free blockchain which can be categorized as a private
blockchain. The system uses Redundant Byzantine Fault Tolerance (RBFT) consensus, which is a variant
of BFT and ECC as a scheme of encryption. Regarding security analysis, the authors included an analysis
of attacks such as Replay and Impersonation, but did not consider others (e.g., MitM, DoS, masking, and
injection).

Xu et al. [63] proposed a dynamic group key agreement protocol with Blockchain-based
authentication that guarantees forward and backward secrecy and achieved great performance. The
architecture consists of a key distribution center (KDC), general nodes (GN) that can be any type of
device, and a private Blockchain with PoS consensus algorithm and bilinear pairing as a cryptographic
scheme.

The security analysis included a description of the way the protocol resists attacks such as replay,
impersonation, perfect forward secrecy, and perfect backward secrecy; however, other attacks that can
affect the system (e.g., MitM, DoS, masking, and injection) were not considered.

Tan et al. [64] designed an authentication and key management scheme with no certificates for
vehicles in a new model of VANET networks. The architecture is composed of a Trust Authority (TA),
access points (AP), RSUs, and Vehicles. In the work [64], a consortium Blockchain system (hybrid) is
used to create a group key of several vehicles, the encryption scheme used is based on bilinear pairing.
On the other hand, the consensus method is not described. This work ([64]) does not describe how the
proposed protocol resists attacks such as injection, MitM, known key, among others.

L. Roman and P. Gondim [65] proposed an authentication protocol for a CWD-WPT charging
station based on bilinear pairing. the architecture proposed in this work consists of a control center server
located in the cloud (CCS) that manages the FS, several fog servers (FS) that manage the RSUs of the
charging station, each of which groups a number of charging pads and the charging pads embedded in a
row on a lane of the highway. A security analysis of how the protocol resists different computer attacks
was conducted and AVISPA successfully performed a formal security verification. The protocol does not
include blockchain or trust management.
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Below is a comparative Table 2 of the main characteristics of the studies that used Blockchain.

TABLE 2. COMPARISON OF PROPOSALS FOR BLOCKCHAIN-BASED SECURITY VANETS

- . Cryptographic Type of
Protocol Entities Considered primitives Blockchain Consensus
hash chain. bilinear
EV, CSP, RSU, 5 T
[58] pad, Bank Entities pairing, ECC Not Not
SD, MET, S5, 5 consortium
[61] DAP, and entities ECC and Hash (hybrid) DPoS
miners.
operator,
energy 3 .
[62] aggregators, | entities ECC and Hash private RBFT
and EVs
KDC, GN, and 3 bilinear pairing and .
[63] devices entities hash private PoS
[64] TA, AP, RSU, 5 TA, AP, RSUs and | consortium not
Vehicles entities Vehicles (hybrid) described
EV, pad, RSU, 5 ECC, bilinear
[65] Fog Server, Entities pairing, Hash Not Not
Cloud(CCS) Chain.
Proposed EV, TA, FS, Chaos
RSU, CCC, 6 cryptography and consortium
Protocol . o ; RBFT
Charging Pad entities Hash hybrid
PROT 3 (hybrid)

3.3. Computational trust in VANETSs, Smart Grid and CWD-WPT

Below is a description of recently published studies on CWD-WPT charging systems and techniques
related to computational trust for VANET and Smart Grid networks, and CWD-WPT systems.

K. Mannix et al. [54] discussed the general structure of a trust model, environments, types of attacks
that violate both confidentiality and privacy of data, and the suitability of parameters and calculation
methods according to environments and network types. The authors compared two trust models designed
in two different Industry 4.0 networks. Such a study is relevant, since it demonstrated the design of a trust
model depends on the service and the network architecture considered.

k. Hamouid and k. Adi [66] , proposed an anonymous authentication scheme for CWD-WPT charging
for EVs, called FLPA (Fast and Lightweight Privacyaware Authentication), comprised of a Registration
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Trusted Authority (RTA), a CSP, several pads, a bank, several RSUs, and EVs. The cryptographic
scheme is based on bilinear pairing. The authors conducted an analysis and a comparison of
communication and computation costs in relation to other protocols; however, no security analysis was
performed.

W. Ahmed et al. [67] proposed a blockchain-based trust model and incentives to get EVs to
participate in validating road events on VANET networks. The network model considered is composed of
a TA, a public Blockchain system and PBFT consensus, RSUs and vehicles. The encryption scheme used
is based on an elliptic curve. In this work, the following security properties and attacks are analytically
analyzed: Privacy preservation, Unforgeability, Message authentication and reliability, False message
attack, Sybil attack, Replay attack, Defense against Byzantine RSUs, On-off attack, Collusion attack.
Finally, the authors compare the computational performance between the proposed system and the system
proposed by other authors. Although it is a work that uses computational trust in VANETS, it addresses a
specific work for trust in the road alert message service. Our work is focused on the CWD-WPT recharge
service for EVs.

F. Ghajar et al. [55] designed a Scalable Blockchain Trust Management System (SBTMS) to support a
Blockchain-based VANET and solve centralized problems and mutual distrust between VANET units.
The vehicles use Bayesian formula and other blockchain information for checking the validity of the
received message, so that later the reliability rate for each message. Vehicles carry the calculated rates to
the RSUs to calculate the net reliability value. The authors used sharding consensus algorithm, but did not
report on the type of blockchain adopted in the system. The network model considered only RSUs and no
performance analysis of the vehicles was conducted. A security analysis considered false messages and
no other types of attacks that might affect the system (e.g., replay, impersonation, MiTM, among others).

X. Wu et al. [68] proposed a lightweight and secure management scheme for a Harvesting-Dynamic
Wireless Charging (EH-DWC) system that guarantees its effective authentication, secure communication,
privacy protection, and reliable payment. The model is comprised of a TA, a power Supply Station (PSS),
a Blockchain network, several RSUs, and EVs and the cryptographic scheme used is based on elliptic
curve and bargaining game. However, no information on the blockchain used (class and consensus
algorithm) is provided. A security analysis conducted considered the following characteristics of security
and attacks: mutual authentication, secure communication, anonymity, and replay and MiTM attacks;
however, it disregarded other types of attacks that might affect the system (e.g., Masquerade, Random
number leakage, Privileged insider, among others). No performance comparison with other similar
protocols was not performed.

T. Bianchi et al. [69] developed an authentication protocol for a Dynamic Wireless Power Transfer
(DWPT) charging system, which is resistant to tracking of user’s activity and provides higher efficiency
compared to authentication protocols. It contains the following entities: a Charging Service Provider
Authority (CSPA), a vehicle registration and revocation authority, several charging pads, and EVs, and
was designed with unique OR operations, hashing, and hashing chains. A security analysis was
analytically performed for the following security properties and attacks: impersonation, unlinkability,
MiTM, Free-riding, and Double-spending; however, it disregarded other attacks such as Privileged
insider, Resistance to password guessing, Replay and Injection, among others. On the other hand, a
performance comparison with other protocols was conducted regarding computational and
communication costs.

R. Khalid et al. [70] proposes a blockchain-based trust management method that improves cooperation
and privacy for multi-agent systems (MAS) in a Smart Grid network. To improve cooperation between
agents and encourage them to restore their trust, a strategy based on game theory called tit-3-for-tat
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(T3FT) was developed. On the other hand, to improve the agents' cooperation and perform Blockchain
block validation more efficiently, a proof-of-cooperation consensus protocol is proposed. The results
show that the trust model proposed in this work has better results compared to other proposals. The
system model considered is composed of a Blockchain system, the agents. The security analysis does not
consider internal attacks that can be carried out by dishonest agents, but rather performs an analysis where
privacy, verifiability, fairness and transparency of the system are considered, in addition to demonstrating
resistance to bad-mouthing and on-off trust related.

K. Qureshi et al. [71] propose a trust evaluation model for smart grids (TEMSG) to ensure the secure
aggregation of data from smart grids (SG) and smart cities. To collect trust data and estimate the
information, the authors use machine learning methods, to then evaluate and verify the accuracy and
reliability of the system. The model of the SG system considered is composed of several modules such as:
management, communication, electrical generation, transmission, residential and commercial and
electrical storage. The authors carry out a general analysis of how the system can guarantee the security
of the SG, but do not detail how the proposed system can support some attacks such as replay, injection,
among others.

K. Boateng et al. [72] performs a study and contextualization of the use of trust in the Smart Grid
under the conceptual domains and priority areas of NIST, multi-agent systems and the formalization of
derived trust. The authors propose a new substation-based trust model and a Modbus variant to detect
final-phase attacks. The variation was tested in different scenarios using two public datasets. The
proposed model detects attacks on datasets and their influence on the behavior of the trust model.
according to the results, the authors believe that the proposed trust model can be the basis for the creation
of new models that fit other systems, such as the charging systems for EVs CWD-WPT.

Y. Wang [56] proposes a safe and efficient CWD-WPT charging scheme for vehicular power grids
(VENSs). The system model considered is composed of a consortium-type Blockchain system (unspecified
consensus algorithm), RSUs, charging/unchanging pads and EVs. The Blockchain is used for access
control and trust management, the game theory for managing recharge schedules and, finally, a
cooperative mode of energy transfer is proposed. the work does not perform a detailed security analysis
where it is described how the proposed system can resist computer attacks (such as: replay attack,
masking attack, DoS, among others). In this work, analyzes and comparisons with other proposals are
performed.

Below is a comparative table (Table 3) of the main characteristics of the studies that used in CWD-
WPT and trust management.
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TABLE 3 COMPARISON OF THE MOST RELEVANT DATA FROM RELATED STUDIES

Entities Cost-based
CWD-WPT Trust . Encryption | Security comparison
of the . Blockchain . : .
roposal Service management technique Analysis with other
prop proposals?
Blockchain,
[56] EV, Pad, RSU Yes Yes Yes ECC, RSA Yes Yes
RTA, CSP,
[66] pads, bank, Yes Yes Not bilinear pairing. Not Yes
RSUs, EVs
PSS, ECC and
68 Blockchain, Yes Not Yes bargainin; Yes Not
[ gaining
EV, RSU game
OR operations,
[69] CSPA, RRA, Yes Not Not hashing, and Yes Yes
pads, EV . .
hashing chains
TA,
[67] Blockchain, Not Yes Yes ECC Yes Yes
EVs
[54] -- Not Yes Yes - Yes Yes
[55] RSU Not Yes Yes - Yes
Blockchain,
[70] Aggregator, Not Yes Yes Yes Yes
prosumer, -
physical slayer
management,
communicatio
n, electrical
generation,
transmission,
[7 1 ] and Not Yes Yes -- Yes
residential,
commercial,
and electrical
storage
[72] Smart Grids Yes Yes -- - --
Diffie-Hellman
Key Agreement
based on ECC,
EV, Pad, RSU, Short
Proposed Fog Server, Signatures and
Protocol Cloud(CCS), Yes Yes Yes Blind Yes Yes
PROT 4 TA signatures,
- bilinear pairing
and Hash
Chain.

3.4. Summary

In this chapter, the related work has been separated in three sections, the first section mentions some
works related to dynamic charging systems, in addition to a brief description of the characteristics such as
architecture used, cryptographic schemes used and security analysis performed. For this first section, a
comparative table was made (Table 1) where it is clearly shown the differences between the related work
and the Proposed Protocols PROT_1 and PROT _2.

On the other hand, a second section of related work was created, where some published works were
considered, focused on the use of Blockchain to guarantee the security of the system. For each work, a
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brief description of the characteristics such as architecture used, cryptographic schemes used, type of
blockchain and consensus system used was made. Table 2 was created to better visualize the differences
between the works based on the blockchain and the protocol PROT_3

Finally, a literature review on the application of computational trust to VANET and smart grid
networks and CWD-WPT systems and a verification of the authentication protocols of the latest CWD-
WPT systems were conducted. To better visualize the differences between works related to trust
management and the PROT_4 protocol, Table 3 was created.

The next chapter is devoted to the problem formulation and the proposal and evaluation of the
protocols PROT_1 and PROT_2
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4. PROBLEM FORMULATION AND PROPOSALS FOR CENTRALIZED CWD-WPT
CHARGING STATION

This chapter introduces two protocols for a network model considered centralized, since the service is
managed from the cloud, enabling the implementation of several recharge station control servers
(geographically distant) for the management of the system. Two protocols (PROT_1 and PROT_2) were
designed for the architecture.

4.1. Centralized CWD-WPT charging station system model

Figure 8 shows the network model with company charging server (CCS) (located in a cloud), EVs and
a CWD-WPT charging station. Each CWD-WPT charging station is comprised of a fog server, multiple
RSUs and charging pads.

CLOUD
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Company Charging
Server

\

/ Fog Server \

....... @
N
7
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WPT — CWD charging station

FIGURE 8. NETWORK MODEL WITH CENTRALIZED CWD-WPT CHARGING STATION

The system is assumed to have several CWD-WPT charging stations that communicate with the CCS.
EVs can communicate with the CCS via the Internet. RSUs are access points installed on the roadside of
the CWD-WPT charging station and can cover several kilometers.

We consider there are "t" RSUs for one CWD-WPT charging station, and each RSU can
communicate with a group of "¢" pads, while the fog server can communicate with all RSUs of the
CWD-WPT charging station. Pads are elements that induce an electric charge to the EVs in motion using
WPT. Each pad is activated through the validation of a unique key delivered by an EV. EVs can
communicate with FS and RSUs through wireless networks, and with the pads through a short-range
wireless communication device.

Towards a performance comparison among other protocols and the proposed scheme, according to
[60] and [73], a charging station can be 4.2 km long and is managed by 1 FS (managed by CCS), 7 RSUs
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(managed by FS) positioned 600 meters apart from each other, and each RSU manages 750 pads
separated by 40 centimeters. Table 4 shows the characteristics of the charging station considered for this

architecture.

Table 4. Characteristics of the charging station’s central architecture

Entities FS RSUs (1) Pads (y) for 1 RSU

Number of entities for
Charging Stations 1 7 750

Separation Between
Entities of the Same N/A 600 m

Type

4cm

In the proposed protocols, FS is considered safe, RSUs and pads are considered safe but curious, and
EVs are considered unsafe. On the other hand, communications that support the functioning of the
system, but are not directly part of the authentication or access control processes, which are the focus of
this thesis, are therefore assumed to be secure, that is, communications are secure between:

e the FS and the RSU, on all phases,

e RSUs and pads, on all phases,
e the EV and the CCS, on the phases of registration and purchase of tickets.

Communications are insecure between:

e the EVs and the FS in the authentication phase,
e the EVs and the RSU in the authentication phase,
e the EVs and pads in the authentication phase.

4.2. Adversary (attack) Model

Dolev Yao threat model [74] was used to analyze the security of the proposed protocol and the following

assumptions were defined:

»  The attacker can obtain any message from the network;
* An attacker can delete, spy, or modify messages transmitted over an insecure channel;
* An attacker can perform various attacks such as impersonation, Man in the middle, replay,

unlikability, double spending, among others;
* Encrypted messages and hash functions are unbreakable.

For this system model, two protocols are proposed, considering the adversary model described in this

section.
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Protocols PROT _1 and PROT_2 are composed of 4 phases (see Figure 9) described in Sections 4.3
and 4.4.

_________________________________________

Charging Request and Authentication

Il

‘ Charging Solicitation

{

Fail
End of Connection <:I Authentication

ﬂ Successful
Charging Activation

FIGURE 9. PHASES OF THE PROPOSED PROTOCOLS PROT_1 AND PROT_2

4.3. Protocol PROT 1 - Bilinear pairing-based authentication protocol for CWD-WPT
charging system

The first protocol proposed for a CWD-WPT charging station is here described. This protocol was
developed with cryptographic techniques based on bilinear pairing.

Our first protocol is divided into four phases, namely initialization, registration, ticket purchasing and
charging request (see Fig. 8). In the initialization phase, sets, functions and master keys necessary for the
start of the operation of the scheme are defined. In the registration phase, the data of the EV are stored in
the system. In the phase of purchasing tickets, EVs purchase one or several tickets to perform the EV
charge in the charging station. Finally, in the charging request phase, the delivery, validation,
authentication and generation of keys necessary for the charging of EV through the CWD-WPT system
are performed.

1% phase: Initialization of the System

In this phase, the use of the pseudorandom random number generator (PRNG) is considered for the
generation of nonces and seeds. The PRNG will be reinitialized at random times, and the random value
generated by the PRNG will be processed by a hash function to be used by the system. In PRNG, the
initial state is changed with parameters that are the product of applying hash functions over input values
concatenated with timestamps [51].

The system chooses two cyclic groups G, and G, of orders g and P and a generator element of group
G, are chosen. G; and G, are supposedly related to a non degenerative pairing and a bilinear map that can
be efficiently computed:
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é: G, x G, — G, such that (P, P) # 1G, and &(aP,bQ) = &(b P,a Q) = é(P1, Q1) € G, forevery a, b
€ Zy and every P, Q € G;. Moreover, the hash functions of the system are defined: H: {0,1}* - G; and
H,:{0,1}".G - Zg.

CCS then chooses a master private key Y., € Z; and calculates its global public key Y., = Xc¢s *
P. Additionally, it computes its own public key Q..c = H(ID..s ) and private key S..; = Xccs * Qces -

Finally, the CCS defines an elliptical curve on a finite field E (Fq) and parameters {G;, G,, é, P, H,
Hz, Ypup, Qces } are published.

2" phase: EV registration

All owners of EVs who want to use the CWD-WPT charging system register with the CCS through a
secure channel. The user chooses a random number Xgy,, € Z; and calculates Yz, = Xgy * P, where Xgy,
will be his/her private key and Yy, will be the public key. This public key along with identity (/D) and
vehicle charging parameters (VCP) are sent to the CCS to be stored. Finally, the CCS creates a certificate
Certgy = Xccs * Qpy Where Qg = H(IDgy) and sends it to the EV.

3 phase: Tickets Purchasing

Each ticket is assumed to have a specified amount of energy to be induced to the EV through a certain
number of pads. The tickets are purchased through a secure channel and the EV has an associated bank
account in the CCS, with enough money for their purchase.

The first message, m,, requesting the purchase of n tickets to the CCS is sent by the EV.
m1 = {n, IDEV' CertEv}

The CCS receives it and generates n random values {ry,7,, ...,7,} € Zg. For eachr; for0 <i <mn,
R; = r; = P is calculated and a message m, containing set R={R;, R,, ...., R, } is sent to the EV:

my = {R}

The EV receives it, creates n random pseudonyms {PID,, PID,,...,PID; ....,PID,}, and applies a
blind signature to each n PID. It then chooses two random numbers a, b € Z; and computes the blind
pseudonym (B) for every pseudonym PID:

B; = H(PID;,&(bQccs + R; + aP ,Yy,p))+b (42)
The EV sends message ms with the B = {By, B, ...., B;, .... B, } to the CCS to receive the system
signature.
ms = {B}
The CCS receives the message and signs all blind pseudonyms from set B:

Bs; = (B; * Sces) + (7 * pub) (42)

It then sends message m, (Bs = {Bs;, Bs,, ...., Bs,}) to the EV.
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Finally, the EV receives m, containing set Bs and calculates two values (J and L) for signature
verification to obtain the signature of each blind pseudonym set B = {B4, B, ...., Bj, .... By}

Ji = Bs; + aYpyy, and L; = B; — b, therefore, the signature of each blind pseudonym B; will be the
pair of values (J;, L;). The figure 10 shows a summary of the ticket purchase phase and a summary of the
ticket purchasing phase, respectively.

EV CCs

my = {n,IDgy, Certyy},

{ri,m2, .. 1m} € Z3
m, = {R} R =1 %P
R ={Ry,Ry, ..., R, }.

A

{PID,,PID,, ....,PID,}

B; = H(PID;, &(bQccs + R, +aP,Y,))+b ms = {B}
3=

B ={By,B,, ..., B} ¢

Bs; = BiSces + 1i¥puw

my = {Bs} Bs = {Sy, 5, v, Sy}

A

Ji=S +a
Li=B;—b

FIGURE 10. TICKET PURCHASING OF THE PROPOSED PROTOCOL PROT _1
4™ phase: Charging Request

This phase describes the verification, authentication, and creation of session keys between the EV and
the CWD-WPT charging station.

Once the EV owner has a valid ticket (PID;, J;, L,) and wants to charge his/her EV in a CWD-WPT
charging station, the EV system selects a random number @5, € Z; , calculates ¢z, = @gy * P, and
sends an m; message to the fog server

my = {¢gy, ts, H(Pgy||ts)}, where tg is a timestamp.

The fog server checks the hash and message timestamp m,. If it succeeds, the server chooses a
random value ¢¢; € Z; and calculates session kgs_gy = @, * ¢y and values, such that the EV can
calculate session key ¢rs = @fs * P, verification key VK = H(kss_gy), and signature message oy =

Xfs * H(c;bfs, VK, ts). The fog server immediately sends message m., to the EV.

mp; = {¢fs' VK, te, O-fs}

When m," = {¢,, VK', ts', 055"} arrives, the EV checks fog server's signature oy’: & ( Ofs P) =
78 (H(ss, VK’ ts'), Yss). If the equality is successful, the EV authenticates the fog server, uses the
message values to calculate session Key krs_py = @py * ¢rs, and verifies the integrity of the key
calculating VK = H (kss_py) and checking if VK’ =?VK. If the equality is successful, the EV uses the

session key to crypt and send message m5 containing the ticket (PID,,/,L) and a timestamp to the fog
server.

mg = {PIDy,];, Ll't7}kf5_EV
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When the message arrives at the fog server, it is deciphered with session key k;_gy, the timestamp is
checked and the pseudonym validity is immediately verified: L; = H(PID;, &(J;, P)é(Qccs, Yees) 1) If
the validation is successful, the fog server chooses random seeds a,, a,, creates a new pseudonym
PID2, = H;(PID; + a;), and sends an encrypted message m, containing seed a,, T and a timestamp to
the EV. A message broadcast mg encrypted with key K;_zsy; and containing seeds a4, @, T and a
timestamp is also sent to the group of RSUs. Finally, the fog server revokes pseudonym PID, to prevent
its reuse.

my = {(Zl, T, PID21, ts}kfs—EV y sent to EV
ms = {ay, @, T, PID2,to}k, _pg,» SENt 1O RSU

When the EV receives m,, it decrypts it and checks its timestamp. If the verification is successful, it
calculates, offline, a verification key for each RSU wusing a hash chain HRU(a,) =
{H(a;),H?*(ay),...H"(ay)}. It also calculates, offline, and with each verification key, a message
authentication code HMACgs, = {PID2,]|1||tgl|H®(a;)}, and authenticates each RSU.

All RSUs receive the message ms from the fog server, decrypt with the group key (krsy—¢ ) and
check the timestamp. If the check succeeds, each RSU calculates a check key H%(a;), a session key

krsu—pipz = H(H*(ay [|d) EBHd(az)), a verification key (VK) and a message authentication code

HMACE, = HCH*(ap)||VK;||to]|H? (a;)) , where d is the position of the RSU at the charging
station d: 1<d<.

The authentication of the first RSU is explained in what follows for simplifying the description of the
protocol. The authentication of the EV with the other RSUs and the group of pads managed by it undergo
the same authentication process.

When the EV is authenticated with the first RSU, it sends a message mg containing message
pseudonym PID2g, , the sequence number of RSU, a timestamp, and an HMACLs, =
H(PIDZEVl|1||t9||H1(a1))'

m6 = {PIDZEv, 1, th’HMAC}%SU}

When the message arrives, the RSU checks if its database contains PIDgy,. If so, it checks HMACEg,
with the values associated with PID2gy,. If the verification is successful, the RSU computes session key
krsy—gy = H(H (aq]|1) @© H'(a,)), and sends message m, containing a value H(a,), a key
verification code VK, = H(kgsy—gy), and its signature HMACE, = H( H () ||[VK,||t1o]|H (@) tO
the EV. It also adds the check key to a revocation list of RSUs to prevent reuse of the key.

m, = {H'(a3),VKy, t11, HMACE,}

When m;’ = {H'(a,),VK,', t1o, HMACE,'} arrives, the EV checks the RSU’s MACE,' =
?HMACE, = H(H(a,)'||VK,'||t10'| |H* (ay). If the equality is successful, the EV authenticates the RSU
and uses the message values to calculate session key krgy_gy’ = H(H (aq]|1) @ H(a,)"). It also
verifies the integrity of the key calculating K, = H(k,-s,,_gy’), and compares VK,” =?VK,. If the equality
is successful, the EV uses the session key to send an mg message containing a hash chain request to the
RSU.

mg = {hash chain request, ti}x ., .
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The RSU receives, decrypts, checks the timestamp (¢t;,), and sends message mq to the EV. v is the
number of keys to be authenticated in each pad and v € Z is a random number used as the initial value for
the calculation of the hash chain. Additionally, the RSU sends all pads a message broadcast
my, encrypted with group key (kg—_,qq) that contains public hash chain verification key kpy = HY*1(v)
used for the verification of the keys sent by EV.

mg = {l/) U, t13}kr‘su—EV
myo = {kpp, t13}KG_pad

The EV receives and decrypts mo with values y and v, and computes hash chain H¥ (v). Each block
of pads managed by the RSU receives and decrypts broadcast message m,, with the group key. The
message contains public hash chain verification key kpy = H¥*1(v). Whenever a key from a hash chain
is sent by the EV (m,) to one of the pads, the pad checks if the key has been validated by iteratively
applying & —y (for 0 <& <y + 1) times the hash function and compares it to the public key hash chain
(verification key). If the verification is successful, the pad checks the status of the key in the revocation
list. If the key has not been revoked, it accepts the key sent by the EV and revokes it to avoid double use.
The process ends when the EV has passed over all pads.

Below is the mathematical proof of the signing blind pseudonym and fog server's signature
verification:

e  Signing blind pseudonym verification:

L =?H(PID, 6(J, P)e(Qecs, Yees) ™), (43)

L = HPID,8(J, P)e(Qres, Yees) 1), (44)

= H (PID,&(B.Sces + T Youp + @ Yyup, P)e(—L. Qucs, Xecs: P)), (45)

= H (PID,&(B.Sccs + T Youp + . Yyup, P)8(=(B = b). Qccsy Xees- P)) (46)

= H (PID,&(B.Sccs + T Youp + . Yyups P)B((=B + b)(Qcs-Xecs), P)) (47)
=H (PID, 8(B.Sces + 7. Yyup + @ Yy, —B. Sees + b. Secs, P)), (48)

= H(PID, &(r.Ypup + a.Ypup + b. (Qccs * X¢ss), P)), (49)

= H(PID,&(b. Qecs + Ri + @.P, Ypu3) ). (50)

e Fog server's signature verification: & (o', P) =?& (H(¢ss, VK, ts’), Yss).

é (‘Tfs"P) =@ (H(bes': VK, ts’); st), (51)
=& (H(¢ss\ VK, t5"), x5 * P), (52)
=& (x5 * H(¢ss VK, t5"), P), (53)

=& (055, P). (54)

Figure 11 shows the flow of messages exchanged among the entities in the charging request phase.
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FIGURE 11. CHARGING REQUEST PHASE OF THE PROPOSED PROTOCOL PROT _1
4.3.1. Comparative Performance Evaluation

This subsection reports on a performance analysis of computational and communications costs. The
authentication procedures between the fog server and EVs (FS EVs), EV and RSUs (EVs RSU), and EVs
and pads (EVs pads) were assumed independent, since those processes can be conducted in different time
periods and locations. For example, an EV can authenticate the fog server far from the charging station
with considerable time in advance. The following EVs RSUs authentication process can be performed
hundreds of meters from the first pad and several seconds in advance. Lastly, an EV must be
authenticated by the pad a few centimeters from it and microseconds in advance.

4.3.1.1. Communication Costs

We consider that this transmission uses high coverage communication technology such as LTE, so
that the EV is able to perform the exchange of information with the FS before entering the CWD-WPT
charging station. For communications within the CWD-WPT charging station (EV RS and RSU PAT
Communications) DSRC communications technology would be used which, within the effective
communication range, has better communication performance than LTE. As in [75], the combination of
DSRC and LTE has been considered a good solution for VANET.

Communication cost refers to the total number of bytes transmitted by a network during the execution
of a protocol, without considering the headers or control bits inherent to the communication protocol
used. Table 5 shows the values in bytes of each variable used. (Values taken from Rabieh and Wei [25]).
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TABLE 5. SYMBOLS AND COSTS IN BYTES [25]

Symbol Description Length
(Bytes)
ID Identification 128
PID Pseudo identity 32
H() Hash function 32
X Private key 32
Y,Q Public key 32
k Session key 32
o Digital signature 32
J,L Blind signature 96
¢ Pre key of session 32
T Number of RSUs per fog server
Y Number of pads per RSU 8
a,v Seed 20
t Timestamp 8
VK Verification key 32
hash chain request Hash chain request 8
* Multiplication operator -
é Bilinear Pairing -
CCS Company Charging Server -
RSU Roadside unit -
HMAC Hash-based message authentication code 32
P Generator point of the elliptical curve 32

To calculate the communication costs using Table 4 of an EV that will authenticate to the fog server,
the first RSU and the first pad, we have:

o my ={dg ts, H(Pgpy||ts)} =32+ 8+ 32 =72 Bytes

o my={¢ss VK, ts,0r,} = 32+ 32 + 8 + 32 = 104 Bytes

e mz= {PIDl,]l,Ll,t7}kfs_EV =32+96+8 =136 Bytes

o my={ay,7,PID2y,te}y,,_,, = 16 + 8+ 32+ 8 = 64 Bytes

o mys={ay,a,71,PID2,to}y, po, = 16 +16 + 8 + 32 + 8 = 80 Bytes
o mg={PID2gy,,1,t;9, HMACEsy} = 32 + 8+ 8 + 32 = 80 Bytes

o m,; ={H(ay)", VK, t11, HMAC gy, } = 32 + 32 + 8 + 32 = 104 Bytes
e mg = {hash chainrequest, t;,}, ., =8+ 8 =16 Bytes

e mo={Y,v,ti3}k,, =8+ 16+8=32Bytes

o myo ={kpy tiz}k,_,0q = 32 +8 =40 Bytes

o my, = {H(v)‘p } = 32 Bytes

Table 6 shows the comparison of communication costs between the protocols proposed by Gunukula
et al.[24], Rabieh et al.[25] and our protocol, counting the bytes (according to Table 2) of the messages
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exchanged between entity pairs and the total number of messages exchanged by n EVs that try to enter

the wireless charging system composed of T RSUs and 3 pads charging by RSUs.

TABLE 6. COMPARISON OF COMMUNICATION COSTS IN BYTES (PROPOSED PROTOCOL PROT _1)

Message Gunukula et al.[24] Rabieh et al.[25] Proposed Protocol
PROT 1

M1 32n 224n 72n

M2 128n 248n 104n

M3 168n 128n 136n

M4 136n 128n 64n

M5 32(n*1) 40(n * 1) 80n

M6 32(n*1) 40(n * 1) 80(n * 1)

M7 32(n*1) 2+t *P) 104(n * 1)

M8 20(n * 1) 16(n * 1)

M9 32(nx*x1*Y) 32(n*1)

M10 32n

M1l R2(nx*1+y)
Total n (464 + 7 (116 + 32¢)) | n (728 +17 (80 + 32¥)) | n (488 + T (232 + 32¥))

Figure 12 shows a comparison of the communication costs the protocols proposed in references [24],
[25] and our protocol. The values adopted for evaluation of communication costs are based on Li et al.
[60], who proposed parameters for the modeling of a typical CWD-WPT charging station. According to
Table 4, the costs of the 3 (three) proposals are very similar; they can slightly differ in function of the
values of n (EVs), 7( 7 RSUs), and y(750/RSU).

w

MBytes
= N

o
ok, TN OUlw o M

Communication cost (MBytes)

1

B Gunukula et al.[24]

7

5
Number of EVs

B Rabie et al.[25]

10

Proposed

FIGURE 12. COMMUNICATION COSTS COMPARISON (PROPOSED PROTOCOL PROT _1)
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4.3.1.2. Computational Costs

Below is the calculation of the computational costs of the entities of the network model. Table 7
shows the execution times of the Multiplication (Tp,,;), Exponentiation (T, ) and Bilinear Pairing
(Tpqir) functions based on Tao et al. [52], for each entity. The execution costs of hash function, signature
message, and message signature for RSU and FS were analytically calculated through an interpolation of
the execution times characterized in t. Therefore, 70% of the execution costs of the operations were taken
(which is not responsibility of ) for the definition of the RSU execution time, and 60% of the costs of
their execution (which is not responsibility of T) were used for the definition of the FS execution time.

The time costs of operations as symmetric encryption/decryption and addition, have been omitted,
because their execution times are very short and rarely used in the protocol, in comparison to the Hash
operation.

TABLE 7. COSTS IN ms OF EACH OPERATION AND ENTITY CONSIDERED FOR PROPOSED
ProTOCOL PROT_1 (ADAPTED FROM [52])

Parameters of the entities Costs (ms)
involved
Entity
CPU(GHZ) RAM OS T Texp Tpair Thash Tg—sig Tv—sig
Qualcomm(R) Androi 3
EV/Pad Octa core 1.5 2 d422 0.50 0.54 16.6 | 0.043x10 0.6 0.78
RSUs Intel(R) Dual |, 64bit | a6 | 038 | 115 | 0.03x10% | 0.42 | 055
core 3.1 Win 7
16 Win
ces/eMeyps | Intel®) Hexa oy oo e L 0s | 031 | 8.6 | 0.025x10° | 036 | 047
core 1.6 2012

In what follows is the calculation of the computational cost of each entity in the proposed protocol:

e Each EV executes 2 multiplications (T,,,;) to create the session key as FS, a 1 (one)
verification of the FS signature (T_g;g), P hash (Tpqsp) for each pad, 3 hashes (Tpqasp) to
authenticate FS process, and 2 hashes (T p4¢p) to authentication RSU process.

e Each FS executes 2 multiplications (T,,,,) to create the session key as EV, 1 (one) signature
(T g—sig), and 4 hashes (T pqsp), 1 Exponentiation (T ¢xp), and Bilinear Pairing (Tpqir) to
authenticate the EV process.

e FEach RSU executes 4 hashes (Tj4sp) for authenticating the EV process.

e Each Pads executes ¥ hash (Tp,44p) for authenticating the EV process.

Table 8 shows a comparison of the number of operations performed by the protocols of Gunukula et
al.[24], Rabieh et al.[25] and the Proposed Protocol PROT 1. Like the other protocols, the proposed
protocol performs the operations with higher computational costs in the entity with greater computational
capacity (in our case the FS). On the other hand, entities with lower capacity such as EV, RSU, and pads
perform less complex operations to ensure lower latency for the CWD-WPT scheme.
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TABLE 8. COMPUTATIONAL COSTS COMPARISON (PROPOSED PROTOCOL PROT _1)

Protocols EV CSP BNK/ CMC RSU pad
/ES
Gunukula et ZTEXP + ZnTexp+4‘nTmul+ (Zn + ((T + 1)")2Thash n(z[} - 1)Thash
al.[24 2
[24] (T + D2 + @ + 5)Thasn H1Ty_sig +f,fg::lf)2:}':jr
Rabieh et a|[25] 2Texp + 5nT ey + 4T 0y n(WPY)Thash
(3 + ]p)Thash +2vasig ((3 + "p)r)nThash + 0 T
2nTg_sig +2nTpair
Proposed ZTmul+ inT ZnTriml; 4'nThash n(‘p)Thash
Protocol (5 +Y)Thasn e T4 g-sig
PROT_I + 1Tv—sig +4nT jash + ZnTpaiT
Computational Cost EVs (ms)
2.5
o 2
e
S L5 T
& AR
= 1 T
=05 B
0 A W A A
1 1 1
Number of EVs
BRabie et al.[25] BGunukula et al.[24] BProposed
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FIGURE 13. COMPUTATIONAL COSTS COMPARISON (PROPOSED PROTOCOL PROT _1)

In Figure 13 a comparison of the total computational costs of each entity is shown in the
authentication phase of the protocols of Gunukula et al.[24], Rabieh et al.[25] and the Proposed Protocol
PROT 1. The proposed protocol has a better computational cost for EVs, FS and RSU, and maintains the
same computational costs of the other protocols for a group of 750 pads.

4.3.1.3. Energy Costs

The costs of the energy consumed in the execution of cryptographic operations in the protocols were
compared. Equation E; = Ty * W (joules units),where Tgy is the execution time in ms and W is the
maximum power CPU, calculated the energy costs. W = 10.88 watts [76][77] was assumed for the
comparison of the energy costs of the proposed protocol with those of [24] and [25]. According to Figure
14, our protocol consumed the lowest energy.
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FIGURE 14. COMPARISON OF ENERGY COSTS (PROPOSED PROTOCOL PROT _1)

In comparison with other proposals, our scheme has yielded better computational and energy costs; it
provides better results regarding security analysis and more complete results regarding safety analysis,
and avoided problems related to centralization caused by the use of a cloud environment composed of fog
computing and cloud computing. Such a combination promotes a better distribution of the computational
processing of operations in the devices and guarantees lower latency in communications. Moreover, the
protocol has met the security objectives, according to a formal verification conducted by AVISPA tool.

4.4, PROT_2 - Chaotic Maps based authentication protocol for CWD-WPT charging
system

In this session, the second protocol proposed for a CWD-WPT charging station is described. This
protocol was created considering the same system model, problem model and the same attack model

considered in the first protocol.

The main differences with the first protocol are the cryptographic techniques based on Chaos
cryptosystem, the management of a group with a binary tree of the system elements, the implementation
of a fourth phase in the protocol and a calculation and comparison of the energy costs of the protocol. The
proposed protocol comprehends the following four phases (Fig. 9):

- System Initialization: functions, properties, secret keys, and public keys are defined for the start of the
system operation;
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Registration: the EV shares its data with the system, which validates and delivers some values to the
EV to further identify itself;

Ticket purchase: EVs acquire several tickets to be used at the charging station; and

Charging Request and Authentication: the owner of the EV requests the reloading of the vehicle
informing the ticket in the previous phase (Tickets purchase); the charging station authenticates the
ticket. If the authentication fails, the system ends the connection; otherwise, it activates EV recharging
and then ends the connection.

Nonces and seeds are generated by a pseudorandom number generator (PRNG) and values pre-
processed by hash functions and concatenated with timestamps are used for the initial state of the
generator. During its operation, the PRNG is reinitialized in random time periods and a hash function
defined by the system processes the generated values, as recommended in [51].

The VANET infrastructure is assumed insecure ([16], [78]). The keys and parameters described
below were created offline during system startup using chaotic encryption, but the step by step of their
creation and distribution will be dealt with in another work. Each FS has a public key Y, calculated from
a private key x¢;. The RSU is connected to the fog server and has a group key K¢ _gsy, a private key x;.q,
, and a public key Y,.g,. Otherwise, the pads and RSUs are connected and share a group key for pads
K _paas 10 be defined. The use of groups improves the efficiency of the system, hence, security between
the entities involved.

The protocol was created taking into account the definitions in section 2.4 , according to which chaos-
based cryptography guarantees the security and confidentiality of information, since the results of
Chebyshev chaotic maps operations satisfy the DLP (definition 2) and DHP (definition 3) properties.

1%t phase: System Initialization

The system initialization phase considers a large prime number p, the product n = pq of two primes
p and g (taken as secret values of the system) and a factor of p — 1, and B8 (a generator of the
multiplicative group G and a member of an infinite group GF (p) of order module n [48]). Given the
function ¢(n) = (p — 1)(q — 1), the system selects a random number e € Z;, such that gcd (e,n) = 1

(DAncestor node
KG; = H(K,K3) O Sibling node

K> = H(K4©Ks5) K3 = H(K¢©K7)

K, = H(Kg©K,)

RSU, RSU, RSU, RSU, RSU; RSUj
KGRSU] KGRSUZ KGRSU3 KGRSU4

FIGURE 15. BINARY TREE WITH THE GROUP OF RSUs 48



and a number d satisfying e.d = 1 (mod ¢(n)). H:{0,1}* — Zj is defined as the hash function of the
system. The CCS selects a master private key x.., € Z; and creates its global public key Y,,;, =
Ty oes(B)mod(p); T is a Chebyshev polynomial map of degree g defined by the following recurrent
function[45]:

To(8) = 1 mod(p), for X.. =0
Ty (B) = cos(xees + arcos(p)) = 7,(8) = fmod(p), forx,., = 1 (55)
T, (B) = @2pTy 1(B) =T, _(B)) mod(p), forx, >1

Xecs Xecs

Additionally, the CCS calculates its own pair of public Q.cs = Ty(p,,,)(B)mod(p) and private S s =
Ty,..(Qccs)mod(p)) keys, which must be altered in predefined periods of time.

The system creates a binary tree based on Parne et al. [79] with the group of RSUs that is part of the
reload station. Figure 15 illustrates Binary tree with the group of RSUs.

In the group management schema created by FS, two leafs node are designated for each of last node in
the tree (e.g. N4 node has leafs N8 and N9). The EVs and RSUs are associated with such leaf nodes,
respectively, and the group signature (KG;) is calculated on the root node. KG; is used by group
members to provide privacy protection and mutual authentication between EV and the charging station.
The secret value of the Ki node is calculated by the entire N; inner node in the binary tree as where left(i)
and right(i) denote, respectively, the left and the right children of a Ni node. Function H is a hash
function.

K; = H(Kiere(iy) OH (Krignaiy)) (56)

Ancestors, defined as the nodes in the path of leaf nodes (associated with group members) to the root
node, form an ancestor set. Leaf nodes also have a set of siblings that are nodes born from the same node
as the parents. Figure 15 shows the ancestor set and set of siblings of the N11 node (RSU5.). Each group
member maintains a private group subscription (K Ggy, or KGggy,.) and the associated node has a blind

signature H(KGgy,) or H (K Ggsy,).

The Fog server in message m;,;+i; delivers each RSU a list of blind values of the set of sibling
nodules and the nodule of the EV;. For example, in Figure 15, RSU; knows blind value K;; and the blind
value of his brothers K;,, K, and K3, and, therefore, can obtain all keys in its predecessor set
Ks, K, and K, i.e., the group key (K G;). This approach preserves the security of the group key.

Finally, holding parameters {p,q, d} secret, the CCS publishes {H,p, B, Ypup, Qccs: T) K Gy Kgroup }s
where Kgroup = K1, Kz, K3, Ky oo K7

2"d phase: EV registration

When a user decides to recharge their EV, they will use a CWD-WPT station the first step is to
register through a secure channel in CCS. The user must select a private key x.,, € Z and calculate
public key Y, = T, (B)mod(p). The user and EV data (vehicle charging parameters (VCP) (e.g.,
battery type, charging level, among others), identity (IDgy), and public key) are sent to the CCS for
storage. Finally, a certificate Cert,, = Ty (Qcv)mod(p), where Qcy, = Ty(p,,)(B)mod(p), is created

Xces

by the CCS and sent jointly with Q,,, to the EV.
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3" phase: Tickets Purchase

A secure channel is used for message exchange. We have assumed each ticket guarantees a specific
amount of energy is induced to the EV through the pads. The customer buys several tickets offline with
money from their bank account associated with the CCS. Each user can buy multiple charging tickets at
once.

Initially, the EV requests the purchase of j tickets from the CCS by sending it the following message:
my = {j, 1D, Certy,}

The CCS creates j pairs of random values {ey, &,, ..., & }€ Z;; and {ry, 7y, ..., 77} € Z;;; each r; for 1 <
i <j must satisfy property gcd(r;,n) =1, as in [48]. For each r;, ; = T,,(B)mod(p), the CCS
calculates gcd(t;,n) and checks if gcd(;,n) = 1. If it is not valid, the CCS selects other values. If the
validation is correct, the EV obtains a; =T, (f)mod(p) for each & , and a message

m, composed of Q) = {fl, ty s, fj} and A = {a;, ay, ...., a;} is sent to the EV:
m, = {Q, A}

The EV then creates j random values {cy,cy,...,c;}€Z; and j random tuples
{(uy,v1), (uz, v3), ..., (u;, v;)}, where u and v € Z, and calculates value 6; = ¢;a;, forall 1 < i < j and
the following functions:

t; = Ty4v, ()mod(p), forall 1 <i < j (57)
p = uitedit forall1 <i<j (58)

The EV sends message m3 = {U,C}with U = {u;, i, ..., u;} and C = {cy, c3, ..., ¢} to the CCS,
which calculates

b; = (Uixeesciri t + £)mod(n), forall 1 < i < j (59)

and sends message my = {by, b, ..., b;} = {B} to the EV.
The EV receives m, containing B and calculates:

b; = b7 ¢ (b;t;t; u; + vit))mod(n), forall 1 <i < j (60)

Message ms, containing B = {b;, b, ...., b;}, is then sent by the EV to the CCS:
ms = {B}.
CCS then calculates

I, = (rh)%mod(n), forall 1 < i <j (61)
and sends message m,, to the EV:
me = {L}, where L = {I},1,, ..., 1;}.
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The EV calculates:
0; = (I;b;)mod(n) (62)

Finally, the valid ticket, composed of (6;, t;, 0;), is obtained. Figure 16 summarizes the ticket
purchase phase.

EV CCS
my = {j,ID,,, Certe,}, N
& =T, (Bymod(p)
a; = T, (B)mod(p)
m, = {Q, A}
t; = Ty 4, (E)mod(p) h
0; = ca;
= u Okt my ={U,C}
N Bi = (WiXees Cir;l + £)mod(n)
m, = {B}
b; = b7¢ (b;t;t7 u; + v;t;)mod(n)
ms = {B} |
o me = (L
0, = (bymod(n) |« i
Ticket : (0;, t;, 0;)

FIGURE 16. TICKET PURCHASE OF THE PROPOSED PROTOCOL PROT_2

4™ phase: Charging Request and Authentication

This phase describes the process of authentication, verification, and creation of session keys between
the CWD-WPT charging station and the EV.

i)  Access to the charging station

When an EV owner wants to recharge the vehicle at a CWD-WPT charging station and has a valid
ticket (6,t,0), the EV chooses a random number o,,, € Z;, , calculates y,,, = T,,, (£)mod(p), and sends

an m, message to the RSU,
My = Vev, tS1, HVey||ts1)}, Where ts; is a timestamp.

When RSU, receives message m,, it checks the timestamp and hash. If the match is valid, a random
value g, € Zy is chosen and session key kysy, -ev = Ty, (Yer)mod(p) is calculated.

On the other hand, RSU; calculates the following values so that the EV can obtain the session key and
authenticate it:

Vrsu, = Topg,, (B)mod(p), and (63)
Mrsu; = Txrsu1 (w)mod(p). (64)

where @ =Ty, - yits, es,) (B)Mod ().

RSU; immediately sends message m, to the EV.
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myp; = {yrsul' VK, ts,, nrsul}

After the EV receives m,, it recalculates the RSU; s signature with the values received in the
message: ysy,, = TH(mul_tSl'tSZ)(Yrsul)mod(p) and compares with the signature that arrived in
message m,. If the verification is successful, the EV accepts the message sent by the RSU and uses
its values to obtain session key kg, gy = Tg,, (yrsul)mod(p) and the session key to encrypt. It

then sends RSU; message m; containing ticket (6, t, 0) and a timestamp.

ms = {6’ tl o, tSS}k

rsuj—ev

RS U, deciphers the message and forwards the ticket to the fog server through a message m,, which is
deciphered with session key kgs_,s, . The timestamp is checked and the ticket (0,t,0) validity is
immediately verified:

[Toemod(n)(ﬁ)]z + [Temod(n) (Ypub)]2 + [Tt(t)]z = (ZTo‘"(.B)-TB (Ypub)-Tt(t) + 1)mod(p). (65)

If the ticket is validated, the FS adds a leaf to the binary tree where it has located the client EV (see
Figure 17).

Managing the binary tree RSUs group ensures security through the update of the group key when a
new EV is removed or added to the group. Towards updating the group key after an EV has been added
or removed from the tree, all members individually calculate the new blind keys along the affected route
of the binary tree. In what follows is the description of this operation [79].

KG; = H(K,®K;)

K, = H(K,©DK5) K3 = H(K;®K>)

K7 = H(K1480K;5)

Klsf H(KGgy)

EV

KGgy

FIGURE 17. BINARY TREE WITH EV CLIENT

Whenever a new EV joins the group, it is associated with the leaf node of a binary tree. On the other
hand, when a leaf node becomes the parent of two leaf nodes (right and left), the element (RSU)
associated with the new parent node is associated with the left leaf node and the EV is associated with the
right leaf node. A new group key is then generated. Below is an example of the addition of an EV to the
Tree.
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o leaf node N7 becomes a parent node and creates two leaf nodes (N14 and N15). RSU,, which was
associated with N7, is now associated with N14 (right leaf node) and E'V; is associated with leaf node
N15 (right leaf node) (see Figure 17). When N7 has a new key, the binary tree must recalculate the
group key.

The FS sends verification key KG;_.,, and part of ticket 8 to the RSUs of the charging station via an
mg encrypted message with the group key.

ms = { KG;_ey, Q}Kg_rsu

Additionally, the FS sends the tree information and EV group key to RSU,, which groups such
information, adds a random seed A, and the number of pads i, it controls, and sends message m, to the
EV.

Mg = { KGi_¢p, A1, 1,5,

}krsu—ev

Simultaneously, RSU, sends message m, encrypted (with the group key k;_,qq) to all pads through a

broadcast. m, contains public hash chain verication key kpy = H¥*1( 1), which is used to verify and
authenticate to the EV [35].

m; = {kpy, t54}KG_pad

Hash chain H¥( 1) is then computed using 1 and A values. In an RSU, each group of pads decrypts
message m, with the group key, obtaining kpy; = H¥*1( 1) (public hash chain verification key). A hash
chain H ¢ (for 0 <& <1 + 1), containing a key, is sent by the electric vehicle to one of the pads through
message mg = {H ¢}; the pad applies hash function (H?(H?)) z times, with z = § — ¢ + 1, to verify the
key validity.

Value HZ(H%‘) is compared with the verification key (public key hash string). If the check is valid,
the pad checks the status of the key in the revocation list. If the key is not in the list, the pad accepts the
key from the EV and revokes it to avoid its reuse. Figure 18 shows the charging in the first RSU.

EV RSU4 Fog Server RSU Pd ¢T

my = {YE‘U' tsl' H(Yevl |t§1)}

m; = {Yrsulﬂ VK, ts;, nrsul}

&
<

m3 = {0,t,0,ts3}y,,, .,

P

me = [KGi—ew .9, t54}

<
<

krsus—5 m; = {kpy, ts4}K6_pud

»
>

Mmgy = HY~¢ (4)

»
»

FIGURE 18. CHARGING IN THE FIRST RSU OF THE PROPOSED PROTOCOL PROT 2
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ii) Authentication of an RSUs charging station

The authentication of a second RSU is explained in what follows towards a simpler description of the
protocol. For other RSUs and associated pads, the authentication process with the EV is similar to the one
described below.

Towards authenticating with RSU, , the EV sends message mq., containing &, which is the 1D value
of the ticket, and random value g encrypted with the group key

Moy, = {0,{q, tSs}kq,_,,}

RSU, deciphers the message with the key associated with the Ticket ID value 8 and checks the
timestamp. Finally, it sends message m., encrypted back to the EV and, simultaneously, message
My 44,10 its pad group.

Mio+yp, = {lz:lpz;HMACéV' tSG}KGi—ev'
Where HMAC%V = H(q, AZ: lpZ! tSS' zl’—56 )
My1+y, = {kpn, tS7}K(;—pad

EV decrypts message mjo4y, and calculates HMACE," to verify and authenticate RSU, .
Simultaneously, RSU, sends message m 4, With the hash chain check key (Kpy) to all the pads it
manages.

After receiving myg.,, the EV performs the same process applied to m¢ and send m,, ., to each
pad. Figure 19 illustrates the authentication process in the other RSUs.

EV RSU, FogServer | | RSU, Pd y*

Mgy, = {6,{q. tss}xc, ., }

1—ev

\ 4

Mgy, = {42,972, HMACYy, tsg

A

m =k
G—pad
11+1.[J1 { PH }K pad _

Myz1y, = HY274(2)

v

FIGURE 19. CHARGING PROCESS IN THE OTHER RSUS OF THE PROPOSED PROTOCOL
PROT_2

The protocol contains a generalization of the scheme designed by Tahat et al. [24] in terms of some
mathematical operations. The following changes have been made:

- Blind signatures are made on multiple tickets sent in a same message;

- Element "c" previously shared in Tahat et al. [48] is a random value in our protocol
shared during the signing of the ticket; additionally, it is multiplied by “a” for the
creation of blinding value “6”.
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Our protocol uses blinding factor “6” in the ticket validation with no pre shared element between
entities, as in Tahat et al. [48], thus guaranteeing the confidentiality and privacy of both user and EV.

In what follows are the mathematical proofs of the pseudo blind pseudonym (Ticket validation) and

the verification of the signature of the first RSU.

[Toemod(n) (B)]Z + [Temod(n) (Ypub)]2 + [Tt(t)]z
= (2Toe(B)-To (Ypup)- Te () + 1)mod(p),

Since

0¢(mod(n)) = (I;h)°,
= (ridbfif’i)e»
rib;bf,
;b7 e(bitit tw; + vit;)bE,
ri(bitit7 w; + vity),
= 1 (UiXees G+ + E) ti T + vity),
= (WiXeesC; + £y Gt u; + ryvjty),
= ((ui " 0;t;t7 DxeesC; + L) tE My + rywgty),
= (0;x.csC; + u;t;1; + riv;it)mod(n).

then:

[Tol?TrlOd(n)(B)]z + [Teimod(n)(ypub)]z + [Tti(t)]z

2
= [T(Bixccsci+uitirl-+rl-viti)mod(n) (ﬁ)]z + [Teimod(n)(Txccs(ﬂ))]z + [Tti (Tui+vi (fz))] ’

2
= [T(Gisccsci+uitiri+riviti)m0d(n) (,8)]2 + [TBimod(n) (Txccs (,3))]2 + [Tti (Tui+vi (Tri (ﬁ)))] ’

2
= [T(eisccsCi+uiti7”i+7”iviti) (:8)]2 + [THszccs (:8)]2 + [TtiTui+Vi TTi (ﬁ)] ’
= [T(ei Sces CitU; Ly Ti+T V; L;) (ﬁ)]z + [T9ixccs (ﬁ)]z + [Tti(ui+vi)fi (ﬂ)]z'

2 2 2
= [T(Bi Sces Citui tiri+r; v; t;) (B)] + [Tﬂixccs (B)] + [Ttiuiri+tiviri (ﬁ)] .

Letus considera = 6; Sees ¢; +u; ty 1 + 1 v t; 5 b = 0;x.c5; and ¢ = t;u;r; + tivr;.

According to Theorem 3, if a = b + ¢, the following is valid:
[T(Gi Sces CitU; i Ti+7T; V; t;) (ﬂ)]z + [Tgixccs (ﬂ)]z + [Ttiuiri“’tiviri (ﬁ)]z
= (ZT(GL-SCCS citu; ty T v ) B). T ixccs B). Tt ouri+tivir; B + 1)m0d(p);
= (1275 (B)]: | To, ey (B | Te Ty, T (B)] + 1) mod (),
= (1275 B To, (Teees ®)]-[Tee (Ta, (1:,(8) )] + 1) mod o,

= (2 [Tof (,8)] [TBi(Ypub)]' [Tti (Tui+vi (fl)):l + 1) mOd(p):
= (2T ¢ (B). To,(Ypup)- T, () + 1)mod (p).

(66)

(67)
(68)
(69)
(70)
(71)
(72)
(73)
(74)
(75)

(76)
(77)
(78)
(79)

(80)
(81)

(82)
(83)
(84)
(85)
(86)

(87)
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According to Theorem 2.3 of [48] , if a = b + c, the following is valid:

[T(Oi Sces CitU by Ti+T Vi ty) (:B)]Z + [Teixccs (.3)]2 + [Ttiuiri+tiviri (ﬁ)]z, (88)
= ([2Tos B)]-|To, Tree, (B | Te Ty, T (B)] + 1) mod (), (89)
= (ZTOf (B)-To,(Ypup)-Tr, (t;) + 1)mod (p). (90)

4.4.1. Comparative Performance Evaluation

A performance analysis conducted involved communication, computational, and energy costs of the
proposed protocol, and independence of the authentication processes among its different entities was
considered through the application of such processes in different places and time periods. For example, an
EV can authenticate with the RSU several meters away; however, to authenticate with the pads, it must be
a few centimeters away from them.

The analysis considering the evaluation of three types of costs is described in the sequence.
4.4.1.1. Communication Costs
The communication cost calculation considers the bytes of the message transmitted by the network

during the authentication process, but not the headers or control bits inherent to the communication
protocol used. The number of bytes of each message and the number of messages are taken into account.

TABLE 9. SYMBOLS AND COSTS IN BYTES (PROPOSED PROTOCOL PROT 2)

Symbol Description Length (Bytes)

1D Identification 128
PID Pseudo Identity 32
H() Hash function 32
x, S Private key 32
Y,Q Public key 32
k Session key 32

n Digital signature 32
(6,t,0) Ticket 96

T Number of RSUs for fog server 8

P Number of pads for RSU 8

A Seed 20

ts Timestamp 8
VK Verification key 32
p,ned,cy,q Prime numbers 32
HMAC Hash-based message authentication code 32

Table 9 shows the values in bits of the variables used in the protocol (values taken from Rabieh and
Wei [25]).

According to Table 4, T RSUs, ¥ pads (for each RSU), and n EVs are considered for the calculation
of the communication costs. A comparison of the costs among our protocol and those of Pazos-Revilla et
al.[58] and Li et al. [60] is shown in Table 9.
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TABLE 10. COMPARISON OF COMMUNICATION COSTS IN BYTES (PROPOSED PROTOCOL PROT 2)

Message Pazos-Revilla et al. [58] Lietal. [60] Proposed Protocol PROT_2
M1 32n 140n 74n
M2 128n 72(n* ) 74n
M3 128n 136n 104n
M4 96n 240n 96n
M5 32n 64(n x ) 64n
M6 40n 32(n* ) 60n
M7 40t 264n 40n
M8 32(n*1) 32(n * ) 32(n * )
M9 32(n *1) 176n T4(nx7—1)
M10 32 *T* ) -- 68(n* 7 —1)
M11 - - R2mx1-1)
M12 - - R2m*t—1%1)
R e A e R R T

In this sub-section, we consider a CWD-WPT charging system with the same characteristics of the
system described in sub-section 4.3.1.1 for the comparison of our protocol. with those of Pazos-Revilla
et al.[58] and Li et al. [60]. Figure 20 shows the communication cost of our protocol is better than that of
Li el al. [60] and very similar to that of Pazos-Revilla et al.[58]. However, depending on the values of n
(EVs) 7( 7 RSUs) and w(750/RSU), small differences may occur, thus affecting the structure of the
CWD-WPT charging station.

Comunication cost 750 Pads (MBytes)

35
30
25
3 20
@ 15
10
5 .
5 10 20
Number of EVs
Pazos - Revilla et [57] BLi et al.[59] m Proposed

FIGURE 20. COMPARISON OF COMMUNICATION COSTS (PROPOSED PROTOCOL PROT _2)
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4.4.1.2. Computational Costs

The computational costs are evaluated taking into account the time necessary for carrying out the
unitary operations, which are estimated according to the processing power of each entity. Such cost
values are based on experiments made on common computing platforms and adopted for comparing the
performance of authentication protocols. In this sense, towards defining a reference architecture for the
evaluation of authentication protocols, Tao et al. [52] obtained the computational cost of each unitary
operation taking into account 3 hardware types:

e mobile equipment (processor Qualcomm (R) Octa core 1.5 GHz, 2G RAM).
¢ a Desktop (Intel (R) Dual core processor 3.1 GHz, 4GB RAM), and
e a Server (Intel (R) Hexa core processor 1.6 GHz and 16G RAM).

For our study, such hardware types correspond to EV/pad, RSUs, and FS/CSP, respectively.

The methodology adopted considers each unitary operation requires a specific computational effort,
whose time cost is multiplied by the number of times it is performed, as required for the performance
evaluation of different authentication protocols. Table 11 shows the execution times of the cryptographic
unitary operations used by the different protocols, according to the values provided in [18], [45], and [46].

TABLE 11. COSTS IN MS OF EACH OPERATION AND ENTITY CONSIDERED (PROPOSED PROTOCOL

PROT 2)
Costs (ms)
Entity
Tmpmul Tmpexp Tmppuir Tmphash Tmpg—pms Tmpv—pms Tmpchans
EV/Pad 0.29 0.5 0.75 0.3x103 0.03 0.021 0.95
RSUs 0.22 0.38 0.57 0.2x103 0.011 0.015 0.07
FS/ csp 0.17 0.31 0.46 0.1x10° 0.009 0.01 0.05

Table 12 shows a comparison of the number of operations performed by the three protocols. Similarly
to the protocol of Pazos-Revilla et al. [58], our scheme performs the most processing work in the entity
with improved computational characteristics (the FS, in our case). On the other hand, EV, RSU, and the
pads have fewer computing capacities, and, therefore, conduct less complete operations, which helps
reduce the latency of the system. The processing of the protocol of Li et al. [60] is concentrated on the EV
and pads, requiring a higher computational cost compared to our protocol.

TABLE 12.COMPARISON OF COMPUTATIONAL COSTS (PROPOSED PROTOCOL PROT 2)

Protocols EV CSP BNK/ /FS RSU/ Pad Pad
Owner
PaZOS—ReVilla et 5Tmpexp + (Bn + 3)Tmpexp ZTmppuir Zn(¢)Tmphash

al. [58]

(3 +2 ll)) Tmphash +2 Tmppuir

+(4n+ 3)Tmp,,y
+2nTmpyair

+ 3nTmppasn

Lietal. [60]

(1 + lp)Tmpg—ytns
+ ZTmpv—ytns

2n+ 1)Tmpg_yms

(")Tmpu—pms

n(lp)Tmpv—ptns

PROT 2

3TMPchaos + (1 + PI)TMPpasn

ANT oy + 61N TMP pgos

+2n Tmp

ZnThush +4n Tmp cpaos

n(WP)Thash
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Figure 21 depicts a comparison of computational costs of the authentication phase among our protocol
and those of Pazos-Revilla et al. [58] and Li et al. [60]. The cost of our protocol is better and the use of
chaos-based cryptography shows a better computational cost compared to schemes such as bilinear

pairing encryption.

Computational cost of the system (ms)

10000
8000 A
3
S 6000
= 4000 &
S
2000
_________ & S
() oot s i i e @ = e = = el mi~ W™~ i T
0 1 5 10 30 60
Number of EVs
---o--- Pazos-Revillaetal. [57] --a-- Lietal.[59] = -=— Proposed

FIGURE 21 COMPUTATIONAL COSTS (PROPOSED PROTOCOL PROT 2)

4.4.1.3. Energy Costs

The costs of the energy consumed in the execution of cryptographic operations in the protocols were
compared. Equation E; = Tgyx * W (joules units),where Tgy is the execution time in ms and W is the
maximum power CPU, calculated the energy costs. W = 10.88 watts [76][77] was assumed for the
comparison of the energy costs of the proposed protocol with those of [58] and [60] (see Table 13).
According to Figure 22, our protocol consumed the lowest energy.

TABLE 13. COMPARISON OF ENERGY COSTS (PROPOSED PROTOCOL PROT 2)

Protocols Equation
Pazos-Revilla
et al. [58] Ecose = (1314 3)Tmp,yy + (6+4PI)NTMPggh + (2 + 20)TMP g + (41 + 3)TMP 1)
*10,88W
Lietal. [60]
Ecosc = (((3 + Il))n + 1)Tmpg—ptns + (3 + lp)nTmpv—pms) * 10,88W
PROT 2 Ecose = (13TMPpaos + (B + 2Y)NTMPyasy + 2NTMP yyyy + 40Ty, ) + 10,88W
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Energy cost
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FIGURE 22. ENERGY COSTS COMPARISON (PROPOSED PROTOCOL PROT 2)

4.5. Security Verification of the Proposed Protocols PROT_1 and PROT_2

This section reports an analysis and a comparison of the Proposed Protocols PROT_1 and PROT 2
with other authentication protocols of a CWD-WPT system regarding performance and security
characteristics. The security analysis is based on security properties and possible attacks, whereas the
performance analysis is based on the evaluation of communication and computational costs.

4.5.1.Discussion about Security Properties

Below is an analytical description of the security attributes, like mutual authentication, privacy
preservation and integrity protection guaranteed by our protocols PROT 1 and PROT 2 and a description
of the way they resist attacks.

1) Privacy preservation: during the ticket purchase process, in both Protocols 1 and 2, the CCS
keeps the identity of the purchasing user confidential. When the user uses the charging station, FS,
RSUs, and pads cannot obtain the user's identity from the ticket.

2) Mutual Authentication: this process is established among FS, RSU and EVs.

In the case of protocol n° 1, the EVs authenticate FS by verifying message (m,) signature. FS
authenticates the valid ticket of an EV by verifying the blind signature sent in message 3 and using
public parameters of the system. The RSU authenticates the EV by calculating the hash of message 6
containing an a4 (delivered by the FS to the EV in message 4, and the RSU in message 6) sent by the
EV. EVs authenticate to RSUs by verifying message 7 HMAC.

In the case of protocol n°® 2, the FS and RSU, authenticate to the valid EV through the ticket sent in
message m,, and the EV authenticates to FS and RSU; through 1,5, signature. The EV authenticates
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the other RSUs using KG;_., key and theta factor, and the other RSUs authenticate the EV through
the MAC containing the q element and tss, sent in Mgy, -

3) Protection to integrity: in both Proposed Protocols PROT 1 and PROT 2, integrity is guaranteed
by means of hash function and digital signatures. The system can identify whether an adversary
manipulates the message by verifying the hash function value or the digital signature of the message.

4) Perfect Forward Secrecy (PFS): the proposed protocols guarantee PFS as follows:
a. For Proposed Protocol PROT 1

oln the process of creating session key k(ss—gy) between EV and FS to encrypt the messages, the
random elements @y, @r; and a blind message signature are used. Even if the session key
k(fs—gv) 1s compromised, the previous messages cannot be recovered because of the CDH
problem;

oln the process of creating a session key ksy—gy) between the EV and the RSU to encrypt the
messages, the random elements a4, a, and PID2; are used. Even if some or all of the random
values are committed and the attacker manages to recreate the session key kgsy—gy), previous
messages cannot be recovered due to the CDH problem;

olIn the process of creating the key H¥™ between the EV and the pads, in the worst case when the
seed v is compromised, the attacker will not be able to decipher the previous messages;

olf the CCS (X,.s) private key is compromised, an attacker will not be able to recreate previous
session keys and therefore decrypt old messages due to the random values used for generating
session keys.

b. For Proposed Protocol PROT 2

orandom elements, such as y,,, and y,, are used for the creation of the session key between EV
and RSU (kygy,—ev). Even if session key Kyg,_¢p, is compromised, the recovery of previous

messages is very difficult, due to the CDH problem;

oif the A seed created for the authentication of EVs and pads is compromised, the attacker will not
be able to decipher previous messages; and

oif the CCS (S,.s) private key is compromised, an attacker cannot recreate previous session keys
and, therefore, decrypt old messages due to the random values used for the generation of session
keys.

5)  Unlinkability: in both Protocols 1 and 2, the ticket cannot be linked with a certain EV, since the
ticket is blindly signed by CCS and verification by FS is performed with a system of public values.

6) Double Spending:

In the case of protocol PROT 1, the double spending is avoided when an EV uses PID,,, and its
signatures (C ', S") to authenticate to the fog server, PID,,, is revoked and published on a fog server’s
revocation list. In the authentication process, the fog server checks if PID,, is on the list for
terminating the continuing authentication process at the charging station. The same occurs in the EV
authentication process in the RSU. PID,,, is revoked and published on a revocation list of RSUs.

On the other hand, in protocol PROT 2 the double spending is avoided when an EV uses ticket
(6, t,0) to authenticate with the fog server, the ticket is invalidated through its addition to the
system's revocation list. Throughout the EV authentication process, the ticket is checked by the fog
server in the revocation list; if it is in the list, the system ends the authentication process and does not
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provide the service to the vehicle. Revocation lists are also used in the RSU and EV authentication
process for preventing Double Spending.

4.5.2.Resistance to attacks

Below are the different types of attacks that can affect the VANET network and a description of the
way our protocol can resist them:

Impersonation: in both proposed protocols, the charging station can validate the authenticity of a
ticket; therefore, the system can detect if an attacker is trying to access it with a false ticket and
expels it. On the other hand, the use of random values for ticket generation will prevent an attacker
from accessing the system with an old ticket.

MitM: In the case of protocol PROT 1, the use of digital signatures for the verification of the
authenticity and integrity of messages m, and m ensures that an MitM attack cannot be successful.
On the other hand, when the EV performs an authentication process with the RSU, the EV sends a
hash chain generated by the seed a; in message m,, taking into that account only an authentic EV
can generate the valid hash chain, the MitM attack is mitigated.

On the other hand, the protocol PROT_2 uses HMAC functions and chaos-based signatures to
ensure integrity and prevent MitM attacks. In the authentication process between the EV and the
RSU, only one EV is valid for generating an HMAC that contains the 4 seed, thus avoiding the MitM
attack.

Masquerade attack: the Proposed Protocols 1 and 2 are safe against server masking attacks,
because an attacker cannot represent the response messages that are sent by the FS or RSU. The FS
and RSU sign the contents of the response messages with their private key, so an attacker cannot
recreate the signature of the response messages because they do not have the FS or RSU private key.

Replay and Injection: in both proposed protocols 1 and 2, timestamps and random numbers are
used in the messages it avoids replay attacks and hash functions and digital signatures can alert about
the injection of data in the messages.

Known key: the Proposed Protocols PROT 1 and PROT 2 generate tickets which can be used
only once. The ticket is added to the revocation list after its validity has been checked. Both system
and EV generates random values for to create session keys, i.e., new session keys are generated for
every new ticket for EV communication with the charging station, thus preventing an attacker from
charging his/her car using old keys they may know.

DoS: In both Proposed Protocols 1 and 2 DoS attacks can affect the fog server and RSUs. In the
first case, the fog server resists DoS attacks by validating tickets with public system parameters and
revocation lists.

o In the Proposed Protocol PROT_1, RSUs resist DoS attacks by efficiently validating
connection requests using an HMAC code and verifying the auth variable a4 in the revocation
lists. Only users previously authenticated by the fog server have a valid a (alpha) to create a
valid HMAC. If an attacker attempts to connect to the RSU using an already used HMAC or a
false HMAC, the RSU rejects the communication.

o Inthe Proposed Protocol PROT_2, RSUs resist DoS attacks by validating the KG;_.,, key as
it can only be generated by the ticket owner. Therefore, RSU can detect the attack and close
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the connection from an access request from an attacker who is using an old or fake session
key or ticket.

Resistance to password guessing attack: in both proposed protocols, whenever an EV wishes to
access the system, it uses a ticket generated with random elements, similarly to the session keys used
in the exchange of messages.

Random number leakage attack: in both proposed protocols, the following operations and
controls in relation to the PRNG system [51] are used to prevent this type of attack:

oA hash function will be executed on the inputs that are counted with a timestamp;
oA hash function will be executed on the PRNG outputs;

oln a period of random time, a new initial PRNG state will be generated;

oSmart seed will be used at the starting points of the PRNG.

Unlinkability: No entity can link PID,,, with a single EV, because the CCS blindly signs this
value on the ticket “c;” in the case of Proposed Protocol PROT _1, and “6” in the case of Proposed
Protocol PROT_2. Moreover, the fog server checks the blind signature only with public parameters
of the system.

Privileged insider attack: to prevent this type of attack, the company must establish security
policies, internal processes and mechanisms for the prevention and detection of attacks. The
following is a set of policies to be implemented in the system to prevent such attacks or mitigate
damages in the proposed protocols [80]:

oAwareness of security: the company's security policies and procedures must be known to all
internal staff and external partners;

oClassification of duties: it is necessary to classify the duties of employees and employers, to
prevent or detect the attacks effectively;

oWhirling of duties: when you have several important jobs, you should have several employees
with the knowledge of the execution of these jobs; in each time period, these officials have to
turn to different jobs to avoid malicious actions;

oLimited privileges: limited access privileges (physical and in systems) must be given to
officials to restrict access to confidential information or important company equipment;

oEncrypt sensitive data: confidential data must be encrypted and stored in secure locations. The
company must be backed up in the event that the system data is corrupted,;

oDefense in depth: a layered security policy must be implemented, where each layer has
specific tasks for system protection.

Table 14 shows a comparison of the security analysis among our protocol and other schemes for
authentication for CWD-WPT load stations.
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Table 14. Comparison of security properties (Proposed Protocols PROT_1 and PROT_2)

p . q Proposed | Proposed
O e NS | 123] | [241 | (251 | [58] | [60] | [57] | [59] | Protocol | Protocol
PROT_ 1 | PROT_2
. Yy |y | Yy | Y | Y | Y |Y Y Y
authentication and
key agreement Y Y Y Y Y Y N Y Y
Confidentiality Y Y Y Y Y N Y Y Y
Integrity u u u Y Y Y u Y Y
Privacy Y Y Y Y Y N Y Y Y
Forward secrecy U U U U U U U Y Y
Unlinkability U U Y Y U U Y Y Y
Double spending u Y Y Y U u Y Y Y
Impersonation v U U v v v v v v
attack
Man in the middle | v U v U v v v v
attack
Masquerade attack | U U U U U U U Y Y
Replay attack Y U Y Y Y N Y Y Y
Injection attacks U U U u u u u Y Y
Know key attack Y U U U U U U Y Y
DoS attack U U U U U Y ] Y Y
Resistance
password guessing | U U U Y U u U Y Y
attack
Random number U U U U U U U v v
leakage attack
Privileged insider U U U U U U v v v
attack
*Y:Yes; *N: No; *U: Untreated

4.5.3. AVISPA Verification
The protocols were formally verified by AVISPA, a commonly used tool for security protocol
assessments. The entities and message exchanges were described by the HLPSL (High Level Protocol
Specification Language) language [81].
AVISPA has four protocol validation modes called “Back ends”, including On the Fly Model Checker

(OFMC) and CL-AtSe (Constraint Logic Based Attack Searcher). The results of the verification of a
protocol are "SAFE", if no problem has been detected, and "UNSAFE", if an attack has been successful.

4.5.3.1.  Modeling of the Proposed Protocols PROT_1 and PROT _2 in HLPSL

The protocol must be modeled according to HLSPSL for its evaluation by AVISPA. Figures 23, 24
and 25 show some parts of the modeling of the proposed protocols.
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Figure 23 displays the modeling of EV behavior in HLPSL code. The following parts must be
considered for the modeling of any entity in HLPLS: statement of the agents, communication channels,
functions to be used, declaration of variables calculated or received by other entities, and constants known

by the entity.

After the establishment of the entity's information, the operations and exchanges of messages between
entities through states are described. Authentication variables and variables considered confidential are

defined at the end of each state.

Proposed Protocol PROT 1

Proposed Protocol PROT 2

role role_EV/(EV:agent,FS:agent,RSU:agent,PAD:agent,
H1:function,H2:function,H3:function,H4:function,
H5:function,CK:function,Kfsev:symmetric_key,
Krsuev:symmetric_key,SND,RCV:channel(dy))
played_by EV
def=
local
State:nat, T5:text,Sigfs:text, T6:text, Vfifs:text,Vfiev:text,
C:text,PID:text,S:text, T7:text, Tao:text, T8:text, Y:text,
PID2:text, T10:text, HMAC:function,Sigrsu:text, T11:text,
Alfl:text,M:function,Alf2:text,P:text,Req:text, T12:text,
T13:text,Is:text,Psi:text
init
State :=0
transition
1. State=0 /\ RCV/(start) =|> State":=1 /\ T5":=new()
NP :=new() N\ Vfiev':=new() /\ secret(Vfiev',sec_5{})
N\ SND(M(Vfiev'.P').T5 . HL(M(Vfiev'.P").T5))
State=1 /\
RCV(M(Vfifs'.P).T6'.CK(M(Vfifs'.M(Vfiev.P))).Sigfs')
=|> State":=2 Al secret(Vfiev',sec_5,{}) A
secret(V/fifs',sec_6,{})
NT7:=new() A C:=new() \ S":=new() \ PID":=new()
N SND{PID".S'.C".T7'}_Kfsev)
4. State=2 N\ RCV({Alfl.Tao'.PID2'.T8%}_Kfsev) =|>
Btate':=3
N\ secret(Alfl',sec_1,{}) \ T10":=new() N\ Y":=new()
N\ SND(PID2'.Y'.T10'.HMAC(PID2'.Y".T10"Alf1"))
7. State=3 A\
RCV(M(H3(AIf2).P).T11'.CK(M(AIf1.M(AIf2'.P))).Sigrsu’)
=|> State":=4 /\ witness(EV,RSU,auth_10,Sigrsu’)
N\ secret(Alf2',sec_2,{}) /\ secret(Alfl'sec_1,{})
N T12"=new() \ Req":=new() /A SND({Req'.T12'}_Krsuev)
9. State=4 \ RCV({Psi".Is".T13'}_Krsuev) =|> State":=5
N secret(Is',sec_4,{}) /\ secret(Psi',sec_3,{})
/\ SND(H5(Psi'.Is"))
end role

role
role_EV(EV:agent,FS:agent,RSU:agent,PAD:agent,H1:has
h_func,Kfsev:symmetric_key,Krsuev:symmetric_key,Beta:t
ext,SND,RCV:channel(dy))
played_by EV
def=

local

State:nat, T1:text,Eta:text, T2:text,VSifs:text,VSiev:te
xt,O:text, Teta:text, T:text, T3:text, Tao:text, T4:text, T6:text, T
7:text,Deltal:text,Cheby:hash_func,Delta2:text, HMAC:has
h_func,Lambda:text,Psi:text

init

State :=0

transition

1. State=0 /A RCV/(start) =|> State":=1 /\ T1:=new() \
VSiev':=new() Al
SND(Cheby(VSiev'.Beta). T1'.H1(Cheby(VSiev'.Beta).T1")

2. State=1 A
RCV(Cheby(VSifs'.Beta). T2'.H1(Cheby(VSifs'.Cheby(VSie
v.Beta))).Eta") =|> State"=2 N\ T3":=new() N\ O":=new() N
T :=new() N\ Teta=new() \ SND({Teta".T".0".T3}_Kfsev)

4. State=2 /\ RCV({Deltal'.Delta2'.Tao'.T4'}_Kfsev)
=|> State"=3 AN witness(EV,RSU,auth_8,Delta2") A
secret(Delta2',sec_2,{}) /N secret(Deltal';sec_1,{}) A
T6":=new() A
SND(H1(Deltal').T6' HMAC(H1(Deltal'). T6'".Delta2"))

7. State=3 A
RCV/(Cheby(H1(Delta2').Beta). T7".H1(Cheby(H1(Deltal’).
Cheby(H1(Delta2").Beta))).{Psi'.Lambda'} _Krsuev.HMAC(
Cheby(H1(Delta2').Beta). T7'.H1(Cheby(H1(Deltal').Cheby
(H1(Delta2').Beta))).{Psi'.Lambda’}_Krsuev)) =|> State":=4
N\ secret(Lambda',sec_4,{}) N secret(Psi'sec_3,{}) N
SND(H1(Psi'.Lambda'))
end role

FIGURE 23. ROLE OF EV IN HLPSL

Figure 24 shows the protocols execution environment, session establishment and elements that can be

acquired by the attacker, and the definition in HLPSL language code.
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Proposed Protocol PROT 1 Proposed Protocol PROT 2

role role

session1(Krsuev:symmetric_key,HMAC:function,KGfsrsu:sym sessionl(Krsuev:symmetric_key, HMAC:hash func,KGfsrsu:s
metric_key,CK:function,Kfsev:symmetric_key,EV:agent,FS:age | ymmetric key,Kfsev:symmetric key,EV:agent,FS:agent,RSU
nt,RSU:agent,PAD:agent,H1:function,H2:function,H3:function, :agent,PAD:agent,H1:hash func,KGrsupad:symmetric_key,B

H4:function,H5:function,KGrsupad:symmetric_key) eta:text)
def=
local def=
local
SND4,RCV4,SND3,RCV3,SND2,RCV2,SND1,RCV1:ch SND4,RCV4,SND3,RCV3,SND2,RCV2,SNDI,RCV1:
annel(dy) channel(dy)
composition composition
role_PAD(EV,FS,RSU,PAD,H1,H2,H3,H4,H5,KGrsupad role PAD(EV,FS,RSU,PAD,H1,KGrsupad,Beta,SND4,
,SND4,RCV4) RCV4)

N A
role_RSU(EV,FS,RSU,PAD,H1,H2,H3,H4,KGfsrsu, HMACKrs | role RSU(EV,FS,RSU,PAD,H1,KGfsrsu, HMAC,Krsuev,KGr
uev,KGrsupad,SND3,RCV3) supad,Beta,SND3,RCV3)

N A
role_FS(EV,FS,RSU,PAD,H1,H2,CK Kfsev,KGfsrsu, HMAC,S | role FS(EV,FS,RSU,PAD,HI Kfsev,KGfsrsu,HMAC,Beta,S
ND2,RCV2) ND2,RCV2)

N A
role_EV(EV,FS,RSU,PAD,H1,H2,H3,H4,H5,CK Kfsev,Krsuev, | role EV(EV,FS,RSU,PAD,HI Kfsev,Krsuev,Beta,SND1,RC
SND1,RCV1) V1)
end role end role

Figure 24. HLPSL codification of the role session

Finally, Figure 25 displays the security objectives of the proposed protocols, which depend on the
variables defined as secret and authentication values defined in the roles of the entities.

Proposed Protocol PROT 1 Proposed Protocol PROT 2
goal goal
secrecy of sec 1 secrecy of sec 1
secrecy of sec 2 secrecy of sec 2
secrecy_of sec_3 authentication_on auth_3
secrecy_of sec_4 authentication_on auth 4
secrecy_of sec_5 authentication_on auth_5
secrecy_of sec_6 authentication_on auth_6
authentication_on auth_7 authentication_on auth_7
authentication_on auth 8 end goal
authentication_on auth 9
authentication_on auth 10
authentication_on auth 11
end goal

FIGURE 25. SECURITY OBJECTIVES AND RELATED SECRETS OF THE PROTOCOLS PROT 1 AND
PROT 2 INHLPSL

The security objectives of the Proposed Protocol PROT 1 are:

o secrecy_of sec_1: keep secret a;
secrecy_of sec_2: keep secret a,
secrecy_of sec_3: keep secret y
secrecy_of sec_4: keep secret v
secrecy_of sec_5: keep secret ¢y
secrecy_of sec_6: keep secret ¢ ¢
authentication_on auth_7: EV authenticates FS on oy,
authentication_on auth_8: FS authenticates EV on PID;;
authentication_on auth_9: RSU authenticates EV on a4 ;
authentication_on auth_10: EV authenticates RSU on H(a,);
authentication_on auth_11: Pad authenticates EV on v;
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On the other hand, the security objectives of the Proposed Protocol PROT 2 are:

The safety of the proposed protocols was confirmed by a simulation in AVISPA using CL-AtSe and

secrecy _of sec_1: keep secret i
secrecy_of sec 2: keep secret A

authentication_on auth_3: EV authenticates FS on 6;
authentication_on auth_4: FS authenticates EV on ;
authentication_on auth_5: RSU authenticates EV on 0y, ;

authentication_on auth 6: EV authenticates RSU on §5;
authentication_on auth 7: Pad authenticates EV on v;

4.5.3.2.  Security Check Results

OFMC back ends. (see Fig. 26).

Backend CL-AtSe OFMC
SUMMARY % OFMC
SAFE % Version of 2006/02/13
DETAILS SUMMARY
BOUNDED_NUMBER_OF_SESSIONS DSI:—A}FAIIELS
TYPED_MODEL
BOUNDED_NUMBER_OF_SESSIONS
PROTOCOL PROTOCOY ) o
Proposed fhome/span/span/testsuite/results/hlpslGenFile.if /homey/span/span/testsuite/results/hlpsiGenFile.if
GOAL
Protocol GOAL as_specified
As Specified BACKEND
PROT 1 OFMC
BACKEND COMMENTS
CL-AtSe STATISTICS
parseTime: 0.00s
STATISTICS searchTime: 0.24s
Analvsed - 27 stat visitedNodes: 11 nodes
nalysed 27 states depth: 6 plies
Reachable : 8 states P P
Translation: 0.44 seconds
Computation: 0.00 seconds
SAFE X Version of 198682713
SUMMARY
DETAILS SUFE
BOUNDED_NUMBER_OF_SESSIONS DETAILS
d TYPED_MODEL ROLMDED MLMBFR 0F SESSTONS
Propose PROTOCOL PROTOCOL _
Protocol /home /span/span/testsuite/results/chaos.if fhome fspan/span/testiultefresults/chaos. if
Gl
PROT 2 GOAL n as_specified
— As Specified BACKEND
BACKEND OFMC
CL-AtSe COMMENTS
STATISTICS
STATISTICS parseTime: &.0ds
. [
Analysed : 1@ states starchTime: 8.153
Reachable : 7 states visitedlodes: 11 nodes
Translation: 8.28 seconds depth: & plies
Computation: @.8@ seconds

FIGURE 26. SECURITY SIMULATION RESULTS FOR CL-ATSE AND OFMC BACKENDS




4.6. Summary

This chapter addressed the design and operation of the two proposed protocols in a centralized model.
The first protocol (PROT 1) was created from a cryptographic scheme based on bilinear pairing, elliptical
curves, and hash chains and showed lower computational costs and a more complete security analysis
compared to other schemes. The design of the second (PROT_2) was based on chaotic cryptography for
authentication and access control in a CWD-WPT charging system that uses fog servers to optimize
system latency times and user travel times by recharging the battery with magnetic induction while the
vehicle is in motion. The Protocol uses new cryptographic primitives based on chaotic maps (e.g., digital
signature, blind signature, and key agreement), which have low computational costs compared to
cryptographic primitives based on bilinear pairing. It also employs other cryptographic primitives such as
HMACs and hash chains. Compared to other schemes, it imposed lower computational costs and the
security analysis was more complete in terms of security properties and protection against attacks.
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5. PROTOCOL FOR DECENTRALIZED CWD-WPT CHARGING STATION

In this chapter, a decentralized network model is considered, since the system is managed locally by
several Charging Control Centers close to the highway where the pads are installed. A protocol
(PROT _3) was designed for this model considering the adversary model described in Section 4.2.

5.1. Decentralized CWD-WPT Charging Station

A decentralized CWD-WPT System supported by a private blockchain system and Redundant
Byzantine Fault Tolerance (RBFT) as a consensus method was considered. The network model is
composed of the following elements, as shown in figure 27:

e Trusted Authority (TA): installed on the cloud, it registers and generates system and user keys and
creates the genesis block of the blockchain system;

e Charging Control Center (CCC) : a station that controls the station's charging pads;

e RSUs (road side units): units deployed at the margins of the road and implemented by access points;

o Fog Server (FS): installed near the RSUs and the CCC, it creates and checks the blockchain blocks
in the system;

e A group of "¢p" charging pads {PDi, PD,, ..., PDy} installed on the floor of the charging station,
they induce an electric charge in the moving EVs served by the CWD-WPT system; and

e Electrical vehicles (EVs).

=

Trusted Authority

S|
RSU RSU,, RSU, RSUz RSV
=) =
A \ R o
p‘ ”)“ ....... ”)‘ .......
- o P S
e © 0 o @ Q@ @ <
o— o W - PD
O o o PDyy PD,,  PD,, b
EV

FIGURE 27. NETWORK MODEL OF A DECENTRALIZED CWD-WPT CHARGING STATION

The blockchain system is supported by TA, where the genesis block is generated and the FSs receive
messages and create the blocks that contain the transactions. Towards a performance comparison among
other protocols and the proposed one, according to [60] and [73], a charging station can be 4.2 km long
and is managed by 1 CCC, 7 RSUs positioned 600 meters apart from each other, and each CCC manages
5250 pads separated by 40 centimeters. Table 15 shows the characteristics of the charging station
considered for this architecture.
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Table 15. Characteristics of the charging station”s decentralized architecture

Entities CCC FS RSUs (1) Pads (y)

Number of entities for

Charging Stations 1 1 7 5250

Separation Between Entities of

the Same Type N/A N/A 600 m 40 cm

5.2. PROT_3 - Chaotic Map- and blockchain-based authentication protocol for CWD-
WPT charging system

Initially, the system must choose the functions and generate the keys; then, the FS, CCC, RSUs, pads,
and EVs entities are registered by the system. During this process, the identification keys and other
variables to be further used are assigned and the blockchain system whose operations are supported by FS
are established. Users can buy tickets offline during EV registration to use the CWD-WPT charging
station.

The group of entities that supported the operation of the CWD-WPT load service is then generated.
Next, an EV that intends to use the CWD-WPT charging station can communicate with the nearest RSU
to start the authentication and recharge process.

The proposed protocol PROT 3 has the following 5 phases (fig.28 ):

1: System Initialization;

2: Registration of entities (FS, RSUs, pads and EVs)
3: Registration of EVs and Ticket Purchasing;

4: EV Authentication;

5: Charging Request.

Phase 1 Phase 2 Phase 3

1 — |
! | | : : | Registration EVs
1 ST 1| Registration '
Initialization | =
: ’:° | entities |1 ! and
1 N H
\

Tickets Purchasing

_________________

Charging Request

Charging Solicitation

ﬂ Successfu
Charging Activation

1l
i
1
1
|
1
1
1
'
1
1
i
1
! Fail
H End of Connection C:l Authentication
1
1
'
1
1
'
'
1
1
|
1
1
1
'

FIGURE 28. PHASES OF THE PROPOSED PROTOCOL PROT 3
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In the proposed protocol, the CCC is considered safe, FS, RSUs and pads are considered safe but
curious, and EVs are considered unsafe. On the other hand, communications that support the functioning
of the system, but are not directly part of the authentication or access control processes, which are the
focus of this thesis, are therefore assumed to be secure, that is, communications are secure between:

e the FS and the RSUs, on all phases,
e RSUs and pads, on all phases,
e the EVs and the CCC, on the registration and purchase of tickets phases.

Communications are insecure between:

e the EVs and the FS in the EV authentication and charging request phases,
o the EVs and the RSU in the EV authentication and charging request phases,
e the EVs and pads in the EV authentication and charging request phases.

The phases of the PROT 3 protocol are described in what follows.
1% phase: System Initialization

Let p be a large prime number and n a factor of p — 1 and the product of two random prime
numbers p and g ien = pg. Let § be an element of an finite group of order module n and a generator
element of the multiplicative group of set G [48].

The system chooses a random number e € Z;, such that gcd (e,n) = 1, and a number d such that

e.d = 1 (mod ¢(n)), where o(n) = (p — 1)(g — 1). The hash function of the system is defined as
H:{0,1} - Z,.

The Trusted Authority (TA) then chooses a master private key sy, € Zg and calculates its global
public key Yy, = Tg,,(B)mod(p), where T is the Chebyshev polynomial map of degree § defined as
the following recurrent function[45]:

To(8) = 1mod(p), fors,, = 0;
Ts,a(B) = €0s (5¢q * arcos(B)) T,(8) = pmod(p), fors, = 1; (91)
T, (B) = @7, 1 (B) — T, ,(B)ymod(p), fors, >1

Sta Sta

Finally, the TA publishes the genesis block with parameters T x{(H,p, B, Ypun, T, E/
D protocols),H,p, B, Ypun, T, E/D protocols} for blockchain, where E/D are the encryption and

decryption protocols, and master key s;, are kept secret.
2" phase: Registration entities and group creation
Registration entities:
The following process is conducted for the registration of FS/CCC/RSU/Pads:
The entity sends its ID; entity to the TA through a secure channel

my = {ID;}
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The TA receives the message and generates a random number ¢, private key x; = h(¢, ID;), and

public key y; = Ty, s(B) = Tx,(Ypup). After calculating the keys, it sends the device a message m,

containing the calculated keys, a group identifier, and the device's L position in the group list.

my = {x,y,1Dg;}

The device generates a random number a;, calculates A; = T, (8), and sends a message (m3) to the

TA.

ms =

{4, vi}

The TA then sends a message m, = Tx(h(4;,y;),4;,y;) to the Blockchain. Figure 29 shows a

diagram of messages exchanged in the registration phase

EV

TA

Blockchain

my = {ID;},

my = {x;, ¥, [Dgi}

A

mz = {4;,¥:},

my = {Tx(h(Au yi)' Ai! yi)};

FIGURE 29. REGISTRATION ENTITIES (PROPOSED PROTOCOL PROT _3)

Group creation:

a) Each member of group G; generates a random number m;, takes an A;,; from the blockchain,
and calculates the following values: M; = Ty, () ; kp,,, = Ty,(Ai+1); SEip1 = {Mi}EkB-+1 ;G =

Th(SEHl,kBiH,tsli )

. (B), where tsy, is the timestamp.
1A

b) Device Dev; sends a message my, to device Dev; 4

my, = {SEi11, Gy tsy,}

¢) When Dev; receives message my, , = {SE;, C;_q,tsy,_,} from Dev;_,, it checks timestamp
tsy,_, <At. If the check succeeds, it calculates kg, = Tg, (Tai_ 1(ﬁ)) = Tyy.a,,(B) and then

decrypts message SE;_; sent by Dev;_;.
M;_, = {SEi—l}DkBi

d) Dev; performs the following verification to authenticate Dev;_

a = h(SEl, kBi—l'tsli—l ),
Ci(Y) =T, (yi-1)-
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g)

h)

k),

Mathematical validation:

G =Ty tsy,, Jaris O (94)
G =T sk, sy, Jaries T (B (95)
GO =Ty sy, sy, ) Toxia (B)) (96)

G(Y) = Th(SEi:kBi_lvtsli_l )(}’i-1), (97)

Ci(Y) = Ta(yi-1). (98)

If the validation is successful, Dev; recognizes device Dev;_, as a valid member of the group.
The check is similar to the one performed by Dev;,, with Dev;

Dev;, calculates key kg, and decrypts the message sent by Dev;

M; = {SEi+1}DkBi+1- (99)

Then Dev;, returns a message m,, = {Mi, IDGi}D to Dev;
kBiy1

Dev; validates m,, content M; =? M;" and Dev;,, recognizes device Dev; as a valid member of
the group.

The devices then calculate a check value R; = Th(l DG‘)(yl-). Finally, a broadcast message is sent

to the other group members. {R;, y;}. Figure 30 shows the message exchange for the creation of
the device group.

After receiving messages from the other group members, each device group verifies their
authenticity.

HR ) O T 92 e Ty Y O (100)

If the verification is successful, the device calculates temporary group key k;
ke = Thamry (B)- (101)

With this temporary key, each group member sends the previously calculated variable to the
other group members {M;},,, which calculate the definitive group key:

Il) = h(MliMZ'"'"Mn) (102)
ke, = Ty (k) (103)
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Device,,_4 Device, Devicey 1

my, , = {SEy,Ci—1,ts1, ,} my, = {SEi4+1,Ci ts1}
My, = {Mi—l'IDGi_l}Dk my, = {M;, 1D} i
i-1 i+1
B ms, = {R;, y;} ms, = {R;, y;}
ms, , = {Ri—1,Yi-1} X msz,,, = {Riv1, Vier}

FIGURE 30. GROUP CREATION (PROPOSED PrROTOCOL PROT_3)
Device joining the group:
The following sequence describes the way a new device (RSU, FS, Pad) can be added to the group:

a) The new NDev device is registered in the TA and the identity of group IDg, where it will be
added is chosen. The TA sends the Blockchain a message with the update of the list of devices
that are part of the group. The Blockchain then provides NDev with a list of devices that form the
group to which it will be added.

b) NDev is positioned as the last device in the list, sends a message m; = {SEj, Cy41,tsy,,, } to the
first device in the Dewv, list, and receives a message m, = {SEy,.1, Cy, tsy, } from the last device
in the Dew, list.

¢) Dev; and Dev,, follow steps c), d), e), f), and g) of the group creation section. If the validation
of the new group member by Dev; and Dev, is successful, the new member NDev,,, calculates
Ryt = Th(IDGi) (Vn+1)- Finally, a broadcast message message ms = {R,, 41, Vn+1}is sent to the

other group members, which then check its authenticity.

n+1
[ TR =2 (100 ) 0 P10 02 - T ) O (104)
1
If the verification is successful, the devices in the group calculate the new group key

ke, = Ty(Ry). (105)

ke, = Trop(B). (106)

d) Finally, Dev; and Dev, send the new group key {kg,} to Devy,, in an encrypted form.

Device leaving the group:

When one of the devices (FS/RSU/Pad) with identity Dev; must leave the group, the group performs
the following steps:
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a) The TS sends a message to the Blockchain confirming the disconnection of Dev; from the group
with IDg,, Tx(h(M]-, Vi desable), M;, yj, desable).

b) The group members choose a new M;" = T,,, ,(8) and again perform the procedure described in
“Group creation” items b), c), d), f), g), h), 1), j ), 1), and m) to obtain a new group key k¢," =
Ty (k") without the device disabled.

3" phase: Registration of EVs and purchase of tickets
The process described below is followed for the registration of EVs:
The EV owner sends the TA vehicle identity ID,,, , personal information, and the bank account.
my = {ID,,, Personal data, bank account}

The TA generates a random number ¢,,, private key x., = h(¢Pey, [D,y,), and public key y,, =
Ty,,s(B) = Txev(Ypub) and calculates check values Vi, = h(PID,,, Ver) and V,, = R(IDgy,, X ppp). It

then sends the EV a message m,
my = {Xev, Yevs PIDey, Vaer}
and a message ms = Tx(h(Y,y,, PID,y,), Vey, PID,,,) to the Blockchain.

The EV stores the values to be used for its authentication to the network. Figure 31 shows the EV
registration process

EV TA Blockchain

my = {ID,,, Personal data, bank account},

My = {Xep) Yevs PIDey, Vaen}

A

My = {TX(h(Yep) PIDey), Ve, P1Dey)},

FIGURE 31. REGISTRATION OF EVS (PROPOSED PROTOCOL PROT 3)

Purchase of tickets:

The ticket purchase process is conducted by the EV owner offline. When the EV node wants to buy
tickets to access the CWD-WPT charging service, it communicates with the TA through a secure channel
and sends it a message m,

my = {h(PIDey) Yev, 2), Yevs Z}»

The TA checks the integrity and identity of the EV. If the verification is correct, the TA debits the
value of the number of tickets from the associated bank account and generates z random numbers 7,
where z corresponds to the number of tickets requested and w is a number between 1 < w < z.
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It then calculates tuple
ky = an B (107)
Ty = Te,-S(B) = T, (V) (108)
sends a message m, with the set of purchased tickets to the EV
my = {ky, TKy}

and a message m3 to the Blockchain with one of the tuple values of the generated
tickets Tx(h(TK,,,Y),TK,,,Y)

When the EV receives m,, it stores the tickets securely for a later use . Figure 32 shows the ticket
purchase process

EV TA Blockchain

my = {R(P1Dey, Yevs 2), Yevs 2}

my = {ky, TKy}

A

mgz = {Tx(h(TKw' Y)' TK,, Y)},

»
P

FIGURE 32. PURCHASE OF TICKETS (PROPOSED PROTOCOL PROT _3)

4" phase: EV Authentication
When the EV wants to use a charging station, it first authenticates itself with the closest RSU that is
part of the group in which the CWD-WPT charging station is inserted.
The EV starts the authentication process against the RSU by sending it message m,
m = {h(vlev' Yev, tSl)J vlev' tsl}

The RSU checks timestamp ts; < At and, through the blockchain, it checks if it is a registered user
vy, =7 vlev" If no registration is found, the RSU closes the connection; otherwise, i.e., if the verification

is successful, it verifies the integrity of the message by comparing the hash that arrived in it with the hash
calculated with values published in the Blockchain.

h(vlevJYew t51) =?h(v1,,’ Ve ts1") (109)

If the verification is successful, the RSU selects two random values T and € and calculates the session
key with T .

ks = Tr.xrsu (yev) =T Xrsu-Xep ) (110)

76



RSU sends message m, containing value € encrypted with key k;, a key verification value, and other
values to the EV

myp; = {{S}RSJ h(ks)l T, tSZl h({E}ks, h(ks)' T, tSZ)}

The EV checks timestamp ts, < At and the integrity of the message by checking the hash. If the
checks are successful, it then calculates the session key using its private key, the T that arrived in the
message, and the public key from the RSU:

ks = T‘r.xev Drsu) = T‘L’.xe,,.xrsu ) (111)

It checks if the key is correct by comparing it with the verification value that arrived in m,, i.e., if
h(k;) =?h(ky). If the comparison is successful, it authenticates the RSU as valid , the EV decrypts
message {€}, to obtain &, and sends m; to the RSU

ms = {h(gl T, kSJ tS3), t53}

The RSU checks timestamp ts; < At and then compares the hash that arrived in the message with the
hash it calculated.

h(e, T, kg, ts3) =7 h'(,7, kg, ts'3) (112)

If the comparison is successful, the RSU authenticates the EV and then sends a message encrypted
with group key m, = {PID, €}, to the group members and a message ms to the Blockchain.

Mg = Tx(h(vl' h(e), Yev)' U1 h(e), Vev)

The messages aim at speeding up the EV authentication in the next RSUs. Figure 33 shows the
message exchange performed by the protocol in the EV authentication process.

Charging Station
Group BlockChain

EV RSU

my = {h(vley' Yev, tsl)' Vg ts1}

»
»

mZ = {{g}ks; h(ks): T, tSZ' h({g}ksl h(ks)' T, tSZ)}

ms = {h(e, 1, kg, ts3), ts3}

\ 4

m, = {PID, e},

»
»

ms = Tx(h(vlr h(E), yev)r V1, h(S), yev)

A\ 4

FIGURE 33. EV AUTHENTICATION (PROPOSED PROTOCOL PROT 3)
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5" phase: Charging Request
When the EV approaches the charging station, it sends by CCC an m; message to authenticate itself.

my; = {h(E, vlev' Yev: tsl)' vlev' Yev, tsl}

The CCC validates the information in m, with the values sent by the group's RSU and compares the
message hash (h) with the hash calculated (h") .

h(g, V1 o Yevs tsl) = h'(g, h(PID.y, Yev), yev" tsll) (113)

If the validation is successful, the CCC selects a random number u, calculates a session key kg =
T,.e(B), and sends the hash of this key to the EV along with the random value u in message m,

m, = {h(TuE (ﬁ),u, tSZ)J u, tSZ }

The EV checks timestamp ts, < At, calculates session key kg; = T.,, () with value u, and compares
the message hash (h) and the hash calculated by (h').

h(Ty(B),u, tsy) =?h(T, (B), u,ts;") (114)

If the comparison is successful, the EV authenticates the CCC and verifies the message integrity;
otherwise, it closes communication. Once a session key has been established, the EV sends the ticket to
use the charging station to the CCC in message ms.

msz = {{kw: TKW}kSt! tSS}

The CCC checks timestamp ts; < At, decrypts the message, and get the ticket (k,,, TK,,). It checks
the authenticity of the ticket calculating

Ty, (Y) = TK, (115)

If the ticket is authentic, the CCC checks the blockchain on the use of the ticket. If it is a used one, the
CCC alerts the EV the ticket is not valid; otherwise, i.¢., if the ticket is valid, the CCC authorizes the use
of the CWD-WPT charging station and sends a message m, for the EV with a seed A for the calculation
of the authentication keys of the pads and the number of pads ¥ that controls the charging station.
Simultaneously, it sends a message ms encrypted with the group key and seed A to the pads.

my = {/11 lp}kst
ms = {4, ll)}kci

After receiving and decrypting the m, and ms, the messages by the EV and the pads respectively, they
calculate the authentication keys using a hash string.

kpnp+1 = h(); kl’w = h(kpupu); kvw—1 = h(kpw) """ kp, = h(km); kp, = h(kpz) (116)

k, ,is the first key to be used and k,, w1
according to its position in the charging station.

is the last. k;,_ is a check value. Each pad selects a switch

When the EV sends the authentication key corresponding to each pad, the pad verifies the authenticity
against the key it has assigned. The pad will activate if the key is authentic. When the key has been
successfully used, the pad sends a broadcast message with such a key to be added to a revocation list. If
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the pad finds the key sent by the EV does not match the assigned one, the EV is treated as valid and the
pad does not induce energy. If it is valid, but the pad verifies it is on the revocation list, it does not induce
power to the EV. Figure 34 shows the proposed charging request process described above.

EV CCC Pads

my = {h(e, V1 oyr Yevs tsy), V1 gy Yevs tS1}

v

mp; = {h(Tus(ﬁ)' u, tSZ)rur tSZ}

A

mz = {{kw, TKy}i,, t53}

v

mg = {4, ll’}k“ my = {4, ¢}kst

»
L

FIGURE 34. CHARGING REQUEST (PROPOSED PROTOCOL PROT _3)

5.2.1.Performance Analysis
Below is an analysis and a performance comparison of the communication, computational, and energy
costs of the proposed protocol with those of other schemes.

5.2.1.1. Communication Costs

The total number of bytes transmitted by a network during the execution of the protocol is considered
for the calculation of the communication cost, since it involves the number of data transmitted directly in
the bandwidth for the operation of the protocol. However, the headers or control bits inherent to the
communication protocol used are not considered. The quantity of bytes of each parameter adopted in each
message, size of each message with its parameters, and number of messages are considered.

Table 16 shows the values in bytes of each variable (values taken from Rabieh and Wei [25]) .

TABLE 16. SYMBOLS AND COSTS IN BYTES (PROPOSED PROTOCOL PROT 3)

Symbol Description Length (Bytes)
ID Identification 128
PID Pseudo Identity 32
H() Hash function 32
Tx blockchain transaction 108
x, S Private key 32
Y,y Public key 32
k Session key 32
(kyw,TKy) Ticket 64
Y Number of pads for RSU 8
A Seed 20
ts Timestamp 8
»,NUT,E, Prime numbers 32
HMAC Hash-based message authentication code 32
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n EVs, T RSUs and ¥ pads (for each RSU) were considered for the calculation of the
communications cost of the protocol. Table 17 shows a comparison of the costs among our protocol and
those of Pazos-Revilla et al.[58] and L. Roman and P. Gondim [82].

TABLE 17. COMMUNICATION COSTS IN BYTES (PROPOSED PROTOCOL PROT _3)

Message Pazos—I}?éi]lla et al. L. Roman ?gg]P. Gondim Proposed Protocol
M1 32n 74n 74n
M2 128n 74n 116n
M3 128n 104n 40n
M4 96n 96n 64n
M5 32n 64n 108n
M6 40n 60n 104n
M7 40t 40n T4n
M8 32(n * 1) 32(n ) 74n
M9 32(n+*1) T4(n*7—1) 64(n+1)
M10 32(n*T*Y) 68(m*1—1) 32(n * )
M1l -— 2MmrTt—1) -
M12 - = R2Mm*rt—1*y) -—
Total n(556 + 764 + 32:1/;)0T n(552 + 2067 + 327Y) n(750 + (32 * 1500)) + 64

According to Table 15, was considered for the comparison of our protocol with those of Pazos-Revilla

et al.[58] and L. Roman and P. Gondim [82], respectively. Figure 35 shows the communication cost is
similar to that of Pazos-Revilla et al.[58] and L. Roman and P. Gondim [82], since the highest
communications cost for all protocols is incurred in the upload process, when the EV sends the
authentication messages to the pads.

12

10

MBytes
(o)}

o

Communication cost 750 Pads (MBytes)

= - %m
10

5

30
Number of EVs

BIPazos - Revilla et al.[57] BL. Roman and P. Gondim [64]

!

@Proposed

FIGURE 35. COMPARISON OF COMMUNICATION COSTS (PROPOSED PROTOCOL PROT 3).
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5.2.1.2. Computational Costs

An estimate of the time necessary for the execution of unitary operations that are part of the messages
previously described in the phases of the protocol, as well as the differences among entities regarding the
respective processing power are considered for the evaluation of computational costs. The cost values are
based on common and realistic values obtained by experimentation and adopted for performance
comparisons of authentication protocols.

Towards defining a reference architecture for the evaluation of authentication protocols, Tao et al. [52]
obtained the computational cost of each unitary operation taking into account 3 hardware types:

e mobile equipment (processor Qualcomm (R) Octa core 1.5 GHz, 2G RAM).
e a Desktop (Intel (R) Dual core processor 3.1 GHz, 4GB RAM), and
e a Server (Intel (R) Hexa core processor 1.6 GHz and 16G RAM).

For our study, such hardware types correspond to EV/pad, RSUs, and FS/CSP, respectively.

TABLE 18. COSTS IN ms OF EACH OPERATION AND ENTITY (PROPOSED PROTOCOL PROT 3)

Costs (ms)
Entity
Tmpmul Tmpexp Tmppair Tmphash Tmpchaos
EV/Pad 0.29 0.5 0.75 0.3x103 0.95
RSUs 0.22 0.38 0.57 0.2x103 0.07
FS/ CSP 0.17 0.31 0.46 0.1x103 0.05

The methodology adopted for the performance evaluation considers the cost of each unitary operation
multiplied by the number of times each operation is executed and the several messages that include one or
more of such unitary operations, as required for the different authentication protocols. Table 18 shows the
execution times of the cryptographic unitary operations used by the different protocols, according to the
values provided in [24][83][84].

Table 19 shows a comparison of the number of operations performed by the three protocols.
Similarly to the protocol of Pazos-Revilla et al. [58] and L. Roman and P. Gondim [82], our protocol does
most of the processing work on the entity with enhanced computational features and on the blockchain.
On the other hand, EV, RSU, and the pads have fewer computing capacities, and, therefore, conduct less
complete operations, which helps reduce the latency of the system.

TABLE 19. COMPARISON OF COMPUTATIONAL COSTS (PROPOSED PROTOCOL PROT 3)

RSU/ Pad
Protocols EV CSP BNK/ FS/CCC Pad
Owner
PaZOS—ReVilla et STMpexp + (8n + 3)Tmpexp 2Tmppqir + 3nTMPrash 2n(Y)Tmppasn
al. [58] +(4n + 3)Tmpu
(+2Y)TMPrash +2TMPpair 2T mpagy
L_ Roman and P 3Tmpchaos + (1 + l/))Tmphash 4nTexp +6n Tmpcnaos ZnThash +4n Tmpcnaos n(ll))Thash
Gondim [82] +2n TP
Proposed ATMPchaos + (7 + Y)TMPpasn | 4nTMP cpaos + 5nTmP chaos + (W) Thash
+2 Tmppy 2nTmppasn nTMmppasn
Protocol +nTmp +nTmpy,
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Figure 36 shows a comparison of computational costs in the authentication phase among our
protocol and those of Pazos-Revilla et al. [58] and L. Roman and P. Gondim [82] . Our protocol has a
better computational cost for EVs, CCC, and RSUs due to the use of chaos-based encryption and
Blockchain in the validation of identities and tickets.

Computational cost of the system (ms)
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FIGURE 36. COMPUTATIONAL COSTS (PROPOSED PROTOCOL PROT 3)

In what follows is the calculation of the energy costs of the protocols for showing the importance of
optimizing authentication protocols towards reducing the amount of energy used in the systems.

5.2.1.3.  Energy Costs
The energy costs from the energy consumed in the execution of cryptographic operations in the
protocols were compared by Equation E; = Tgyxy * W, where Tgy is the execution time and W is the
maximum power CPU. W = 10.88 watts [76][77] was assumed for the comparison of the energy costs of
our protocol with those of Pazos-Revilla et al. [58] and L. Roman and P. Gondim [82] (see Table 20).
According to Figure 37, our protocol consumed the lowest energy.

TABLE 20. COMPARISON OF ENERGY COSTS (PROPOSED PROTOCOL PROT 3).

Protocols Equation
Pazos-Revillaetal. | £, = (Bn+3)Tmp,., + (6+4Y)nTmpuasy + (2 + 20)TMPygy, + (40 + 3) TPy
[58] *10,88W

L. Roman and P.

) Ecose = (9 + ((1 +29) + 2)nTmppgen + 2nTMP,y + 40T oy, + 130T 005) * 10,88W
Gondim [82]

Proposed Protocol Ecose = (16 + 2P)NTMPpqsy + ANTMP 0y + ANT cpyg05) * 10,88W
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FIGURE 37. COMPARISON OF ENERGY COSTS (PROPOSED PROTOCOL PROT _3)

5.3. Security and Performance Analyses
A security analysis of the protocol and a comparison of its security properties and resistance to cyber
attacks with those of other blockchain-based authentication protocols in EV charging systems were
conducted.

5.3.1.Security Properties
The security analysis focused on the way the protocol guarantees integrity, privacy, confidentiality,
mutual authentication, forward secrecy, and backward secrecy.

. Integrity: the protocol guarantees the content of the messages using a hash function on their sending
in the messages exchanged as entities.

. Privacy and Anonymity: During user registration in the system, the TA securely stores the identity
and other personal data of the EV owner. Pseudo identities are used for group generation, ticket
purchase, and upload processes, thus protecting the user’s real identity.

. Confidentiality: All messages exchanged through non secure channels are encrypted with session
keys, guaranteeing unauthorized people or systems cannot obtain the information sent.

. Mutual authentication: In the authentication process, two parties exchanging messages are ensured
to authenticate each other in the group creation, ticket purchase, and upload phases using challenges
and public keys taken from the blockchain.

. Perfect Forward Secrecy (PFS): The use of random variables for the generation of session keys
between the EV and charging station entities guarantees the system's PFS. However, if a new group
member is added to the charging station entity group, a new group key is generated without the new
member knowing the previous one.
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Perfect Backward Secrecy (PBS): when a member of the group leaves it, the remaining members
generate a new group key, preventing the member who has left from decrypting the group's
messages after their exit, thus guaranteeing PBS. Regarding EVs, the use of session keys ensures
every new communication is encrypted with a different key, preventing an attacker from using an
old session key to decrypt new messages.

Unlinkability: Because pseudo-identities are used for the authentication process and the user's real
identity is securely stored in the TA, no system entity or attacker can link activities on the system to
that of the real user.

Double spending: the publication of tickets used in the CWD-WPT charging station in blockchain
prevents them from being reused in the system.

5.3.2.Prevention against attacks
In what follows is a description of the way the Proposed Protocol PROT 3 resists possible attacks:

e Privileged insider attack [80]: This attack is one of the most effective, since some systems have
neither a security policy, nor internal security mechanisms that detect and resist it. Below are
some essential policies to increase the level of internal security:

o

Classification of duties: a company considers a clear specification of the employees’
roles with duties and restrictions important;

Limited privileges: accesses by employees and partners must be clearly limited both
physically and in the systems, according to the developed roles;

Encrypt sensitive data: confidential and essential information for the company must be
properly encrypted and stored in a secure place. Therefore, a Backup plan that enables
its recovery in case of failure is required;

Awareness of security: clear security policies and processes that enable employees and
external partners of the company to understand and comply with them through
publications and training; and

Defense in depth: The implementation of security layers ensures the company's most
sensitive processes can have stricter and deeper security compared to other common
processes.

e Random number leakage attack [51]: This attack is resisted through the application of the
following operations and controls to the Pseudorandom number generator (PRNG) systems:

o

o}
e}
o}

The initial values must be previously concatenated with a timestamp and processed by a
collision resistant hash function;

use of a collision resistant hash function in the output of the PRNG;

the initial values of the PRNG system must be changed at random periods;

an intelligent seed is used at the starting points of the PRNG.

e Replay attack: The use of timestamp in messages exchanged in the protocol guarantees
protection against Replay attacks.

e Man-in-the-middle attack: Due to the use of chaos-based encryption in a challenge-response
scheme and hash functions to ensure message integrity, valid users can detect if an attacker is in
the connection.

e DoS attack: due to the benefits of Blockchain, which is a distributed system, DoS attacks can be
resisted, since information can be verified in any RSU or FS of the system if any other has met
other requests.
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e Injection attacks: this attack is resisted through the application of hash functions for the
generation of a fingerprint of the messages exchanged between entities; if the message is
manipulated during its journey to the destination, the receiver can detect the changes.

e Impersonation attack: The protocol resists impersonation attack using Blockchain, which
guarantees the system has fast and truthful knowledge on the public keys and other data
necessary for the verification of a user’s validity.

e Known key attack: The protocol resists it using random elements and session keys that prevent
an attacker from using an old key to access the system. On the other hand, Blockchain guarantees
the system has quick and accurate knowledge on the tickets used, preventing them from being
reused.

e Masquerade attack: it is resisted because the entities must use their private keys for generating
session keys, thus guaranteeing only the valid entities of the system can successfully authenticate
themselves.

e Resistance password-guessing attack: The use of random elements for the generation of session
keys and tickets prevents an attacker from guessing the keys or valid tickets that can be used in
the system.

Table 21 shows a comparison of the security properties of the proposed protocol with those of other
schemes.

TABLE 21. COMPARISON OF SECURITY PROPERTIES (PROPOSED PROTOCOL PROT 3)

Pazos-Revilla et | L. Roman and P. };rr(()}zgzz(ll

al. [58] Gondim [82] PROT 3
Integrity Yes Yes Yes
Privacy and Anonymity Yes Yes Yes
Conﬁdentiality Yes Yes Yes
Mutual authentication Yes Yes Yes
PFS Untreated Yes Yes
PBS Yes Yes Yes
Unlinkability Yes Yes Yes
Double spending Yes Yes Yes
Privileged insider attack Untreated Yes Yes
Random number leakage attack Untreated Yes Yes
Replay attack Yes Yes Yes
Man in the middle attack Yes Yes Yes
DoS attack Untreated Yes Yes
Injection attacks Untreated Yes Yes
Impersonation attack Yes Yes Yes
Known key attack Untreated Yes Yes
Masquerade attack Untreated Yes Yes
Resistance password guessing Yes Ves Yes

attack
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5.3.3.AVISPA Verification

5.3.3.1.  Modeling of the Proposed Protocols in HLPSL

The protocols must be modeled according to HLSPL for their evaluation by AVISPA. Figures 38 and
39 show some parts of the EV authentication phase modeling of the proposed protocols Figure 38
displays the modeling of EV and session behavior in HLPSL code.

Role of EV in HLPSL HLPSL codification of the role
session
role role
role_EV/(EV:agent,G:agent,RSU:agent,BC:agent,H1:hash_func,SND,RCV:chan | session1(EV:agent,G:agent,RSU:agent,BC:a
nel(dy)) gent,H1:hash_func)
played_by EV def=
def= local

local
SND4,RCV4,SND3,RCV3,SND2,RC
State:nat,Vev:text, T1:text, T2:text, Yev:public_key,Xrsu:text,Ks:symmetri | V2,SND1,RCV1:channel(dy)

c_key,T3:text, Tao:text,Eta:text,Beta:text,Mul:hash_func,Xev:text,Cheby:hash_f composition
unc,Yrsu:public_key
init role_BC(EV,G,RSU,BC,H1,SND4,R
State :=0 CV4) A
transition role_G(EV,G,RSU,BC,H1,SND3,RCV3) A
1. State=0 A\ RCV(start) =|> State"=1 N\ Vev:=new() \ T1:=new() A\ | role_RSU(EV,G,RSU,BC,H1,SND2,RCV2)
Yev':=new() A SND(H1(T1"Vev'YeVv').T1.Vev') Nrole_EV(EV,G,RSU,BC,H1,SND1,RCV1)
2. State=1 N | endrole
RCV({Eta’}_Ks'.H1(Cheby(Cheby(Mul(Tao'.Xrsu').Beta'’).Yev)).Tao'. T2 . H1({
Eta'}_Ks'.H1(Cheby(Cheby(Mul(Tao'.Xrsu').Beta’).Yev)).Tao".T2")) =>

State:=2 N\ secret(Ks',sec_1,{}) \ T3"=new() N\ Yrsu':=new() \ Xev'=new() \
SND(H1(Eta'.Cheby(Cheby(Mul(Tao'.Xev').Beta').Yrsu').Tao'.T3').T3")
end role

FIGURE 38. EV AND SESSION ROLE IN HLPSL FOR PROPOSED PROTOCOL PROT 3

Figure 39 shows the security objectives of the authentication phase of protocol PROT_3. Namely:

. secrecy_of sec_1: keep secret kg;
. authentication_on auth_2: EV authenticates RSU on ¢;
o authentication_on auth_3: RSU authenticates EV on H(K);

Proposed Protocol PROT 3
goal
secrecy_of sec_1
authentication_on auth 2
authentication_on auth_3
end goal

FIGURE 39. SECURITY OBJECTIVES AND RELATED SECRETS OF THE PROTOCOL PROT 3 IN HLPSL

5.3.3.2. Security Check Results

Protocol PROT 3 was simulated in AVISPA with the use of CL-AtSe and OFMC backends and the
results confirmed its security in the EV authentication phase (Fig. 40).

86



Analysed : 7 states
Reachable : 5 states
Translation: 0.00 seconds
Computation: 0.00 seconds

Backend CL-AtSe OFMC
SUMMARY
SAFE % OFMC
% Version of 2006/02/13
DETAILS SUMMARY
BOUNDED_NUMBER_OF_SESSIONS SAFE
TYPED_MODEL DETAILS
PROTOCOL BOUNDED_NUMBER_OF_SESSIONS
Proposed /home/span/span/testsuite/results/hipslGenFile.if PROTOCOL
fhome/span/spanftestsuite/results/hlpsiGenFile.if
Protocol GOAL GOAL
PROT 3 As Specified as_specified
- BACKEND BACKEND
CL-AlSe OFMC
COMMENTS
STATISTICS STATISTICS

parseTime: 0.00s
searchTime: 0.02s
visitedNodes: 19 nodes
depth: 6 plies

FIGURE 40. SECURITY SIMULATION RESULTS FOR PROPOSED PROTOCOL PROT 3

5.4, Summary

This chapter described the design and operation of protocol PROT 3 for operation in a decentralized
system. The protocol is based on blockchain and chaotic encryption and considers a CWD-WPT charging
station with centralized control over a VANET network linked with cloud computing and fog computing.
Such an architecture takes advantage of the scalability and high performance and supports the high
mobility and low latency of the system. Compared with other protocols, it guarantees the security of
information of both users and system with lower computational costs, due to the use of blockchain and
chaos-based cryptography, which enables secure authentication with fewer computational operations. The

protocol obtained excellent results in terms of security and performance, compared to other schemes.
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6. TRUST MANAGEMENT AND PROTOCOL DESIGN AND EVALUATION

Various cryptographic techniques are used for authentication protocol design - bilinear pairing, for
example, offers several advantages in modeling the protocol; however, it is one of the cryptographic
schemes of highest computational cost, compared to elliptic curve cryptography and cryptography based
on hash functions [82]. The use of trust management simplifies some processes or eliminates others,
decreasing the computational costs generated by encryption[85][86].

Trust models are a security tool that helps to identify malicious elements in systems through feedback
(classification) from its participants and evaluation of the reliability of its entities. However, the system
faces challenges, of which one is the fact some personal and confidential data of some trust models are
exposed to other system entities that should not have such information. Blockchain can be used to
overcome it [67] [56].

Blockchain provides VANET networks with transparency in their operation (non-repudiation),
resistance to attacks, and fast and efficient validation of user credentials in the authentication process for
either authorizing, or denying access to the system [28]. Furthermore, it ensures high service availability
due to its decentralized design [30].

This chapter introduces an authentication protocol with a Blockchain-based trust model and bilinear
pairing-based cryptography for a CWD-WPT charging system in a cloud and fog computing environment
that guarantees privacy and integrity of messages and mutual authentication between EVs and the
charging station.

6.1. Network Model and Adversary Model

This section focuses on the network and adversary models considered in this study.

6.1.1.Network Model

A centralized CWD-WPT System supported by a consortium blockchain system has been considered.
In the PROT _4, the TA, FS and EVs form the Blockchain network. The blockchain system is supported
by TA, where the genesis block is generated and the FSs receive messages and create the blocks. The
consensus system used by the FSs is the Redundant Byzantine Fault Tolerance (RBFT) for validate and
publicize the creation of a new block to all network participants.

Each block contains the cryptographic hashes of the records, including information about the hash
value of the previous block, thus forming a chain of data, i.e. a blockchain.

Blocks are composed of a block header and a block body. The first results from executing a hash
function on the header of the previous block, a random number (nonce) and the root of Merkle (binary
hash trees). On the other hand, the block body stores the data of the tickets used by the EVs to access the
system, the EV's trust assessment and the access token generated in the authentication process between
the EV and the CWD-WPT charging station, and other additional blockchain-related information (see fig.
3).

The Merkle root is generated from the "Merkle trees" algorithm that groups all transactions to be
registered in the block, the description of how this algorithm works is given in section 2.1.9 (figure 4).

The considered architecture is formed by the following components (Fig. 41):
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e Trusted Authority (TA): installed on the cloud, it registers and generates system and user keys
and creates the genesis block of the blockchain system;

e A company charging server (CCS), installed on the cloud;

e RSUs (road-side units), implemented by access points deployed at the margins of the road

e Fog servers, installed near the RSUs;

e Charging pads, installed on the floor of the charging station and used for inducing an electric
charge to the moving EVs; and

e electrical vehicles (EVs).

Wireless networks (such as 5G) are used for communication among EVs, FS, and RSUs. On the other
hand, communications between pads and EVs are supported by short-range wireless networks.

CLOUD

]

Fog Server

Fog Server
Fog Server g Serv

O\

PDy_4q PD,_, PDn,y

FIGURE 41. NETWORK MODEL (PROPOSED PROTOCOL PROT 4).
6.1.2.Adversary (attack) Model

This study considered the attack model of Dolev-Yao [74] and that an attacker can reproduce
messages, unidirectional functions are unbreakable, and information cannot be obtained from encrypted
messages if the attacker does not have the key to decipher them.

In the scheme, TA and CCS are trusted, hence, safe for storing EV identification and bank details for
ticket purchase. On the other hand, FS, RSU, and pads must not know the identity of the EV or the one of
its owner.

6.2. PROT_4 - Trust Management and Authentication Protocol for CWD-WPT Charging
Stations

The proposed protocol based on [65] comprises the following four phases (Fig. 42):
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e System Initialization, which defines the functions, properties, and keys (private and public) of the
system.

e Registration: users are registered in the system and, once registered, the system delivers the keys
(public and private) to be used in subsequent authentication processes.

e Ticket Purchase: users purchase multiple tickets to be used at the charging station.

e Charging Request and Authentication: the user requests the charging station service and, upon
authentication of the tickets used in the FS, if the ticket is valid, the fs calculates the EV trust, as
indicated in section 2.5, which describes the calculation of the global trust value (GTV) (EQ. 40),
from explicit (Eq.34) and implicit trusts (Eq.39). IF the system classifies the EV as trusting
(GTV>TH - where TH is the trust threshold), the FS announces the results in the blockchain and
proceeds with access control and provision of the charging service for the EV according
to protocol PROT _4; otherwise (no-trust EV), the FS will announce the results on the blockchain
and proceed to control access and provision of the charging service for the EV according to
protocol described in L. Roman and P. Gondim [65].

In the proposed protocol, FS is considered safe, RSUs and pads are considered safe but curious, and
EVs are considered unsafe. On the other hand, communications that support the functioning of the
system, but are not directly part of the authentication or access control processes, which are the focus of
this thesis, are therefore assumed to be secure, that is, communications are secure between:

e the FS and the RSU, on all phases,
e RSUs and pads, on all phases,
e the EV and the CCS, on the EV registration and purchase of tickets phases.

Communications are insecure between:

e the EVs and the FS in the charging request and EV authentication phase,

e the EVs and the RSU in the charging request and EV authentication phases,
e the EVs and pads in the charging request and EV authentication phases.

Phase 1 Phase 2 Phase 3

___________________________________________

__________________________________________

‘ Charging Request and Authentication ‘

Charging Solicitation

Successful

Fail p
Trust Verification /
GTV>=TH <:| Caleulation  [¢——=

(eq.40)

Authentication

Successfulﬂ

Charging
Activation

L i

Fail

Successful D
Authentication with

protocol Nr.4

FIGURE 42. PHASES OF THE PROPOSED PROTOCOL PROT 4.
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Each FS has a private key x¢s and a public key Yr;. RSU also has a private key X, , a public key

Y. , and a group key K;_gsy and is connected to the fog server. On the other hand, the pads are
connected to RSUs and a group key Kg_pqq5 is defined for the pads.

The phases of the PROT_4 protocol are described in what follows.
1% phase: System Initialization
The System boots, as indicated in [65], and the following keys are set:

- CCS defines an elliptical curve on a finite field E (Fqg), two sets G, (additive) and G,
(multiplicative), a random value P € G, and two collision-free hash functions H: {0,1}* —
Gy, Hy:{0,1}".G - Zg

- Master private key X¢5, € Zg;

- Global public key Ypup = Xces * P,

- CCS calculates its own pair of public Q.. = H(ID,. ) and private key S..sc = X.cs * Qccs

- Finally the parameters {G, G, &, P, H, Hy, Ypup, Qccs } are published.

2" phase: EV registration

When a user decides to recharge their EV, he/she uses a CWD-WPT station. The first step is to
register through a secure channel in CCS. The user must select a private key x,, € Zj, and calculate
public key y,,, = x., * P. The user and EV data (vehicle charging parameters (VCP) (e.g., battery type,
charging level, among others), identity (ID,,), and public key are sent to the CCS for storage. Finally, a
certificate Cert,, = X cs * Qeyp, Where Qqp, = H(ID,,,), is created by the CCS and sent jointly with Q,,,
to the EV.

3 phase: Tickets Purchase
The ticket purchase process is similar to that of [65], as follows.
The EV sends CCS the first message, m,, requesting the purchase of n tickets:
my = {n, [Dgy, Certgy}

The CCS receives it and generates n random values {17,713, ...,7,,} € Zg. For eachr; for0 <i <mn,

R; = r; * P is calculated and a message m, containing set R={R;, R,, ...., R,,;} is sent to the EV:
m, = {R}

The EV creates n random pseudonyms {PID;, PID,, ..., PID; ...., PID,} and applies a blind signature
to each n PID. It then chooses two random numbers a, b € Z; and computes the blind pseudonym (B)

for every pseudonym PID:

B; = H(PID;,8(bQccs + Ry + P, Yy))+b. (117)

The EV sends message mz with B = {B;,B,, ....,B;,....B,} to the CCS to receive the system
signature.

mz = {B}

The CCS receives the message, signs all blind pseudonyms from set B
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Bs; = (B; * S¢es) + (17 % pub)- (118)

and sends message m, (Bs = {Bs;, Bs,, ...., Bs,}) to the EV, which calculates two values (J and L) for
signature verification to obtain the signature of each blind pseudonym set B = {B,, B5, ...., B, .... By }.

4" phase: Charging Request and Authentication

This phase describes the process of charging request, authentication, verification, and creation of
session keys between the CWD-WPT charging station and the EV.

Access to the charging station

When an EV owner wants to recharge the vehicle at a CWD-WPT charging station and has a valid
ticket (J,L), the EV chooses a random number o,,, € Z, , calculates y,, = g, * P, and sends an m,
message to the FS

My = {Vev, ts1, {(PIDy,], L), certey}y ., HMAC (Vey||tsi||certey||Qev)},
where ts; is a timestamp.

If the FS verifies the validity of the certificate and the hash of the message to authenticate the EV;, it
checks the validity of the Ticket:

L = H(PIDy,e(J, P)e(Qccs, chs)_L)- (119)

If the ticket is valid, the system starts validating E'V; trust.

Trust is checked by off-chain evaluations and by running the formulas in Section 2.5. If the check is
negative or the trust is below the threshold, the FS sends a message to the RSU to continue with the
authentication process described in the protocol proposed in [65]. Otherwise, it sends an m, message
with an authentication token TK = X * ¥e,,, random value @ (to calculate the hash chain to authenticate

with the pads), and y,,, to all system entities for a fast authentication.
my = {TK, Yev, @1},

Additionally, it sends an ms; message containing the Token hash, the ticket, and the trusted
classification to the Blockchain.

ms = {H(TK),H(J,L), TV, ;, HH(TK),H(J,L), TV;;) },

When the messages arrive on the blockchain (in this case, the FSs), they form a body block grouping
all transactions (according to m3) of all the EVs that are using the system. In addition, the FSs create the
header of a new blockchain block that contains the Merkle root of the transaction group (ms3), a random
number, and the hash of the previous block header. Finally, the first FS that creates a valid block sends
the new block for validation to the other FSs, and a new block is then added to the Blockchain, through
the use of RBFT consensus algorithm.

It also sends the EV the token and the group key encrypted with the token (7K):
my = {{al}TKJ VK, t54}>

The EV then calculates token TK = 0y, * Yy and the hash of token VK = H(TK) and verifies if
VK =?VK'. If the verification agrees, the EV decrypts the message and uses a; to calculate the hash
chain for the authentication with PADs kpy,, = H V(ay)
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ms = {H¥ (), tse},

Towards authenticating with the following RSU, the EV sends the token and the variable y,,
together with an HMAC that contains the token, the authentication variable, and the applied hash t
(number of RSUs of the CWD-WPT station) in seed ;.

Mme = {Vev: HMAC (TK, Yev, HT(al))}’

The RSU verifies the HMAC with the values associated with y,,,, sends an encrypted a; with TK to
the EV

my; = {a;}rk,

and an mg to the pads with k} s =H Y(a,)

The EV decrypts mqg and uses a; to calculate the hash chain and authenticate with the PADs of the
following RSUs kfy,, = H¥ (ay)

my = {kFT’H,I, I3

Finally, the EV; sends a message with the evaluation of the service from the CWD-WPT station to the
oft-chain via a secure channel.

— h+1
Miotrsyp = {TVi,j

6.3. Comparative Performance Evaluation
A performance analysis of the communication, computational, and energy costs of the protocol was
conducted and a comparison with the protocol of [65] was performed. For comparison purposes, a
charging station (as described in [65]) was considered with the following characteristics: » EVs ,t =7
RSUs, and ¥ = 750 pads/RSU.

6.3.1.Communication Costs
The communication costs involved the size of the transmitted messages (in bytes) in the "Charging
Request and Authentication” phase, but not the headers or control bits inherent to the communication
protocol used.

Tables 22 and 23 show the values in bits of the variables used in the protocol and a comparison of its
costs, respectively.
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TABLE 22. SYMBOLS AND COSTS IN BYTES ([65]) (PROPOSED PROTOCOL PROT 4).

Symbol Description Length (Bytes)
ID Identification 128
PID Pseudo identity 32
H() Hash function 32
X Private key 32
Y,Q Public key 32
k Session key 32
o Digital signature 32
(J, L Blind signature 96
10) Pre key of session 32
T Number of RSUs per fog server 8
P Number of pads per RSU
a, v Seed 20
t Timestamp 8
VK Verification key 32
hash chain request Hash chain request 8
* Multiplication operator -
é Bilinear Pairing -
CCS Company Charging Server -
RSU Roadside unit -
HMAC Hash-based message authentication code 32
P Generator point of the elliptical curve 32

TABLE 23. COMPARISON OF COMMUNICATION COSTS IN BYTES (PROPOSED PROTOCOL PROT 4).

Message L. Roman ?161(51]1)‘ Gondim Proposed Protocol PROT 4

M1 72n 200n
M2 104n 104n
M3 136n 104n
M4 64n 60n
M5 80n 32(n* )
M6 80(n * 7) 32(nx(r—1))
M7 104(n * T) 32+ (r— 1))
M8 16(n*7) 32n

MO 32(n* 1) 2mx(t—-1)*y)
M10 32n 8n

Ml1 R2Mm*T*Y) --

M12 - -

Total n (488 + 2327 + 321Y) n (444 + 64t + 321)
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Figure 43 displays the communication costs of the proposed protocol compared with that of L. Roman
and P. Gondim [65]. The costs between the two protocols are similar, because the same cryptographic
technique is used (hash chain) and the EV and the group of pads of the charging station exchange a larger
number of messages (5250 messages) compared to communication between the EV and other entities (22
messages).

Communication cost (MBytes)

1.8
1.6
1.4
1.2

0.8
0.6
0.4

0.2
0 DN =

MBytes
=

1 5 10
Number of EVs

@L. Roman and P. Gondim [64] QProposed protocol

FIGURE 43. COMPARISON OF COMMUNICATION COSTS (PROPOSED PROTOCOL PROT 4).

6.3.2.Computational Costs

The time required for the undertaking of a unit operation and estimated according to the processing
power of each entity is considered for the calculation of computational costs. Execution times are based
on experiments conducted on computational platforms [82]. In this sense, 3 types of hardware were
considered so that the execution times of each unit operation could be obtained. For our study, such
hardware types correspond to EV/pad, RSUs, and FS, respectively:

e mobile equipment (processor Qualcomm (R) Octa core 1.5 GHz, 2G RAM).
e a Desktop (Intel (R) Dual core processor 3.1 GHz, 4GB RAM), and
¢ a Server (Intel (R) Hexa core processor 1.6 GHz and 16G RAM).

A methodology consisting in multiplying the execution time of the function by the number of times
the function is executed by each entity calculated the computational costs. Table 24 shows the execution
times of the operations used by the protocol.

TABLE 24. COSTS IN ms OF EACH OPERATION AND ENTITY CONSIDERED ([82]) (PROPOSED
ProTOCOL PROT 4).

Costs (ms)
Entity
Tmpmul Tmpexp Tmppair Tmphash Tmpg—ptns Tmpv—ptns Tmp Chaos
EV/Pad 0.29 0.5 0.75 0.3x103 0.03 0.021 0.95
RSUs 0.22 0.38 0.57 0.2x103 0.011 0.015 0.07
FS/ CsSP 0.17 0.31 0.46 0.1x103 0.009 0.01 0.05
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Table 25 shows a comparison between the protocol of [65] and the proposed one, which was carefully
designed to performing more complex operations in devices with greater computational capacity.

TABLE 25.COMPARISON OF COMPUTATIONAL COSTS (PROPOSED PROTOCOL PROT 4)

Protocols EV CSP BNK/ CMC RSU Pad
/FS
2Tt +
20T+
L. Romgn and P. (1 + ) + )T peen mTexanr ; n,THig AnThash o
Gondim [65] +4NT pash + 20T pair
+ 1Ty iy
;l:;‘nul*' znThash
Protocol PROT_4 1+ @+ ¥)*7) Thash + 4T had n(W)Thash
+4nT pasp + 20T pir

Figure 44 shows a comparison between the protocol of [65] and the proposed one regarding the
different entities considered. With the implementation of computational trust and blokchain, the
computational costs of the proposed protocol were better due to the less complex authentication process.
Regarding pads, the two protocols show relatively the same cost, since the same cryptographic scheme,

i.e., hash chain is used.
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FIGURE 44. COMPARISON OF COMPUTATIONAL COSTS (PROPOSED PROTOCOL PROT 4).




6.3.3.Energy Costs

This section addresses a comparison of the energy costs of each system’s entity of the proposed
protocol and that of the protocol of [65]. The equation used is E¢ = Tgyx * W, where Tgy is the execution
time in ms and W (10.88 watts) is the maximum CPU power — the result is optimal in millijoules. Figure
45 displays differences in energy costs, demonstrating the implementation of computational reliability in

the system reduces the energy used.
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Figure 45.d Energy Costs of RSUs

6.4. Security and Performance Analyses

FIGURE 45. COMPARISON OF ENERGY COSTS (PROPOSED PROTOCOL PROT 4).

This section is devoted to an analytical description of the security attributes such as mutual
authentication, perfect forward secrecy, integrity, and privacy of the proposed protocol, and protection

against attacks.

6.4.1. Security Analysis

A security analysis conducted considered the trust of the system, towards improving security
and authentication efficiency, since the access control complexity can be adjusted in function of the
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EV's trust rating. On the other hand, the communication between a user classified as “trustworthy”
and the CWD-WPT recharge system may be considered insecure; therefore, security properties must
be guaranteed and attacks must be resisted..

6.4.1.1. Security Properties

This section reports on analysis of the security attributes guaranteed by the proposed protocol.

1)

2)

3)

4)

5)

Preservation of privacy: during the ticket purchase process, the identity of the EV user is kept
confidential by both CCS and FS and tickets are generated from random elements unrelated to
the user. In the system access phase (phase 4), RSUs and pads cannot obtain the user's identity
from the token given to the user for authentication.

Mutual Authentication: the protocol guarantees double authentication among the EV, FS, RSUs,
and pads. The FS authenticates the EV by checking the HMAC of message m; and the EV
authenticates the FS by checking the VK of message m,. The first RSU authenticates the EV
against the confirmation of the FS and the EV authenticates the RSU against the VK of m, The
other RSUs authenticate to the EV by verifying the HMAC of mg and the EV authenticates the
other RSUs decrypting with the token (7K) and verifying the a; of m.

Integrity protection: integrity is guaranteed with the use of hash functions and HMACs, so that
entities receiving a message can verify whether an adversary has altered its content.

Perfect Forward Secrecy (PFS): the protocol guarantees PSF through the use of random elements
for the generation of session keys. Even if session keys are compromised, messages from other
sessions cannot be decrypted.

Perfect Backward Secrecy (PBS): this property is guaranteed with the use of session keys — a
different key is used for each new communication, preventing an attacker from using an old
session key to decrypt new messages.

6.4.1.2.  Prevention against attacks

This subsection provides an analysis of the attacks that might affect VANET networks and are

resisted by the proposed protocol.

Impersonation: the system checks whether a ticket is valid and, in case of an invalid one,
removes it. Another level of protection is achieved with the use of session keys generated with
random elements, which prevent an attacker from using old keys to generate a new key to access
the system.

MitM: hash functions, HMACs, and session keys ensure messages cannot be intercepted, read,
and modified by an attacker.

Replay and Injection: replay attacks are avoided by timestamps and random elements and
injection ones are prevented through the use of hash and HMAC functions so that the receiver of
the message can validate its integrity.

Known key: unique tickets for access to the system and the record of their use in the blockchain
avoid such an access with a same ticket. On the other hand, session keys are unique and
generated with the use of a valid ticket, which prevents their reuse for accessing the system.

DoS: the protocol can resist the attack at layer 2 and 3 of the TCP/IP model. The FS resists it
during the validation of the ticket and the user's trust score. However, depending on the
authentication method (standard or trust-based one), RSUs can validate the connections by
checking the HMACs of the messages, thus efficiently rejecting not valid connections.
Masquerade: it is resisted through the use of session keys - an attacker would not be able to
represent a valid system message, since random values are used for the obtaining of session keys.
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e Unlinkability: the EV identity cannot be linked to the ticket or authentication token by RSU and
pads, since it is validated with the use of public system variables.

e Double Spending: the use of a ticket is published on the blockchain by the system, so that the
ticket cannot be reused.

e Resistance password-guessing: the protocol resists the attack because tickets and session keys are
generated with random elements, which prevents an attacker from guessing the keys required for
the use of the recharge system.

e Random number leakage: as suggested in [51], several controls and operations in PRNG are
implemented for preventing the attack.

e Privileged insider: such an attack can be avoided with the implementation of a set of security
policies that transversally cover all processes that describe the operations towards offering the
CWD-WPT loading service. [80] defined the most important policies that minimize risks of the
attack.

Table 26 shows a comparison of the security properties of the proposed protocol and those of other
schemes for authentication for CWD-WPT load stations.

Table 26. Comparison of security properties (Proposed Protocol PROT 4).

. Proposed

Security Property [65] Protocol
Mutual authentication Yes Yes
key agreement Yes Yes
Confidentiality Yes Yes
Integrity Yes Yes
Privacy Yes Yes
Injection attacks Yes Yes
Perfect forward secrecy Yes Yes
Perfect backward Secrecy Untreated Yes
Replay attack Yes Yes
Known key attack Yes Yes
DoS attack Yes Yes
Man-in-the-middle attack Yes Yes
Masquerade attack Yes Yes
Impersonation attack Yes Yes
Unlinkability Yes Yes
Double spending Yes Yes
Resistance password-guessing attack Yes Yes
Random number leakage attack Yes Yes
Privileged insider attack Yes Yes
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6.5. Summary

A new authentication and access control protocol based on computational trust, blockchain and
bilinear pairing encryption for a CWD-WPT system has been designed to improve authentication times
and minimize communication, computing, and system energy costs. The protocol uses Blockchain-based
computational trust to validate the way to authenticate in the system. If the user's trust is above a certain
level, the authentication process in the system is lighter and faster, without neglecting the security of
communications. A comparison of the protocol, which includes the trust system, with a similar one that
does not include trust, showed its better performance, achieved due to simpler session key generation
processes in function of the trust system. Regarding security and performance, the protocol provided
excellent results and, therefore, can be a good choice in comparison to other authentication and access
control schemes for CWD-WPT systems.
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7. CONCLUSIONS

Cyber physical systems (CPS) have shown an evolution due to advances in new technologies such as
IoT, characterized by the use of heterogeneous data and knowledge integration. Such an evolution has
driven a 4th industrial revolution called Industry 4.0, in which new requirements (e.g., QoS, data
volumes, mobility, and interconnection between different devices) have become challenges that must be
overcome.

The combination of cloud computing and fog computing in a hierarchical scheme is an effective
solution to support next generation VANETSs that are compatible with high mobility, low latency, real
time services, and connectivity.

Part of the research on EVs has been directed to the creation of VANET networks in a cloud
environment for supporting CWD-WTP charging stations. Such stations aim at optimizing and
simplifying the charge of EV batteries, since, in this system, cables are not necessary, and power is
induced while the EV owners drive to their destination.

This thesis addresses the problems of network security and access control in cloud-based vehicular
networks, meeting the most important security requirements, namely authentication, data integrity,
confidentiality, access control, non-repudiation, and availability. It aims to contribute to the optimization
and security of vehicular networks that support EVs, which has become a trend in several countries due to
the global objective of air pollution reduction.

The manuscript introduced four new authentication protocols for two different architectures of a
CWD-WPT charging system on a VANET network based on cloud computing and fog, and a trust
management scheme based on blockchain represents a current focus of research and development for
evaluation in terms of security properties, validation and performance evaluation.

The first architecture is comprised of a centralized system in which a company charging server (CCS)
is installed in the cloud computing and a group of secondary servers (fog servers FS) in the fog
computing so that each FS groups several RSUs that control a group of pads. Two protocols — one based
on bilinear pairing and another, which is a variant of the first, is based on chaotic cryptography - were
proposed.

The first scheme introduced a new authentication protocol for CWD-WPT charging systems on a
VANET network in a cloud and fog computing environment; it considers a centralized architecture and is
based on digital signatures, HMACs and hash chains. Compared to other proposals, it yielded better
computational costs and provided better results regarding security analysis.

The second protocol also considers a centralized architecture and uses new cryptographic primitives
based on chaotic maps, which have low computational cost compared to cryptographic primitives based
on bilinear matching. A comparison with other protocols revealed our scheme enables better handling of
security properties and requires lower computational costs, due to the use of chaotic cryptography.

The third protocol uses a cryptographic scheme based on blockchain and chaotic maps to guarantee
authentication with low computational cost, protect the anonymity of users, and provide privacy,
availability, and integrity to the system. Compared with other protocols, it assures security of information
for both users and the system with lower computational costs, due to the use of blockchain.

The three protocols were formally validated by AVISPA tool, which confirmed they are safe against
various attacks, including replay, man-in-the-middle, impersonation, and privileged insider ones.

The second architecture involves a decentralized system, in which the Control Charging Center (CCC)
is located on the side of the road and connected directly to the pads. The RSUs, FS and a TA are elements
that enable the EV to securely communicate with the CCC to perform charging. A protocol based on both
blockchain and chaotic cryptography was proposed for the architecture.

The fourth protocol comprised of a centralized system scheme according to which the trust system, the
blockchain, and the CWD-WPT charging system are managed in the traditional cloud, whereas fog
computing manages the RSUs of the charging stations. The scheme has been adopted by several
researchers due to its advantages such as connectivity with low latency and high mobility.
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The fourth protocol uses computational trust to validate the way to authenticate in the system. If the
user's trust is above a certain level, the authentication process in the system is lighter and faster, without
neglecting the security of communications. A comparison of the protocol, which includes the trust
system, with a similar one that does not include trust, showed its better performance, achieved due to
simpler session key generation processes in function of the trust system.

Moreover, it is expected the production of a trust management scheme based on blockchain,
accompanied by the submission and review of at least one paper.

Current work involves the concepts of chaos and blockchain cryptography, in addition to the creation
and submission of articles produced from the second and third protocols. Additionally, an extension and
technical deepening on the foundations and applications of chaos-based cryptosystems and blockchain to
the improvement of information security must be accomplished.

Future work will involve security protocols and mechanisms for the integration of CWD-WPT
systems with 5G and 6G communication networks, as well as performance evaluation studies of
CWD-WPT charging systems based on discrete-event simulation.
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1. Introduction One of such challenges is the long duration of charging and bat-

Research on the Internet of Things (IoT) has been substantially
increased in recent years because of the applications and capabil-
ities it offers. IoT is a complex and heterogeneous ecosystem that
interconnects several objects on a large scale to offer innovative
services, such as drone-based services, health care services, smart
grid features and electric vehicles [1,2].

The widespread adoption of loT depends on communicating
things networks (CTNs), which must adapt to new quality of ser-
vice (QoS) requirements, carry large volumes of data, and support
heterogeneity in different traffic pattern devices for ensuring a re-
liable delivery of services.

The benefits of IoT and CTN technologies can reach several ap-
plication areas. Among these areas, we observe that the popular-
ity of electric vehicles (EVs) has grown over the past years, mainly
due to the scarcity of fossil fuels and for enwironmental reasons.
According to the Organization for Economic Cooperation and De-
velopment, the transportation sector consumes over 50% of the
world’s oil and is responsible for the ion of appraximately
20% of carbon diaxide worldwide. Although the adoption of EVs
can improve the environment and reduce the oil dependency, sev-
eral technological and operational challenges must be overcome
[3.4].
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tery life, which generate time and mability restrictions for users
[5]. Researchers have been working on the development of a new
method of charge while driving (CWD) based on wireless power
transfer (WPT) technology. Installed in strategic places, it ensures
the EV can travel further and in less time (by popping the charging
time) [4,6-8].

The dynamic charging infrastructure or CWD-WPT consists of a
series of charging coils called pads embedded in the road pave-
ment. Unlike long and continuous static charging, CWD-WPT com-
prises a large number of pads that power the EV (micro charging)
in only a few milliseconds, depending on the speed of the vehicle
[5,6,8].

One of the most outstanding features of the CWD-WPT sys-
tem is mobility, which promotes changes in the context (location,
type of vehicle), access and network connectivity (connection time,
wireless or wired network), energy availability (state of charge
(SoC)), security and privacy [9].

For the treatment of mobility and connectivity among vehicles,
a vehicular ad-hoc network (VANET) is one of the networks that
can be considered to support a CWD-WPT system. VANETs have
drawn the attention of researchers due to their large variety of ap-
plications and services and a safe, efficient, trouble-free and enter-
taining intelligent transportation system (ITS). VANETs provide ve-
hicles with an onboard communication unit called On-Board Unit
(OBU), through which they communicate with both other vehi-
cles and the infrastructure via Roadside Units (RSUs). IEEE 802.11p
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standard provides the Wireless Access in Vehicle System (WAVE)
protocol and the basic radio standard for dedicated short-range
communications (DSRC) at a 5.9 GHz frequency [5,10].

Due to the technological evolution and exponential growth in
the number of intelligent vehicles, traditional VANETs have faced
flexibility and scalability problems, amongst others. The integra-
tion of the cloud with VANET networks seeks to solve the prob-
lems of flexibility and scalability, as well as to foster the evolu-
tion and creation of new services. Cloud-based VANET communi-
cations are comprised of a number of elements and environments
that integrate seamlessly to provide users with efficient, scalable
and secure services. To achieve this harmonic integration in cloud-
based VANET networks, several authors have proposed layered sys-
tems with different focuses, where security is a layer that interacts
throughout the system [11-13].

Cloud computing is a new paradigm that proposes allocating
servers geographically but next the devices to collect, process, or-
ganize and store data in real time. Its use in vehicular networks
tends to facilitate or provide a great variety of services, besides
being a solution to reduce the costs of communication [13]. Cloud
computing presents several security challenges, which include data
storage, computing, virtualization and network security issues, as
well as access control, software security and trust management is-
sues [14].

More specifically, cloud-based vehicular networks security is
a challenging problem because of its additional characteristics of
heterogeneity and the high volume of vehicles. According to Ziquia
et al [11] the most important security requirements for these
networks are: authentication, data integrity, confidentiality, access
control, non-repudiation and availability.

The next-generation VANETs must also support high mobility,
low latency, real-time services and connectivity, which cannot be
provided by conventional cloud computing. An effective solution
to vehicular network problems is the fusion of fog computing with
cloud computing [10,15], allowing to extend to the edge of wire-
less networks the conventional paradigm of cloud computing and
meeting requirements related to low latency, seamless mobility,
data storage close to users and adequate localization of mobile de-
vices. Moreover, the use of fog servers allows better mobility man-
agement of vehicles and redirectioning of mobile applications to
the closest fog server [15].

Such a cloud environment creates a scalable and hierarchical
architecture, which is convenient for the sake of distribute pro-
cessing and storage capabilities. In our architecture, the company
charging server (CCS) is installed in the cloud computing and con-
nected to a group of secondary servers (fog servers - FS), where
the fog computing is installed. Each FS groups several RSUs, and
each RSU groups several pads together.

The CWD-WPT charging technology in a cloud and fog comput-
ing environment can provide comfort and time optimization for EV
users, if security, privacy, authentication and anonymity are con-
sidered. Mechanisms for EVs to enter a carrier charging service in

a controlled and anonymous quire efficient ] au-

This article proposes a protocol for the administration and dis-
tribution of keys in a CWD-WPT charging system in a cloud and fog
computing environment, which guarantees privacy and integrity of
messages, mutual authentication between the EV and the CWD-
WPT charging station and EV anonymity. Its contributions include:

+ an authentication and authorization protocol, enabling privacy
and integrity preservation as well as key agreement and distri-
bution;

+ design of a new CWD-WPT dynamic charging architecture
based on a fusion of fog computing with cloud computing;

« preservation of the anonymity of EVs, since the protocol is
based on download tickets purchased offline and signed blindly
by the system;

« use of cryptographic primitives, such as short signatures and
blind signatures based on bilinear pairing for authentication
with no jeopardy to the true identity of the EV;

+ mutual authentication among the EV and all entities of the
CWD-WPT charging station;

« a formal security verification of the protocol by AVISPA tool;

+ a security analysis considering several attacks that can affect
the system, where a larger number of attacks has been consid-
ered, when compared to other proposals (as [18-21]);

+ a comparison of performance with other protocols, involving
communication and computational costs.

The remainder of the paper is organized as follows:
Section 2 addresses related works; Section 3 describes the system
model and adversary models; Section 4 provides preliminary infor-
mation for the understanding of the protocol; Section 5 introduces
the protocol; Section 6 reports on performance evaluations and a
safety performance analysis; finally, Section 7 is devoted to the
conclusions.

2. Related work

Li et al. [18] presented an authentication protocol called “Fast
Authentication for Dynamic EV Charging (FADEC)", which has a
dedicated short-range communication (DSRC) based on the IEEE
802.11p standard and a five-element architecture, ie., the utility
in charge of the management and administration of the CWD sys-
tem, a Certification Authority (CA) that certifies all system keys, a
set of pads installed on the highway for inducing energy to EVs,
RSUs, which are wireless communication devices distributed over
the sidewalk and interconnected through a backbone network, and
EVs equipped with On-board Units (OBU) that use DSRC to com-
municate with RSUs.

The authentication protocol was based on the hash-based mes-
sage authentication code (HMAC), which authenticates entities that
rely on a symmetric key shared between two parties, the Ellip-
tic Curve Digital Signature Algorithm (ECDSA), which authenticates
vehicle safety messages, and Just Fast Keying (JFK), a key exchange
protocol based on the Diffie-Hellman protocol. Li et al [18] do

thentication [16,17].

Proposals for authentication protocols have been presented in
the literature. For example the protocols presented by Li et al
[18] and Hussain et al. [19] which focused on the mutual au-
thentication between entity and the preservation of privacy; how-
ever, the analysis of security problems is poorly detailed. Other
proposals such as those presented by Gunukula et al. [20] and
Rabieh and Wei [21] guarantee anonymous authentication, pri-
vacy, unlinkability and p double spending; however, disre-
gard some attacks that may affect the system. Other shortcomings
that the protocols proposed so far have in common is the lack of
a formal verification and a comparison of performance with other
protocols.

not emphasize the authentication process and establishment of the
session key (JFK protocol). The security based on the JFK protocol
has some flaws, since it does not protect the privacy of the user
and is susceptible to repetition attacks.

Hussain et al. [19] designed a mutual authentication protocol
that ensures privacy for a CWD system via charging plates (CPLs)
installed under boards. The authors adopted the concept of on-
line electric vehicle (OLEV) used in South Korea to name vehicles
that receive an electric charge from the power line installed below
the road surface. The network model is based on a typical VANET
network consisting of EVs equipped with an OBU to communicate
with the charging infrastructure via DSRC and a tamper-resistant
module (TRM) that stores the confidential information of the EV;
CPLs installed on the surface of the road and responsible for the
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EV charging, VANET Authority, responsible for the registration and
revocation of the system, and charging service providing authority
(CSPA), responsible for delivering power to the CPs. The Depart-
ment of Motor Vehicles (DMV) is at the top of the hierarchy, where
each VANET Authority must be registered.

The protocol of Hussain et al. [19] uses the following crypto-
graphic primitives to ensure protocol security: EI Gamal encryp-
tion algorithm over elliptic curve cryptography (ECC), hash, hash
chain, and XOR functions, for security anmalysis, which prove the
resistance of the protocol against replaying attacks and imperson-
ation, and dispute resolutions between EVs and the charging sys-
tem. They have focused only on efforts to ensure mutual authen-
tication and have not analyzed other security issues that may af-
fect the system, such as integrity, DoS attack, Man-In-the-Middle
artack, amongst others.

Gunukula et al. [20] designed a protocol that preserves the se-
curity of the dynamic charging system and payment of the service.
The network model considered in Gunukula et al. [20] is composed
of a bank responsible for the sales of charging coins and verifica-
tion of the validity of currencies. A carrier service provider (CSP)
manages the RSU group that is part of the charging station, the
RSUs responsible for the management of the group of charging
pads installed on the highway, and the charging pads responsible
for the induction of energy to the EV.

Towards guaranteeing the security of the system, the proto-
col was based on the following cryptographic primitives: ECC-
based partial blind signature, Diffie-Hellman-based key agreement
in ECC, Exclusive-OR and modified hash chain. The safety analysis
describes the protocol of Gunukula et al. [20], which guarantees
the anonymous authentication of the EV prior to the charging and
disassociation of the EV with the currencies purchased. It also pro-
vides a description of resistance to attacks such as double spend-
ing, man-in-the-middle, and others related to payment for the ser-
vice; however, it does not analyze attacks that can affect the over-
all system.

Rabieh and Wei [21] proposed an efficient authentication pro-
tocol that guarantees the privacy of drivers. It is composed of EVs
that use the charging system, and a harging management center
(CMC), i.e., the main component of the architecture, controls the
charging controllers and the charging pad (CP). The CPs are in-
stalled under the road and induce electric charge to the EVs. A
charging controller is installed next to the highway and intercon-
nects the CMC and the pads of the charging station. Finally, the
charging carrier implements the necessary infrastructure for charg-
ing the EVs (CMC, charging controllers and CPs).

The protocol guarantees the security of client information
through the following cryptographic primitives: hash chain, hash,
Exclusive-OR operations and blind signatures based on bilinear
pairing. The security analysis describes the way the protocol per-
forms a mutual authentication between the EVs and the sys-
tem and guarantees the privacy of the EVs, unlinkability, dou-
ble spending and anonymity of the EVs. Differently from other
protocols, the one designed by Rabieh and Wei [21] consid-
ers an specific architecture of VANET and the security analy-
sis does not consider several attacks that can affect the system
such as injection, known key and impersonation attacks, among
others.

Laporte et al. [22] described an experimental investigation for
characterizing the actual performance of a WPT charging system
for EV, in order to carry out a feasibility analysis of the wireless
charging technologies that extend the distance traveled by the EV.
The work also describes multidisciplinary technical challenges that
must be solved, for example, controlling the speed of the EV in
the road of load, energy efficiency of transmission from the pads
to the EV, and the impact that the WPT system has in the power
network.

Py PO,y FDyy PO/

WPT — CWD charging station
Fig. 1. Network model,

In the paper by Roberts et al. (23], the authors analyzed the
high economic costs of the load infrastructure and the potential
problems in the power system caused by the high levels of pen-
etration of the EVs. To solve these problems, they proposed a
ubiquitous charging system based on a vehicle-to-vehicle (V2V)
energy transfer and an certificateless authentication protocol be-
tween supplier and customer for a system of Vehicle to Vehicle
loads (V2V).

3. Network model and adversary model

This section describes the network and adversary models con-
sidered in our study.

3.1. Network model

Fig. 1 shows the network model with company charging service
(CCS) (located in a cloud), EVs and a WPT-CWD charging station.
Each WPT-CWD charging station is comprised of a fog server, mul-
tiple RSUs and charging pads.

The system is assumed to have several WPT-CWD charging sta-
tions that communicate with the CCS. EVs can communicate with
the CCS via the Internet. RSUs are access points installed on the
roadside of the WPT-CWD charging station and can cover several
kilometers. We consider there are “r" RSUs for one WPT-CWD
charging station, and each RSU can communicate with a group of
“y" pads, while the fog server can communicate with all RSUs
of the WPT-CWD charging station. Pads are elements that induce
an electric charge to the EVs in motion using WPT. Each pad is
activated through the validation of a unique key delivered by an
EV. EVs can communicate with FS and RSUs through wireless net-
works, and with the pads through a short-range wireless commu-
nication device. Table 1 shows a comparison of the entities of dif-
ferent architectures that support the WPT-CWD service.

3.2. Adversary (attack) model

The Dolev-Yao attack (adversary) model [24] is adopted; in this
sense, inspite of messages that can be composed and replayed by
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Table 1
Comparison among entities and primitives,
Entities considered Cryptographic primitives Cloud based? Farmal verification Comparison with
security? other protocals?
Lietal, [18] EV, Pad, RSU, Utility, S entities HMAC, symmetric key; Not Not Not
A ECDSA and Just Fast
Keying (JFK)
Hussain et al, [19] EV, CP, CSPA, VANET 4 entities ElGamal over ECC, hash, Not Not Not
Authority hash chain, and XOR
functions,
Gunukula et al, [20] EV, CSP, RSU, Pad, Bank 5 entities ECC-based partial blind Not Not Not
signature, Diffie-Hellman
key agreement based on
ECC, XOR and modified
hash chain
Rabie et al, [21] EV, Pad, C-Company, 5 Entities hash chain, hash, Not Not Not
CMC, C-controller, Exclusive-OR operations
and blind signatures
based on bilinear pairing
Proposed protocol EV, Pad, RSU, Fog 5 Entities Diffie-Hellman Key Yes Yes Yes
Server, Cloud(CCS) Agreement based on

ECC, Short Signatures
and Blind signatures,
bilinear pairing and
Hash Chain,

an adversary, hefshe cannot decipher them without knowing the
correct cryptographic keys. Moreover, one-way functions are con-
sidered unbreakable.

In the proposed scheme, only the CCS entity is trustworthy re-
garding the real identity of the EV (for collecting tickets). The fog
server, the RSU, and the charging pads should do not reveal the
real identity of the EV or its owner. Although trustworthy, EVs are
curious about private information from the other EVs (SoC, Drivers'
identities, etc.), but they do not disturb the operation of the sys-
tem.

The VANET infrastructure is assumed secure and the RSU has a
private key Xggy and a public key Yggy. The RSUs are connected to
the fog server and have a group key Kg_gsy. On the other hand,
the pads are connected to the RSUs. Finally, a group key for the
pads K¢ _ pags is defined.

4. Preliminaries
4.1. Bilinear pairing

Bilinear pairing is defined as the projection of two points of
additive set Gy formed by points on an elliptic curve E of order
I € Z7, towards a same point of a multiplicative set G, formed by
the elements of order [ Z;. The discrete logarithm problem (DLP)
is assumed hard in both G; and G,. A mapping & = (Gy, +)? —
(G,. -) satisfies the following properties for all a, beZ; andc d
G ([25])

(1) Bilinear:
&(a+c,d)=2&(c,d)é(a,d)
&(c,d+a) =&(c,d)é(c,a)
(2) Non-degenerative:
g(c,d) #1¢,
(3) Computationally efficient.
Bilinear pairings have other easily verifiable properties, such as:

(1) &(x, c0)=1e &(oo,x) =1
(2) &(c, —d) =&(-d,c) = &(d,0)!
(3) &(ac, bd) =&(d,c)®

(4) &(c,d) =&(d,c),

and can be used for data encryption, digital signatures and key
agreements. In our protocol they are d for the g ion
of digital signatures.

4.2. Digital signatures

A digital signature is one of the most important cryptography-
based resources. It indicates the owner or creator of a document
or clarifies someone agrees on the content of a document. Some
digital signatures are based on a public key that links the iden-
tity of the user with its public key, whereas others are based on
the identity of the that generates the public key from the user's
identity through a deterministic algorithm. The public key verifica-
tion is based on the use of the user’s identity, making this scheme
more efficient. The first short bilinear pairing scheme was created
by Boneh et al. [26], and from it were created a large number of
signature schemes based on the coincidence for different applica-
tions [25]. Below is a description of the digital signature schemes
used in our protocol

4.21. Short signatures

Short signatures work well in environments of memory and
bandwidth restrictions. The most used signature schemes are RSA
(Rivest, Shamir and Adleman) and DSA (Digital Signature Algo-
rithm), however, the signatures they generate are long. For exam-
ple, if the 1024-bit module is used, the signatures of RSA and DSA
are 1024 bits long. The bilinear pairing scheme provides short-
length signatures of approximately 160 bits with a security level
similar to those of 1024-bit RSA and DSA signatures [25].

A signature scheme based on bilinear pairing commonly in-
volves [25]:

- Initialization: Let H: {0, 1}*— G1 be a map-to-point hash func-
tion. The secret key is X, € Z3, and the public key is Y=X*P for
a signer.

- Sign: Given secret key x and a message m = {0, 1)*, compute
signature o =X*H(m)

- Verify: Given public key Y =X*P, a message m and a signature
o, verify (P, o)=e(Y, H(m)).

4.2.2. Blind signatures
Blind signatures have been widely used in digital payment
schemes for the obtaining of the signature of a document without
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Fig. 2. Hash chain,

the signatory knowing the information of the document. Moreover,
the user cannot obtain other valid signatures of the same docu-
ment after an interaction with the subscriber. The scheme used for
our protocol was created by Zhang et al. [27] and is called “ID-
Based Blind Signature and Ring Signature from Pairings". It is char-
acterized by the use of an identity-based cryptosystem over bilin-
ear pairings for the verification and authentication of the signed
information without knowing the identity of the sender.

4.3. Hash chain

Hash chain is a computational operation for the efficient au-
thentication of one-time passwords, extending the lifetime of dig-
ital certificates, building one-time signatures, amongst other func-
tions. It was used in this study for the authentication and creation
of session keys [28].

A hash chain is generated by a hash algorithm, as SHA (Secure
Hash Algorithm), through which a user randomly selects a seed (S)
and calculates the entire key chain. Fig 2 shows the process of
creation of keys with a chain hash.

The keys generated must be used in the opposite order of their
generation, ie., the last generated key K; must be the first one
used and the first key Ky must be the last key used, such that an
artacker listening to the channel cannot calculate a valid key from
a used one. In our protocol, a public verification key Ky, is calcu-
lated applying n+1 hashes to S for the validation of the keys. To
verify a hash chain, an entity only applies successive hashes until
it reaches the value of key K,. If the key received after the appli-
cation of n hash at maximum is not given the same value of the
verification key, it is discarded.

5. Proposed protocol
Our protocol is divided into four phases, namely initialization,

registration, ticket purchasing and charging request (see Fig 3). In
the initialization phase, sets, functions and master keys necessary

Initialization | | *7"¢?

3

Tickets Charging
Purchasing Request

*Phase3 *Phased

Nt

Fig. 3. Phases of the proposed protocol,

ePhase2 Registration

for the start of the operation of the scheme are defined. In the
registration phase, the data of the EV are stored in the system. In
the phase of purchasing tickets, EVs purchase one or several tickets
to perform the EV charge in the charging station. Finally, in the
charging request phase, the delivery, validation, authentication and
generation of keys necessary for the charging of EV through the
WPT-CWD system are performed.

1st phase: Initialization of the System

In this phase, the use of the pseudorandom random number
generator (PRNG) is considered for the generation of nonces and
seeds. The PRNG will be reinitialized at random times, and the ran-
dom value generated by the PRNG will be processed by a hash
function to be used by the system. In PRNG, the initial state is
changed with parameters that are the product of applying hash
functions over input values concatenated with timestamps [29].

The system had chosen two cyclic groups G; and G; of orders g
and P and a generator element of group G, are chosen. Gy and G;
are supposedly related to a non-degenerative pairing and a bilinear
map that can be efficiently computed:

&: Gy xGy — G such that &P, P) # 1G; and &(aPbQ)=&(b Pa
Q)=&Py, Q}** € G; for every a, b « Z; and every P, Q & G;. More-
over, the hash functions of the system are defined: H: {0, 1}* — G,
and H; : {0,1}".C » .

CCS then chooses a master private key Yees, € Z§ and calculates
its global public key YIM =Xes*P. Additionally, it computes its own
public key Qecs =H(IDces) and private key Sees =Xces* Qers.

Finally, the company charging center (CCS) defines an elliptical
curve on a finite field E (Fq) and parameters {Gy, G, & P, H, Hy,
Ppup, Qecs} are published.

2nd phase: EV registration

All owners of EVs who want to use the CWD charging system
register with the CCS through a secure channel. The user chooses
a random number Xgy, Z; and calculates Ygy =Xg*P, where Xgy
will be hisfher private key and Y, will be the public key. This pub-
lic key along with identity (IDgy) and vehicle charging parameters
(VCP) are sent to the CCS to be stored. Finally, the CCS creates a
certificate Certgy =Xces*Qey Where Qgy =H(IDgy) and sends it to the
EV.

3rd phase: Tickets Purchasing

Each ticket is assumed to have a specified amount of energy
to be induced to the EV through a certain number of pads. The
tickets are purchased through a secure channel and the EV has an
associated bank account in the CCS, with enough money for their
purchase..

The first message, my, requesting the purchase of n tickets to
the CCS is sent by the EV.

my = {n,IDgy, Certgy}

The CCS receives it and generates n random values
{ri.r2, ....m} €Zy. For eachryfor 0 < i = n, Ry=r/P is cal-
culated and a message m; containing set R={Ry,R;,...., Ra} is sent
to the EV:

m; = {R}

The EV receives it, creates n random pseudonyms {PID,, FID;,
«sy AD;...., PID,}, and applies a blind signature to each n PID. It
then chooses two random numbers a, b €Z3 and computes the
blind pseudonym (B) for every pseudonym PID:

B =H(P,D'. é(ans +Ri+ aP,Y,w)) +b

The EV sends message my with the B=(B,,B;,...., Bj,...B} to

the CCS to receive the system signature.

m, = (B)

113



6 LFA. Roman and PRL Gandim /Ad Hoc Networks 97 (2020) 102004

[iez]

=

my = (n, IDgy, Certey),

{non..-n) €Z;
my = (R) Rymr P

{PID,.PID,, ..., PID,)
8 = R(PID, MG, + &, + 8P, ¥ )b
B (ByBy .8 | M =B}

R =Ry Rz oo Ry}

Bsg = B;Sees + 1Yoy

M= 8)  Brm (8, SnSh)

Je=5+a
L=B~b

Fig. 4 Ticket purchasing

The CCS receives the message and signs all blind pseudonyms
from set B:

Bsj = (BisSes) + (ri#¥pun)

It then sends message my (Bs ={Bs,, Bs,,...., Bsy}) to the EV.

Finally, the EV receives m4 containing set Bs and calculates two
values (] and L) for signature verification to obtain the signature of
each blind pseudonym set B={B, B5,...., Bj,.... Ba}:

]‘=Bs,+aY,,,,, and L;=B;-b, therefore, the signature of each
blind pseudonym B; will be the pair of values (J; L;). The Fig. 4
shows a summary of the ticket purchase phase and a summary of
the ticket purchasing phase, respectively.

4th phase: Charging Request

This phase describes the verification, authentication, and cre-
ation of session keys between the EV and the WPT-CWD charging
station.

Once the EV owner has a valid ticket (PIDy, J4, Ly) and wants
to charge his/her EV in a WPT/CWD charging station, the EV sys-
tem selects a random number @gy eZ;. calculates ¢py =@gy*P, and
sends an my message to the fog server

my = {¢ev.ts, H(@ev|Its)}, where t5 is a imestamp.

The fog server checks the hash and message timestamp my. If
it succeeds, the server chooses a random value s € Z; and calcu-
lates session k;s_sv=ws‘¢£v and values, such that the EV can cal-
culate session key daﬁ =¢F'P, verification key VK =H(k,3_w), and
signature message o,,=x,-s‘H(¢p, X, ts5). The fog server immedi-
ately sends message m; to the EV.

m; = [y, VK, ts, 05}

When m;' = {4»,,', VK, tg', ogs'} arrives, the EV checks fog server's
signature oy & (o', P) =78 (H (¢,s'. VK',tg"), Yg). If the equal-
ity is successful, the EV authenticates the fog server, uses the mes-
sage values to calculate session key ";s_w=’l’sv°¢;s- and verifies
the integrity of the key calculating VK =H(kg_gy) and checking if
VK =?VK. If the equality is successful, the EV uses the session key
to crypt and send message m; containing the ticket (PIDyJ, L) and
a timestamp to the fog server.

ms = {PDyJi.L1.ta), .,
When the message arrives at the fog server, it is deci-
phered with session key kg_gy, the timestamp is checked

and the pseudonym validity is immediately verified: L;=
H(PID;, &(Jj, P)8(Qecs, Yees)™). K the validation is successful,

the fog server chooses random seeds @, Creates a new
pseudonym PID2y =H(AD, +a,), and sends an encrypted mes-
sage m, containing seed a,, v and a timestamp to the EV. A
message broadcast ms encrypted with key K; _gsy and containing
seeds @, @,, T and a timestamp is also sent to the group of RSUs.
Finally, the fog server revokes pseudonym PID; to prevent its
reuse.

my = {ay, t,P!DZ,,tg},’m, sent to EV

ms = {ay, a3, T, PID2y, tg}y, ... sent to RSU

When the EV receives my, it decrypts it and checks its
timestamp. If the verification is successful, it calculates, of-
fline, a verification key for each RSU using a hash chain
H*(qy)={H(aty), H*(@y),...H (1)} It also calculates, offline,
and with each verification key, a message authentication code
HMAGSg, = {PID24||1||ta]|H%e, )}, and authenticates each RSU.

All RSUs receive the message ms from the fog server, de-
crypt with the group key (kgsy_g) and check the timestamp.
If the check succeeds, each RSU calculates the a check key
H%e,), a session key kpgs_ppz=H(H(e,||d)eH%a;)), a verifi-
cation key (VK) and a message authentication code HMACY,, =
H(H%az)| VK2 |tyo||[H%(cty ), where d is the position of the RSU
at the charging station d: 1 =d<rt.

The authentication of the first RSU is explained in what follows
for simplifying the description of the protocol. The authentication
of the EV with the other RSUs and the group of pads managed by
it undergo the same authentication process.

When the EV is authenticated with the first RSU, it sends
a message mg containing message pseudonym FiD2g, the se-
quence number of RSU, a timestamp, and an HMAC,'w =
H(PD2gy|[1] ks ||H" (1))
mg = [PIDZ;,v.l.t.o.HMK,'w}

When the message arrives, the RSU checks if its database con-
tains PDgy. If so, it checks HMAC?u, with the values associated
with AD2gy. If the verification is successful, the RSU computes
session key kgsy_gv =H(H'(a1||1)aH'(r)), and sends message m;
containing a value H'(a), a key verification code VK; =H(kgsy _gv),
and its signature HMAG!, = H(H' (a3)||VK2||two||H (@1)) to the
EV. It also adds the check key to a revocation list of RSUs to pre-
vent reuse of the key.

m = ‘H'(a;),VK;,t“,HMACE'V}
When m;' = {H'(a2),VKy', r.o'.HMAq’,} arrives, the EV checks
the RSU's Gl =PHMAGE, =H(H'(@2)' VK ltxo’ [H' (1) I the
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EV Fog Server

my = {Pgv. 5. H(Pgv|Its)}

my = (g, VK. ts, 07}

my = {PIDy, Jy, Lyt r

mg = {@y, PID24, t3)x,, o

RSUs pay | [ Pay |

ms = {ay, @ , PID24, tshagysy

mg = {PID24,1, ty, HMACHsy )

my = (H(@z), VKq, tyo, HMACE )

mg = (hash chain request,ty, )y

mg = {, v, 2, o

myy = HY (v)

My = (Kew tazdes
)

Myysx = H¥ 4 (v)

Fig. 5. Charging request phase,

equality is successful, the EV authenticates the RSU and uses the
message values to calculate session key kegy_g' =H(H!(24]|1) &
H'(ey)"). It also verifies the integrity of the key calculating
K; =H(k,q _gv'), and compares VK;' =?VK;. If the equality is suc-
cessful, the EV uses the session key to send an mg message con-
taining a hash chain request to the RSU.

mg = {hash chain request, tua},

The RSU receives, decrypts, checks the timestamp (fy7), and
sends message mg to the EV. ¥ is the number of keys to be au-
thenticated in each pad and veZis a random number used as
the initial value for the calculation of the hash chain. Addition-
ally, the RSU sends all pads a message broadcast my, encrypted
with group key (ka_pu) that contains public hash chain verifica-
tion keykp,,,:H\‘*'(v) used for the verification of the keys sent
by EV.

mg={¥, v, tk_

mio = {kew, tusk, .,

The EV receives and decrypts mg with values ¥ and v, and
computes hash chain H\"(v). Each block of pads managed by
the RSU receives and decrypts broadcast message myy with the
group key. The message contains public hash chain verification key
k,;,:H“'”(v) Whenever a key from a hash chain is sent by the
EV (my;) to one of the pads, the pad checks if the key has been val-
idated by iteratively applying § — (for 0 = £ =< V¥ +1) times the
hash function and compares it to the public key hash chain (ver-
ification key). If the verification is successful, the pad checks the
status of the key in the revocation list. If the key has not been re-
voked, it accepts the key sent by the EV and revokes it to avoid
double use. The process ends when the EV has passed over all
pads.

Below is the mathematical proof of the signing blind
pseudonym and fog server's signature verification:

« Signing blind pseudonym verification:

L = ?H(PID, &(J, P)&(Qecs, qu)"')

L=H(PID,&(, P)E(Qm,Y“,)")
= H(PID, &(B.Sccs + r-Ypun + a¥pu, P)&(—L.Qucs, xees.P))
= H(PID, &(B.Sccs + Yo + aYpu, P)e(—(B - b).Qccs, Xacs.P))
= H(PID, &(B.Secs+r-Ypp+aYpp, P)8((~B + b) (Qucs Xecs), P))
= H(PID, &(B.Secs + Ypup + 0¥, —B.Sees + b.Secs, P))
= H(PID, &(r.Ypp + a.Ypup + b.(Qees¥Xess) , P))
= H(PID,&(b.Qus + Ry +a.P, Ypp))

« Fog server's signature verification: e(ofs'.P)=?E(H(¢,s',VK‘.
t5').Yg)

& (055, P) = &(H(ys' . VK'.t5').Ys)
&(H(¢ys\ VK'.15'). xg54P)
&(xyskH (655, VK", 15) . P)
&(ops'.P)

Fig. 5 shows the flow of messages exchanged among the entities
in the charging request phase.

6. Security and performance analyses

This section addresses an analysis of the security and perfor
mance of the protocol and a comparison with other protocols used
for the authentication of a WPT-CWD system.
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6.1. Security analysis

6.1.1. Security properties

Below is an analytical description of the security attributes, like
mutual authentication, privacy preservation and integrity protec-
tion guaranteed by our protocol and a description of the way it
resists attacks.

(1) Mutual Authentication: this process is established among FS,
RSU and EVs. EVs authenticate FS by verifying message (m3)
signature. FS authenticates the valid ticket of an EV by veri-
fying the blind signature sent in message 3 and using public
parameters of the system. The RSU authenticates the EV by
calculating the hash of message 6 containing an oy (deliv-
ered by the FS to the EV in message 4, and the RSU in mes-
sage 6) sent by the EV. EVs authenticate to RSUs by verifying
message 7 HMAC.

(2) Preservation of privacy: the EV identity is kept confidential
by the CCS during the purchase of the tickets; FS, RSUs and
pads are unable to obtain the user’s identity from the ticket.
The privacy of the location is also guaranteed, since the tick-
ets and PIDs used by the EV in different locations cannot be
correlated with a single vehicle.

(3) Protection to integrity: the integrity of the messages ex-
changed is maintained with the hash function and digi-
tal signatures. The system can identify whether an adver-
sary manipulates the message by verifying the hash function
value or the digital signature of the message.

(4) Perfect Forward Secrecy (PFS): the proposed protocol guar-
antees PFS as follows:

o In the process of creating session key k‘,,_m between

EV and FS to encrypt the messages, the random elements

@gv, @ and a blind message signature are used. Even

if the session key kis_gy) is compromised, the previous

messages cannot be recovered because of the CDH prob-
lem;

In the process of creating a session key k(RSU—EV) be-

tween the EV and the RSU to encrypt the messages, the

random elements ¢4, ®; and PID2, are used. Even if
some or all of the random values are committed and the
attacker manages to recreate the session key kirsy_.
previous messages cannot be recovered due to the CDH
problem;

In the process of creating the key H¥() between the EV

and the Pads, in the worst case when the seed v is com-

promised, the attacker will not be able to decipher the
previous messages;

If the CCS (Xc) private key is compromised, an attacker

will not be able to recreate previous session keys and

therefore decrypt old messages due to the random val-
ues used for generating session keys.

©

©

©

6.1.2. Prevention against attacks

Below are the different types of attacks that can affect the
VANET network and a description of the way our protocol can re-
sist them:

- Impersonation: An attacker that aims to enter the system using
a false ticket cannot deceive the system, since it cannot sign the
ticket correctly. On the other hand, session keys are generated
whenever an EV uses a new ticket. It prevents the use of old
parameters in other EVs or by itself.

- MITM: The use of digital signatures for the verification of the
authenticity and integrity of messages m; and m; ensures that
an MITM attack cannot be succesfull. On the other hand, when
the EV performs an authentication process with the RSU, the
EV sends a hash chain generated by the seed ¢ in message mg,

taking into account only an authentic EV can generate the valid

hash chain, the MITM attack is mitigated.

- Replay and Injection: The use of a timestamp and random num-
bers in the messages avoids repetitive attacks and hash func-
tions and digital signatures evidence the injection of data in the
messages.

Known key: Our protocol generates tickets which can be used
only once. The ticket is added to the revocation list after its
validity has been checked. Both system and EV generates ran-
dom values for to create session keys, i.e., new session keys
are generated for every new ticket for EV communication with
the charging station, thus preventing an attacker from charging
his/her car using old keys they may know.

- DoS: DoS attacks can affect the fog server and RSUs. In the
first case, the fog server resists DoS attacks by validating tickets
with public system parameters and revocation lists. In the sec-
ond case, RSUs resist DoS attacks by efficiently validating con-
nection requests using an HMAC code and verifying the auth
variable ¢, in the revocation lists. Only users previously au-
thenticated by the fog server have a valid « (alpha) to create
a valid HMAC. If an attacker attempts to connect to the RSU us-
ing an already used HMAC or a false HMAC, the RSU rejects the
communication.

Unlinkability: No entity can link PiDev with a single EV, because
the CCS blindly signs this value on the ticket (¢;1 Moreover, the
fog server checks the PIDey (C, S') signature only with public
parameters of the system.

- Double Spending: When an EV uses FlDe and its signatures
(C ", S') to authenticate to the fog server, PIDgy is revoked and
published on a fog server's revocation list. In the authentica-
tion process, the fog server checks if PID,y is on the list for ter-
minating the continuing authentication process at the charging
station. The same occurs in the EV authentication process in
the RSU. PIDe is revoked and published on a revocation list of
RSUs.

Random number leakage attack: to prevent this type of attack,
the protocol uses the following operations and controls in rela-
tion to the PRNG system [29]:

o A hash function will be executed on the inputs that are

counted with a timestamp;

o A hash function will be executed on the PRNG outputs;

o In a period of random time, a new initial PRNG state will be
generated;

o Smart seed will be used at the starting points of the PRNG.
Privileged insider attack: to prevent this type of attack, the
company must establish security policies, internal processes
and mechanisms for the prevention and detection of attacks.
The following is a set of policies to be implemented in the sys-
tem to prevent such artacks or mitigate damages [30]:

o Awareness of security: the company's security policies and
procedures must be known to all internal staff and external
partners;

o Classification of duties: it is necessary to classify the duties
of employees and employers, to prevent or detect the at-
tacks effectively;

o Whirling of duties: when you have several important jobs,
you should have several employees with the knowledge of
the execution of these jobs; in each time period, these of-
ficials have to turn to different jobs to avoid malicious ac-
tions;

o Limited privileges: limited access privileges (physical and in
systems) must be given to officials to restrict access to con-
fidential information or important company equipment;

o Encrypt sensitive data: confidential data must be encrypted
and stored in secure locations. The company must be backed
up in the event that the system data is corrupted;

1
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Table 2
Comparison of security properties,
Lietal [18] Hussainetal [19] Gunukulaetal [20] Rabieetal [21] Proposed protocol
Mutual auth and key agr Yes Yes Yes Yes Yes
Confidentiality No Yes Yes Yes Yes
Integrity Yes Untreated U d U d Yes
Privacy No Yes Yes Yes Yes
Injection attacks Untreated L Us d Un d Yes
Forward secrecy Un d Un d Ui d Us d Yes
Replay attack No Yes Untreated Yes Yes
Known key attack Untreated Yes Us d Ui d Yes
DoS attack Yes d Ui d Un d Yes
Man-in-the-middle attack Yes Untreated Yes Untreated Yes
Impersonation attack Untreated Yes Us d Ui d Yes
Unlinkability L L Yes Yes
Double spending Untreated Untreated Yes Yes Yes
Random number leakage attack Untreated Unttre Ui d Yes
Privileged insider attack Un d d Us d Us d Yes
Masquerade attack Untreated Untreated Ui d Yes

rolerole EV(EV: agcm,FS ngcnt,RSU agem,PAD agmt,
HI:fi H2:fi H3:fi
HS:function, CK:function, K fsev: -L_key,
Krsuev:symmetric_key,SND,RCV:channel(dy))

played by EV

def=

local
State:nat,TS:text,Sigfs:text, T6:text, Vfifs:text, Vfievitext,
C:text,PID:text,S:text, T7:text, Tao:text, T8:text, Y text,
PID2:text, T10:text, HMAC: function,Sigrsu:text,T11 :text,
Alfl:text, M: function, Alf2:text, Pitext,Req:text, T12:text,
T13:textIs:text,Psiztext
init
State == 0
transition
1. State=0 /\ RCV(start) =p> State’:=1 A T5“=new()
A P'=new() /\ Viev'=new() /\ secret(Vfiev'sec_5,{})
ASND(M(Vfiev' P).T5 HI(M(Vfiev'.P).T5)
2. State=1 /A

RCV(M(V1ifs'.P).T6' CK(M(Vfifs.M(Vficv.P))).Sigfs)

=>  Stae"=2 N secret(Vfievisec 5,{}) A
secret(Vfifs',sec_6,(})

ATT:=new() \ C:=new() N\ S"=new() N\ PID":=new()

/\SND({PID'S".C.T7"}_Kfsev)

4. State=2 \ RCV({Alf1"T20'PID2'T8'} _Kfsev) =p>
State"=3

A secret(Alfl',sec_1,{}) A T10%=new() N\ Y':=new()

f\ SND(PID2"Y".T10"HMAC(PID2 Y . T10"Alf1")

State=3 A

RCV(M(H?(A]Q') P).T11".CK(M(AIfl. M(AIf2".P))).Sigrsu’)

“= State':=4 A witness(EV,RSU auth_10,Sigrsu’)

A secret(Alf2' sec_2,{}) /\ secret(Alfl" sec_1,{})

A T12"=new() A Reg':=new() A
SND({Req'T12'}_Krsuev)

9. State=4 /A RCV({Psi'ls'"T13'} Krsuev) =5
State":=5

A secret(ls’,sec_4,{)) N\ secret(Psi'sec_3,{})

A\ SND(HS(Psi' Is))
end role

Fig. 6. Role of EV in HLPSL,

o Defense in depth: a layered security policy must be imple-
mented, where each layer has specific tasks for system pro-
tection.

- Masquerade attack: the proposed protocol is safe against server
masking attacks, because an attacker cannot represent the re-
sponse messages that are sent by the FS or RSU. The FS and
RSU sign the contents of the response messages with their pri-
vate key, so an attacker cannot recreate the signature of the re-
sponse messages because they do not have the FS or RSU pri-
vate key.

Table 2 shows a comparison of the security analysis between
our protocol and other schemes for authentication for CWD-WPT
load stations.

6.1.3. Formal verification of the proposed protocol

The protocol was formally verified by AVISPA, a commonly used
tool for security protocol assessments. The entities and message
exchanges were described by the HLPSL (High Level Protocol Spec-
ification Language) language [31].

AVISPA has four protocol validation modes called “Back
ends", including On-the-Fly Model Checker (OFMC) and CL-AtSe
(Constraint-Based Attack Locator). The results of the verification of
a protocol are “SAFE", if no problem has been detected, and “UN-
SAFE", if an attack has been successful. AVISPA provides a report
only when the result is "UNSAFE". The report addresses the suc-
cessfully executed attack.

Modeling of the proposed protocol in HLPSL. The HLPSL language
enables the construction of a protocol model to be evaluated.
Figs. 6-8 show some of the HLPSL codes that modelled our pro-
tocol.

Fig. 6 displays the HLPSL code that models the behavior of the
EV in our protocol. The structure of the code is the same as those
of the codes of other entities (CCS, FS and PAD) and consists of the
following parts:

« Statement of the agents, communication channels and con-
stants known by the entity;

« Declaration of variables calculated or received by other entities;
and

« Statement of the functions to be used.

States are created immediately after the creation of the afore-
mentioned declarations and describe the operations and messages
to be exchanged between entities. At the end of each state, the el-
ements that must be kept confidential and authenticated variables
are declared.

Fig. 7 shows the HLPSL language code that describes the estab-
lishment of the ions and the envi of the execution of
the protocol. The elements (variants, keys, agents, etc.) likely to be
acquired by an attacker are also declared.

Finally, Fig. 8 shows the security objectives to be guaranteed by
the protocol according to the definition of elements declared as se-
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role session](Krsuev:symmetric_key, HMAC: function, KGfsrsu:symmetric_key,
CK:function Kfsev:symmetric_key,EV:agent,FS:agent, RSU:agent,
ion,H2: function, H3: function,H4: functi

PAD:agent,H1:fi H
H5:function, K Grsupad ic_key)
def=
local
SND4,RCV4,SND3,RCV3,SND2,RCV2,SND1,RCV1:channcl(dy)
composition

role PAD(EV,FS,RSU,PAD,H1,H2,H3 H4,HS KGrsupad, SND4,RCV4)
Arole_RSU(EV,FS,RSU,PAD,H1,H2,H3 H4 KGfsrsu HMAC Krsuev,KGrsupad, SND3,RCV3)
M role FS(EV,FS,RSU,PAD,HI H2,CK, Kfsev,KGfsrsu, HIMAC,SND2,RCV2)
Arole_ EV(EV,FS,RSU,PAD,H1,H2,H3 H4 H5,CK Kfsev,Krsuev,SND1L,RCV1)

end role

Fig. 7. Specification of the session role in HLPSL

Goal

secrecy of sec |
secrecy of sec 2

secrecy of sec 3
secrecy of sec 4
secrecy_of sec_S
secrecy_of sec_6
authentication_on auth_7
authentication_on auth_8
authentication_on auth 9
suthentication_on auth_10
authentication_on auth_11

end goal

)

Fig. 8. Security objectives and related secrets of our protocol in HLPSL,

crets in the functions of the entity and the values that authenticate
the entities.

« secrecy_of sec_1: keep secret a,;

secrecy_of sec_2: keep secret a;

secrecy_of sec_3: keep secret

secrecy_of sec_4: keep secret v

secrecy_of sec_5: keep secret ¢,

secrecy_of sec_6: keep secret

authentication_on auth_7: EV authenticates FS on o B
+ authentication_on auth_8: FS authenticates EV on FD;;

+ authentication_on auth_9: RSU authenticates EV on a,;
« authentication_on auth_10: EV authenticates RSU on H(a3);
« authentication_on auth_11: PAD authenticates EV on v;

Security check results. Simulations in AVISPA with OFMC and CL-
AtSe backends checked the security of the protocol, which was
considered safe for both backends, according to the results (see
Fig. 9).

6.2. Performance analysis

This subsection reports on a performance analysis of compu-
tational and communications costs. The authentication procedures
between the fog server and EVs (FS-EVs), EV and RSUs (EVs-RSU),
and EVs and pads (EVs-pads) were assumed independent, since
those processes can be conducted in different time periods and
locations. For example, an EV can authenticate the fog server far
from the charging station with considerable time in advance. The
following EVs-RSUs authentication process can be performed hun-
dreds of meters from the first pad and several seconds in advance.
Lastly, an EV must be authenticated by the pad a few centimeters
from it and microseconds in advance.

6.21. Communication costs

We consider that this transmission uses high-coverage commu-
nication technology such as LTE, so that the EV is able to perform
the exchange of information with the FS before entering the CWD-
'WPT charging station. For communications within the CWD-WPT

% OFMC

% Version of 2006/02/13
SUMMARY

SAFE

DETAILS
BOUNDED_NUMBER_OF_SESSIONS
PROTOCOL|
/home/span/span/testsuite/results/hlpsiGenFile.if

GOAL
as_specified

BACKEND
OFMC

COMMENTS

STATISTICS
parseTime: 0.00s
searchTime: 0.24s
visitedNodes: 11 nodes
depth: 6 plies

SUMMARY
SAFE

DETAILS
BOUNDED_NUMBER_OF_SESSIONS
TYPED_MODEL

PROTOCOL

Its/hl; ile.if

GOAL
As Specified
BACKEND
CL-AtSe
STATISTICS

Analysed : 27 states
Reachable : 8 states
Translation: 0.44 seconds
Computation: 0.00 seconds

Fig. 9. Security simulation results for OFMC and CL-AtSe backends,
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Table 3
Symbols and costs in bytes [21],
Symbol Description Length (Bytes)
D Identification 128
PID Pseudo identity 32
H() Hash function 32
X Private key 32
YQ Public key 32
k Session key 32
o Digital signature 32
0.0 Blind signature 9%
¢ Pre-key of session 32
T Number of RSUs for fog server 8
[ Number of pads for RSU 8
v Seed 20
t Timestamp 8
VK Verification key 32
hash chain request  Hash chain request 8
. Multiplication operator -
] Bilinear Pairing -
s Authentication Server of the substation -
RSU Central Authentication Server -
HMAC Hash-based message authentication code 32
P Point of the elliptical curve 32
Table 4
Communication costs in bytes,

Message  Gunukula et al, [20] Rabie et al, [21] Propoced

M1 32n 224n 72n

M2 128n 248n 104n

M3 168n 128n 136n

M4 136n 128n 64n

M5 3n't) 40(n*t) 80n

M6 32n't) 40(n*t) 80(n*t)

M7 32An't) 32(ntey) 104(n*t)

M8 20(n*7) - 16(n*t)

M9 3AnTy) - 32(n*t)

M10 - - 32n

Mi1 32(n*r*

Total  n(464+(116+32¢)) n(728++(80+329)) n (488+(232+329))

charging station (EV-RS and RSU-PAT Communications) DSRC com-
munications technology would be used which, within the effec-
tive communication range, has better communication performance
than LTE. As in [32], the combination of DSRC and LTE has been
considered a good solution for VANET".

Communication cost refers to the total number of bytes trans-
mitted by a network during the execution of a protocol. Table 3
shows the values in bytes of each variable used. (Values taken from
Rabieh and Wei [21]).

To calculate the communication costs using Table 3 of an EV
that will authenticate to the fog server, the first RSU and the first
pad, we have:

« my =g, ts, H(dgyllts)} =32+ 8+ 32 =72 Bytes

. m; ={¢§' VK, tg, Uﬁ) =32+32+8+32=104 Bytes

* my ={PIDy, J1,L1.8 }"!’-!V =32+96 + 8 = 136 Byrtes
'7"4={d1.!'. PID2y, ‘g}k’ =16+8+32 + 8 =64 Bytes

« ms={at, @, T, PID2y, Loly, . =16+16+ 8+ 32 + 8 = 80 Bytes
*mg = {P’ngv, 1.t "MM"B_, =32+8+8+32 =80 Bytes
* my ={H(a;)" VKy,tyy HMAC oy } =32 + 32 + 8 + 32 = 104 Bytes
+ mg = {hash chain request, tu},,“l =8+8=16 Bytes

e mg={V, v, tgl, , =8+16+8 =32 Bytes

s My = {km, (B}‘c-pnd =32 + 8 =40 Bytes

+ myy ={H(v)¥ }=32Bytes

Table 4 shows the comparison of communication costs be-
tween the protocols proposed by Gunukula et al. [20], Rabie et al.
[21] and our protocol, counting the bytes (according to Table 3) of
the messages exchanged between entity pairs and the total num-
ber of messages exchanged by m EVs that try to enter the wire-

&

Communication cost (bytes)

3000000
2500000
2000000
1500000

1000000
’ Ié
| meEm

v SEws 10Evs

WGurmkula ot al |20 @Rabes ot al [21] @Froposed

Fig 10. C

less charging system composed of  RSUs and y pads charging by
RSUs.

Fig. 10 shows a comparison of the communication costs the
protocols proposed in references [20,21] and our protocol. The val-
ues adopted for evaluation of computational costs are based on Li
et al. [33], who proposed p for the modeling of a typical
CWD-WPT charging station. According to [23], CWD-WPT is 4,2 km
long and the pads are 40 cm long and separated by a 40 cm length.
In [20], the RSUs are distributed every 600 m, i.e., 7 RSUs are man-
aged by the fog server and 1500 charging pads are managed by an
RSU. It can be verified that the costs of the 3 (three) proposals are
very similar, and can be slightly differ, depending on the values of
n,  and ¥, reflecting the structure of CWD-WPT based network.

ion cost
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Table 5
Costs in ms of each operation and entity considered (adapted from [34]),
Entity Parameters of the entities involved Costs (ms)
CPU(GHz) RAM OS Tt Top Tpwr Toem [20] Tysg(2] Tosg[21]
EV/PAD Qualcomm(R) Octa-core 1.5 2 Android 42,2 050 054 166 0043%10° 06 078
RSUs Intel(R) Dual-core 3,1 4 64-bit Win-7 036 038 115 00310* 042 0.55
CCS/CMCFS  Intel(R) Hexa-core 16 16 16 Win server 2012 03 031 86 0025¢10° 036 047
Table 6
Computational costs,
Protocols B CSP-BNK/CMC/FS Rsu PAD
Gunukula et al, [20] Wep+((x+ 1P +(¥+ 1)+ 4Ty T g+ 40Ty g+ ((+ NPTy + (2n+((x + 1P Ty (1= ¥)Tyem
5 _sg 20T,
Rabie et al, [21] Werp+(3+ ¥ Wy +2T,_oy SnTop+ 40Ty o((3+ W)rinTygq + 20T, 0 - (¥ Tea
+2nT,
Proposed oy + (1 +9) +4) Ty 0+ 1T, v-syg 0T+ InTexp + lnT‘_q-th._ +2n1,, AnTy 0 (¥ Tyam

6.2.2. Computational costs

Below is the calculation of the computational costs of the en-
tities of the network model. Table 5 shows the execution times of
the Multiplication (T, ), Exponentiation (Tep) and Bilinear Pair-
ing (Tpeir) functions based on Tao et al. [34], for each entity. The
execution costs of the Hash (T}4) function for EV are based on
Gunukula et al. [20]. The execution costs for generating a signa-
ture message (T,_,‘,) and its verification (T,_,,‘) are based on Ra-
bieh et al. [21]. The execution costs of the hash function, signature
message and message signature verification for RSU and FS were
calculated analytically, taking 70% and 60%, respectively, from the
cost of executing these operations to an EV.

The time costs of operations, as symmetric encryption/
decryption and addition, have been omitted, because their execu-

tion times are very short and rarely used in the protocol, in com-
parison to the Hash operation.

Table 6 shows a comparison of the number of operations per-
formed by the protocols of Gunukula et al. [20], Rabie et al
[21] and the proposed protocol. Like the other protocols, the pro-
posed protocol performs the operations with higher computational
costs in the entity with greater computational capacity (in our case
the FS). On the other hand, entities with lower capacity such as EV,
RSU, and PADs perform less complex operations to ensure lower
latency for the CWD-WPT scheme.

In Fig. 11a comparison of the total computational costs of each
entity is shown in the authentication phase of the protocols of
Gunukula et al. [20], Rabie et al. [21] and the proposed protocol.
The proposed protocol has a better computational cost for EVs, FS

Computational Cost EVs (ms) Computational Cost CMC/CSP/FS {ms)
is 1200
2 1000
00
15
1
w00
05 00
o P — °
&V
Bfubs eal (1] @Cunudubietal[X)]  @Propced BOMC [Rabie et al21]]  BCSPGUnkua et sl |20 BIFS(Proposed)
a-Costs of EVs b - Costs of CMC/CSP/FS
Computational Cost RSU{ms) Computational Cost 1500 PADs (ms)
0as 02s
03
o2
0zs
02 01
s 01
ot
005
0%
o o o o o @0 0
o 0oy 200w Nt aotvs St I
@RS (GUNURLS 0 [0  =@=RSU {Proposed) BOAC (Fabie et al[21))  BCSPOankGunubads ot 9l [20])  @F5{Preposed)
¢ - Costs of RSUs d - Costs of PADs

Fig. 11. Computational costs,
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and RSU, and maintains the same comp
protocols for a group of 1500 pads.

ional costs of the other

7. Conclusions

Communicating things networks (CTN) is the basis for loT ser-
vices and therefore must adapt to the particular requirements of
each service, such as QoS, data volumes, mobility and interconnec-
tion between different devices.

The combination of cloud computing and fog computing in
a hierarchical scheme is an effective solution to support next-
generation VANETS that are compatible with high mobility, low la-
tency, real-time services and connectivity.

Part of the research related to EVs has been directed at the cre-
ation of VANET networks in a cloud environment to support CWD-
WIP charging stations. Such stations aim at the optimization and
simplification of the charge of EV batteries, since, in this system,
cables are not necessary and power is induced while the EV own-
ers drive to their destination.

This work addresses the problems of network security and ac-
cess control in cloud-based vehicular networks, meeting the most
important security requirements such as: authentication, data in-
tegrity, confidentiality, access control, non-repudiation and avail-
ability. In this sense, this paper aims to contribute for the op-
timization and security of vehicular networks that support EVs,
which has become a trend in several countries due to the global
objective to reduce air pollution. The manuscript introduced a
new authentication protocol for CWD-WPT charging systems on a
VANET network in a cloud and fog computing environment; it is
based on digital signatures, HMACs and hashing chains. A short
description of some work on authentication in CWD-WPT charging
systems has also been provided.

In comparison with other proposals, our scheme has yielded
better computational costs and provides better results regarding
security analysis and more complete results regarding safety anal-
ysis, and avoided problems related to centralization caused by the
use of a cloud environment composed of fog computing and cloud
computing. Such a combination promotes a better distribution of
the computational processing of operations in the devices and
guarantees lower latency in communications. Moreover, the pro-
tocol has met the security objectives, according to a formal verifi-
cation conducted by AVISPA tool.

Future work will involve the interaction of EVs in provider, con-
sumer or energy storage modes in CWD-WPT systems, and a sim-
ulation of the protocol will be conducted in a network simula-
tor. Another line of work involves authentication and authorization
protocols for cyber-physical systems (CPS), and the development of
computational trust models for CWD-WPT systems.
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Abstract— In vehicular ad-hoc networks for electric vehicles (EV),
the possibility of charging EVs while driving (CWD) with the use
of wireless power transfer (WPT) technol offers advantag
such as optimization of travel time and greater comfort for
travelers. On the other hand, the privacy, confidentiality and
integrity of the users' information must be guaranteed for
preventing security attacks (e.g., Man-in-the-Middle and Denial-
of-service (DoS)). This article presents a new authentication
protocol that uses a chaotic map-based cryptosystem for key
generation, validation, and key distribution in a cloud-based
CWD-WPT loading station. The composite protocol ensures
mutual authentication between the recharge system and the EV,
as well as privacy and anonymity of users with excellent
performance in terms of ion and 1 costs,
and resistance to attacks.

Index Terms—WPT, CWD, Chaos, Security, Authentication,
Fog, VANET.

p

I INTRODUCTION

LECTRIC vehicles are an excellent alternative to reduce

fuel consumption and improve environmental conditions in
cities. However, some challenges must be overcome (e.g.,
battery life and user mobility constraints, caused by the long
time required for battery charging).

Researchers have bet on a technology called wireless power
transfer (WPT) based on magnetic fields created by coils. It
induces an alternative current in the vehicle, which is
transformed into direct current and stored in the EV battery. The
WPT system can reload an EV while it is on the go (or charging
while driving - CWD) [1]. The CWD-WPT operation depends
on the energy induced in the EV battery by a series of pads
embedded in the road pavement.

In the mobility context, a VANET (Vehicular Ad Hoc
Network) integrated with the fog and cloud computing
capabilities has been considered adequate for solving
connection problems, since it is compatible with a CWD-WPT
system and constitutes a flexible, safe and efficient system [2].
Such a paradigm enables the design of a hierarchical and
scalable architecture that enhances the efficiency of the system
distributing the processing and storage of resources among
several devices. On the other hand, the treatment of security in
cloud and fog-based vehicular networks faces problems caused
by heterogeneity, mobility and high vehicle volume.

A special authentication scheme is required for a CWD-WPT
system [3], since a CWD-WPT charging station must activate
pads for power induction only for system-authenticated and
authorized EVs, and EVs and system entities must execute an

authentication protocol that ensures the security,
confidentiality, and privacy of the system's user.

Chaos-based encryption has been used for the design of
authentication and key agreement protocols, in scenarios such
as smart grid and vehicular ad hoc networks, and for security in
cloud environments, among other applications. On the other
hand, the literature reports authentication protocols for CWD-
WPT networks that display security features (e.g., mutual
authentication, privacy, anonymity, and integrity), but do not
consider some attacks that can affect the system (e.g., injection
and Masquerade).

To the best of our knowledge, no study has addressed the use
of chaotic maps for ensuring security properties of CWD-WPT
systems. This article proposes a chaotic map-based
authentication and key agreement protocol for CWD-WPT
charging stations, supported by cloud and fog computing. Its
operation involves four phases, namely system initialization,
EV registration, ticket purchase, and authentication and
charging request. The contributions of the study include:

« an authentication and authorization protocol that uses a
Chebyshev map-based cryptosystem to ensure privacy,
integrity, anonymity, and key distribution;

+ a billing scheme based on the creation of blindly signed
tickets that avoids compromising the user's private information;

* preservation of the anonymity of EVs, since the protocol
is based on tickets purchased offline;

+ mutual authentication between the elements of the CWD-
WPT charging station and the electrical vehicle;

+ an analysis of the security properties and resistance to
attacks of the protocol;

+ a generalization of the scheme proposed by Tahat et al. [4]
for blind signature on multiples tickets; and

* a comparison with other protocols regarding security
properties, attacks resisted, and communication and
computational costs.

The remainder of the manuscript is organized as follows:
Section IT discusses some related work; Section III presents the
system; Section IV provides preliminary information for a
better understanding of the protocol; Section V introduces the
protocol; Section VI reports on security and performance
analyses; finally, Section VII outlines the conclusions and
suggests some future work.

II. RELATED WORK

This section briefly describes some recent proposals of

978-1-7281-8616-0/21/$31.00 ©2021 IEEE 370
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authentication protocols for CWD-WPT systems.

Revilla et al. [5] developed an anonymous authentication
protocol for access control in a CDW-WPT charging station
which uses cryptographic primitives, such as ECC-based
Diffie-Hellman, exclusive XOR, and modified hash string. The
owner of the EV must first buy some tickets in a trusted bank,
and then communicate with the service provider. With the help
of the bank, the carrier service provider (CSP) validates the
currency without exposing the user's identity, and the EV goes
to the charging station, which is comprised of road-side units
(RSUs) and groups of pads that induce charging to the EV. The
protocol resisted attacks such as double spending and man-in-
the-middle; however, the authors did not analyze others (e.g.,
masquerade, impersonation, random number leakage,
privileged insider, injection, and DoS).

Liet al. [6] proposed an authentication protocol for a CWD-
WPT charging station using hash, AES encryption, digital
signatures, and elliptic curve-based subscriptions. The
architecture is composed of a CSP and a pad owner located near
the wheel that controls the charging pad (CP) installed on the
floor of the road to induce energy to the EVs. It guarantees
mutual authentication, anonymity and integrity, and resists
attacks such as replay and impersonation; however, it does not
consider other attacks (e.g., injection, known key, random
number leakage, and privileged insider).

III. NETWORK MODEL AND ADVERSARY MODEL

This section describes the network and adversary models
considered in our study. As shown in Figure 1, the CWD-WPT
system under study is comprised of:

- a company charging server (CCS), installed on the cloud;

- a set of "1" RSUs implemented by access points deployed at

the margins of the road, with coverage ranging from 300m to

3 km;

- a fog server (FS), installed near the RSUS;

- a group of "y" charging pads; and

- electrical vehicles (EVs).

Wireless networks (such as LTE-A — Long Term Evolution —
Advanced) enable communication among EVs, FS, and RSUs.
The EV<-->pad communication is established through a short-
range wireless communication device.

The Dolev-Yao attack (adversary) model [7] is adopted here.
It assumes an adversary can reproduce messages, however, its
encrypted content cannot be known if this adversary does not
have the correct cryptographic keys, and one-way functions are
considered unbreakable. In the proposed scheme, only the CCS
is trustworthy, hence, safe for storing the identification and
banking details of the EV for the purchase of tickets. On the
other hand, the FS, the RSU and the pads must not know the
identity of the EV or its owner.

IV. PRELIMINARIES ON CHEBYSHEV CHAOTIC MAP
Let n be an integer and x a variable within interval [-1,1].
The Chebyshev chaotic maps are defined as
T,(x) = cos(n = arcos(x)) (€]

““Fog Server
. — $
Ve . Sl a
Cloud Company
Charging Server 4 !
ik : #& PDo-i
—r‘."_?“'?f “rsu,” \}{
§ ITPD

Fig. 1. Network Model
A Chebyshev  polynomial establishes recurrence
relationships:

To(x) =1 (2)
Ty(x) =x (©))
Tpi1 = 2xT,(x) — T,y (%), forneN “)

and has the following properties:
e  Semi-group property:
T, (T, (%) = T,(T,(x)) ®
e Chaotic property:
When n > 1, the Chebyshev polynomial of degree n,
T,:[—1,1] - [—1,1] is a chaotic map with invariant density
iy =1 (6)
e
for Lyapunov exponent 2 = In(n) > 0.
e Mathematical problems [8]

According to Zhang [9], in the [—oo, +0c0] interval, the

semigroup property is valid for Chebyshev polynomials.
Therefore, the properties can also be valid for

Tn(x) = (2xT,_;(x) — T,_,(x))mod p (@)
wheren = 2, p is a large prime and x € (—0, +0).
Consequently, as in [10],

T, (T, () = T,, @ = T, (T, ) modp  (8)

e Theorem[3]: if a = b + ¢ and p is a large prime number,
then
(2T (M)T,(M)T(M) + 1)mod p ©
= ([T(M]* + [T,(M)]* + [T (M)]*)mod p

Based on the Diffie-Hellman problems assumed difficult to
be solved in polynomial time, the Chebyshev polynomial meets
the following definitions [8]:

Definition 1. Chaotic maps discrete logarithm problem
(CMDLP): Let x and y be two random numbers that belong to
the [—oo, +00] range. The calculation of a solution w that
satisfies y = T, (x) is computationally unfeasible.

Definition 2. Computational Chaotic Maps Diffie-Hellman
Problem (CCMDHP): Given x,T,.(x)modp, and
Ts(x) mod p, it is infeasible to find r or s, from T,,(x) mod p.

V. PROPOSED PROTOCOL

In our proposal, each FS has a private key x;; and a public
key Y;. RSU also has a private key X, , a public key Y., ,

371
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and a group key K;; _gsy , and is connected to the fog server. On
the other hand, the pads are connected to the RSUs and a group
key K¢_paas is defined for the pads.

1% phase: Initialization of the System

Let p be a large prime number and n a factor of p — 1 and
the product of two random prime numbers p and g ien = pgq.
Let B bean element of an infinite group GF (p) of order module
n and a generator element of the multiplicative group of set G.
The system chooses a random number ee Z, such that
ged (e,n) = 1, and a number d such that e.d =
1 (mod @(n)), where @(n) = (p —1)(G—1). The hash
function of the system is defined as H: {0,1} - Z,,.

The company charging server (CCS) then chooses a master
private key X, € Z; and calculates its global public key
Youb = Tipes(B)mod(p), where T is the Chebyshev
polynomial map of degree 8 defined [2] as a recurrent function:

Ti.(B) = (2P Tx(y-1(B) — T, 2(B)) mod(p) (10)

Additionally, it computes its own public key Q.. =
Ty(1pees)(B)mod(p) and private key Sees =
Ty, s (Qces )mod(p), which are modified in certain periods of
time. Finally, the CCS keeps parameters {p,q,d} secret and
publishes {H, p, B, H, Yy, Qcess T }-

2" phase: EV registration

When an EV owner decides to use the CWD-WPT charging
system service, he/she must register with the CCS through a
secure channel. The user then chooses private key x,, € Z,
and calculates public key Y,, =T, (8)mod(p). The public
key along with identity (I Dgy) and vehicle charging parameters
(VCP), such as battery type, charging level, maximum
charging, among other important information for charging, are
sent to the CCS to be stored. Finally, the CCS creates a
certificate ~ Cert,, = T (Qecr)mod(p), where Q., =
Ty(pe,) (B)mod (p), and sends Cert,, and Q,, to the EV.

3" phase: Tickets Purchase

We have assumed messages are exchanged through a secure
channel and each ticket is associated with a specific amount of
energy to be induced to the EV through a group of pads. The
customer buys the tickets, and the money is debited from an
associated bank account at CCS. Each user can buy a quantity
J of tickets.

The first message, m,, requesting the purchase of j tickets to
the CCS is sent by the EV:

m = {l' ID,,, Certev}

The CCS receives it and generates j random values
{51, &, ...,E}-}E Zy, and {1,715, ..., 75} € Zy,, such that each 7; for
1 <i <j satisfies property gdc(r;, n) = 1, similarly to [4].
For eachr;, ;= T, (B)mod (p) is calculated and checks if
ged(t;,n) = 1. If this is not the case, the EV chooses other
values. If the validation is correct, the EV calculates @; =
T;,,(B)mod (p) for each &;, and a message m, containing O =
{t,ts, ...t} and A = {ay, 0y, ..., @} is sent to the EV:

m, = {2,A4}
Towards ensuring the blindness property of the signature, the

EV creates j random values {cl, Coyircsy cj}e Z,, and j random
tuples {(uy,v1), (uz, v2), ---, (W, v;)}, where u, and v € Z;,.

Differently from [4], the EV calculates value 6; = ¢;«;, for all
1 < i < j and the following functions:
t = Tu‘+v, (tl)m"d(p)r 1<i<j (11)
w=uilogti1<i<j az2)
The EV sends message m; with U = {y, f15, ..., 1t;} and
C ={c, ¢y ..., ¢j} to the CCS.
m3 = {U,C}
The CCS receives message m, with sets U and C, and,
similarly to [4]:
Bl = (l‘lxccsclrl-l + tl)"’lod(")l 1<i SI (13)
It then sends message m, = {b,, b, ....,b;} = {B} to the EV,
which calculates:
b, = b (bt it u; + vit)mod(n) 1 <i<j  (14)
It then sends message ms containing B = {bl, b,, ....,bj} to
the CCS:

ms = {B}
After receiving message ms CCS calculates:
[, = (rib)'mod(n), 1<i<j @as)

and sends the EV message m,, given by:

mg = {L}, where L = (1,1, ....,1;}.

The EV receives mg and calculates:

0, = (I;b,)mod(n) (16)

Finally, a valid ticket (6;, t;, 0;) is obtained. Figure 3 shows a
summary of the ticket purchase phase.

4" phase: Charging Request

This phase describes the verification, authentication, and
creation of session keys between the EV and the CWD-WPT
charging station.

When the EV owner has a ticket (6, t, 0) and wishes to charge
an EV in a CWD-WPT charging station, the EV selects a
random number o,, € Z,,, calculates y,, = T,,, (8)mod(p),
and sends an m, message to the fog server:

my = (Ve ts1, HYeollts))}
where ts, is a timestamp.

The FS then checks both hash and timestamp. If the
verification is successful, it chooses a random value oy € Z;, ,
and calculates session key Kkrs_o, =T, fo (Yep)mod (p) and
verification key VK = H (Kfs_ep)-

On the other hand, it calculates the following values, so that
the EV can calculate the session key and authenticate the FS,

respectively:
Vre = Tap (B)mod(p) a7)
1y =Ty, (@)mod(p) (18)
where , @ = TH(y[;,VK.tsl,tsg)(ﬁ)mOd(p)' (19)

The fog server immediately sends message m, to the EV.
my = (V55 VK, tsy, 55}

Let us suppose a message m,’ has arrived at the EV, which
checks the fog server's signature Nps =20'ps =
T,.,(”S,‘VK,‘[SP[SZ,)(st)mod(p), If the equality is successful,
the EV authenticates the fog server, uses the message values to
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calculate session key kr;_gy = Ty, (y,s )mod(p), and verifies
the integrity of the key calculating VK = H(k;_,,) and
checking if VK’ =? VK. If the equality is successful, the EV
uses the session key to crypt and sends fog server message m;
containing ticket (6,t, 0) and a timestamp.

ms = {6,t,0, ts3}k,s_”

The fog server deciphers the message with session key
ks_gy, the timestamp is checked, and the ticket (6,t,0) is
validated according to the following equation [4]:

[Tnemnd(n)(B)]z + [Tﬂmod(n)(ypub)]z +[T.(®)* = (20)

2T e (B)-To(Ypup).- T (t) + 1ymod(p).

If the ticket validation is successful, the FS randomly chooses
two seeds §, and §, and sends them in an m, message along
with the number of RSUs 7 and a timestamp to the EV.

The message is encrypted with session key kfs_, .
my = {8y, 82, T, ts4l,_,, sentto EV

—ev

The FS also sends an m; message to a group of RSUs
(associated with the charging station), which contains the same
elements of m,, but encrypted with RSU group key k¢ _, .

mg = {8;,8,,7, tssh,_,, senttoRSU

Finally, the fog server revokes ticket (6, t, 0) to prevent its
reuse. After receiving m,, the EV decrypts it and checks its
timestamp. If the verification is successful, it calculates a
verification key for each RSU using a hash chain [11],
H™Y(8,) = {H(6,), H*(5,), ..H"(8,)}, and, with each
verification key, a message authentication code HMACff, =
{H?(5,)||d|Itssl [H? (8,)}, where ¢ is the position of the RSU
at charging station d: 1 < ¢ < 7, and authenticates each RSU.

On the other hand, all RSUs receive message ms from the fog
server, decrypt it with group key (k,s,-¢ ), and check the
timestamp. If the check succeeds, each RSU calculates check
key H?(5,), a session key Kegiius, =
Ty Tyo(s ) (B))mod(p), a verification key (VK), and a
message authentication code HMAC:SU =
H(H?(8))lts;||H? (8)).

The authentication of the EV with an RSU and the group of
pads it manages undergo the following authentication process.
Initially, when the EV is authenticated with the first RSU, it
sends RSU message m, containing H?(§,), the sequence
number of RSU, a timestamp, and an HMACk, =
H(H(8,)|[1|Is4] [H (62))-

mg = {H'(8,), 1,tse, HMACL,, )}

When message mg arrives, the RSU checks if its database
contains H*(6,). If value H* (8,) is not found in mg or in the
RSU database, the communication is terminated. On the other
hand, if it is found in the RSU database, the RSU checks
HMAC, with the values associated with H'(8,). If the
verification is successful, the RSU computes session key
krau-ev = Tyr(s,) Ty, )mod (p), generates a seed 4, and
finally sends the EV message m, containing a value H*(8,),
an RSU pseudo-identification (PIDrsu = H(ID,s,)), a key
verification code VK, = H(Kyg,—0y), its signature HMACZ, =
H(VK,||PID,g||ts;||H* (6,)), and seed A, along with the

number of pads 1 encrypted. It also adds check key (H'(6,))
to a revocation list of RSUs for preventing the reuse of the key.
Additionally, the RSU sends all pads a broadcast message
mg encrypted with group key (kg_pqq) that contains public
hash chain [11] verification key kpy = H¥*1( 1) used for the

verification of the keys sent by the EV.
my = {VK,, PID,,, ts;, HMAChy, {1 , A}

mg = {kpu, tS1}k;_pag

When m,” = {VKj,ts), HMACL, , (i, kerouer) arTivEs,
the EV calculates HMAC, = H(H'(8,)||ts;||H*(8,)) and
compares it with the HMAC;V’ that arrived in message m,
HMACL' =?HMACL,. If HMACL is valid, the EV
authenticates the RSU and uses the message values to calculate
session key Kysy-ev = Ty (Ti(s,y(B)) mod(p). 1t also
verifies the integrity of the key calculating K, = H(ky,s—ev),
and compares VK, =? VK,. If the equality is successful, it uses
the session key to decipher the part of the message that contains
seeds (¥, Aicyen

With values 1 and A, the EV computes hash chain H ().
Each group of pads managed by the RSU receives and decrypts
broadcast message mg with the group key to obtain public
hash chain verification key kpy; = H¥*( 1). Whenever a key
in a hash chain H ¢, with 0 <& <) + 1, is sent to one of the
pads by the EV in message m, = {H ¢}, the pad checks if the
key has been validated applying hash function (H?(H?)) z
times, where z = ¢ — 1 + 1, and compares it to the public key
hash chain (verification key). If the verification is successful,
the pad checks the status of the key in the revocation list. If the
key has not been revoked, it is accepted and revoked to avoid
double use. The process ends when the EV intended (or
contracted) load level has been achieved.

rsu—n}

VI. SECURITY ANALYSES

This section reports the security properties and resistance to
attacks of our protocol.

Preservation of privacy: during the purchase of tickets by the
EV, the CCS keeps the identity of the buyer confidential in the
charging phase. FS, RSUs and pads cannot obtain the user's
identity from the ticket, and tickets cannot be correlated, since
each one is generated from random elements.

Mutual Authentication: the protocol achieves mutual
authentication among the EV and the FS and RSUs of the
system. The EV authenticates the FS by validating the 7y,
signature of message m,. The FS authenticates the valid EV
through the Ticket sent in message m3. The RSUs authenticate
the EV checking the HMAC that contains element H*(8,), sent
in message m6, and the EV authenticates the RUSs checking
the HMC sent in message m7 that contains element H*(6,).

Integrity protection: the integrity of the messages is
maintained by HMACs functions and chaos-based digital
signatures. The entities of the system can then detect if an
adversary has altered the content of the message.

Perfect Forward Secrecy (PFS), guaranteed as follows:

o random elements, such as 0., o5, 81 , &, are used for the
creation of the session key between EV and FS (K(7s-..)) and
between EV and RSUs (K(rsu-evy)- Even if session keys
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k(fs—ev) OF K(ysy-ev) are compromised, previous messages
cannot be recovered due to the CDH problem;

o during the creation of seed A between the EV and the Pads,
in the worst case, i.e., when A is compromised, the attacker
cannot decipher the previous messages.

Below is an analysis of attacks that affect VANET networks
and the resistance of our protocol:

Impersonation: the charging station can analyze whether a
ticket is valid or not; however, if an attacker tries to access it,
the system detects and expels it. On the other hand, the use of
randomly generated session keys for every ticket prevents the
attacker from using an old valid key or generating a valid key
to access the system.

MitM (Man-in-the-Middle): the use of chaos-based digital
signatures and HMACs ensures the integrity of messages and
prevents MitM attacks. In the authentication process between
the RSU and the EV, only a valid EV can send a correct HMAC
with a hash chain generated with the &, seed, which prevents a
successful MitM attack.

Replay and Injection: the timestamps and random numbers in
messages prevent replay attacks. On the other hand, by applying
HMAC:s and digital signatures functions, the system can detect
the injection of data into messages.

Known key: the protocol generates single use tickets and their
validity is managed through a revocation list. New session keys
are generated with random values for each ticket used by the
EV to access the charging station service, which prevents the
reuse of tickets or old session keys.

DoS: this attack can be performed in the SF and RSUs. In the
former, it is resisted through the validation of the tickets with
the public parameters of the system and revocation lists,
whereas in RSUs, it is resisted by the efficient validation of
connections through HMACs and verification if the
authentication variable is in the revocation list. Only a valid
user can generate a valid H(8,). Therefore, if an attacker tries
to connect to a RSU using a previously used or false H (8,), the
RSU rejects communication.

Masquerade attack: the protocol resists Masquerade attacks
because the FS and RSUs sign messages with their private keys
and random secret elements. Consequently, an attacker cannot
represent the messages sent by those entities.

Unlinkability: no entity can link the ticket to a particular EV,
since the CCS blindly signs ticket 6;, and the FS checks it with
public values from the system. Table 1 shows a comparison of
the security analysis among our protocol and other schemes for
authentication.

VII. PERFORMANCE ANALYSIS

This section reports on an analysis of the computational and
communication costs of the protocol. The authentication
processes between FS and EV, EV and RSU, and EV and the
pad were assumed independent, since they can be applied at
different time periods and locations. A charging station with 1
CCS, 1 FS, 7RSU and 1500 pads per RSU was considered.

The communication cost is calculated according to the
number of bytes of each parameter used in each message, size
of each message with respective parameters, and number of
messages. Table 2 shows the values in bytes (based on [12])
related to each variable used.

TABLE 1. COMPARISON OF SECURITY PROPERTIES AND ATTACKS

51 [6] Proposed Protocol
Mutual authentication Yes Yes Yes
Key agreement Yes Yes Yes
Confidentiality Yes Yes Yes
Integrity Yes Yes Yes
Privacy Yes Yes Yes
Injection attacks Untreated ~ Untreated Yes
Forward secrecy Untreated  Untreated Yes
Replay attack Yes Yes Yes
Known key attack Untreated ~ Untreated Yes
DoS attack Untreated ~ Untreated Yes
Mapzinsthe:Middle Yes Untreated Yes
attack
Masquerade attack Untreated ~ Untreated Yes
Impersonation attack Yes Yes Yes
Unlinkability Yes Untreated Yes
TABLE 2. SYMBOLS AND COSTS IN BYTES
Symbol Description Length (Bytes)
D Identification 128
PID Pseudo-Identity 32
H() Hash function 32
XS Private key 32
Y,Q Public key 32
k Session key 32
Digital signature 32
(6.t,0) Ticket 96
T Number of RSUs /FS 8
P Number of pads /RSU 8
5 Seed 20
ts Timestamp 8
VK Verification key 32
p.ned,c Prime numbers 32
HMAC Hash-based MAC 32

TABLE 3. COMMUNICATION COSTS IN BYTES

Message  Revilla et al. [5] Lietal [6] Proposed

protocol

Total n(556 n(956 n(440 +
+(x96 +200y) (296 + 324)))

+ 321))) + 40T

Comunication cost 1500 Pads (Bytes)

10000000
®Revilla et
al. [5]
5000000 = Lietal[6]
0 _,ém Em m ™ Proposed

SEVs 10EVs 20EVs

Fig. 2. Comparison of communication costs.

n EVs, TRSUs and 9 pads (for each RSU) were considered for
the communication cost calculation shown in Table 3, thus
reflecting the network structure based on CWD-WPT.
According to Figure 2, the communication costs of our protocol
are lower than those of [6] and very similar to those of [5].

In terms of computational costs, an estimate of the time
necessary for the execution of unitary operations that are part
of the messages previously described in the phases of the

374

Authorized licensed use limited to: UNIVERSIDADE DE BRASILIA. Downloaded on February 18,2022 at 09:22:20 UTC from IEEE Xplore. Restrictions apply.

127



protocol, as well as the differences among entities regarding the
respective processing power are considered. The cost values are
based on common and realistic values obtained by
experimentation (Tao et al[13] ) and used for performance
comparisons of authentication protocols. The methodology
adopted considers the cost of each unitary operation multiplied
by the number of times each operation is executed, and the
messages that include one or more of such unitary operations,
as required for the different authentication protocols.

TABLE 4. COMPUTATIONAL COSTS
Protocols EV csprs | RSUPad | pyp,
Owner
Revilla et 5Tmpeg, + @n +3)Tmp.y, | 2TMP 2n(Y)Tmppa
al. [5] i + 3nTmpy,.,
(3+2¢)Tmppec 3 Tmpya
+2Tmpyar +2ZnTmpyur
Lietal | @ (2n N TMPy-pine
[6] +P)TMP g pins + )TMPy_pine [ —
+2TmPy e
Proposed 3TMP chaas + 3nTmput T puch ()T hasn
tocol 2nT,, +2n TMP puos
profoco ((1+9) + 10:1»1;7(;..“ -
+8)Tmp,
+3nTmpyey
Computational cost (ns)
6000
------Revilla
A etal. [5]
4000 s
/
o --&--Liet
’
al.
2000 il [6]
4
P = ew= Proposed
0 1EV _10EVs 20EVs 40EVs 60EVs

Fig. 3. Comparison of computational costs

Table 4 shows the analytical expression of the computational
costs of the different protocols in the authentication phase.
Regarding experimentation-based values ([14], [15]) for cost
evaluation, Figure 3 shows the superiority of our proposal, in
comparison with the protocols of Revilla et al[5] and Li et
al.[6]. Our protocol has a better computational cost for EVs, FS
and RSUs due to the use of chaos-based encryption, which has
a lower cost compared to elliptical curve encryption and
bilinear pairing encryption.

VII. CONCLUSIONS

A new protocol for authentication and access control based on
chaotic cryptography for a CWD-WPT system has been
designed. The proposal aims at the optimization of travel times
and simplification of battery charge through the induction of
energy while EV owners travel to their destination. A
comparison with other protocols revealed our scheme achieved
excellent results regarding security and performance, and has
proven a safe and efficient choice for CWD-WPT systems.

Future research will focus on the security of communications
between cloud and fog computing towards support to services
of VANET networks, and security of WPT-CWD charging
systems with electrical power encryption.
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Blockchain and Chaotic Map-based Authentication
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Abstraci—Albough eleciric vehicles (EV) have become more
and meore important in the daily transport service, some challenge
related to travel lime and charging ime must stll be overcame. A
mew charging service, called CWD-WEPT (Charging While Drive -
Wireless Fower Transfer), which wses wireless power induetion to
charge the EVs babiery, has been under discussion in recent years.
The main iden is 1 charge the vehicle while it is in motion towards
minimizing travel time and maximizing EV asionomy; however,
mew challenges in acess control and information securily muost be
considered. On the sther hand, blockehain technology has been
recently © Jered for infor securily purposes, due o its
characteristics such as decentralization and resilience. This article
proposes i blockchain-based auibentication protwcol for a CWD-
WPT charging station with centralized contrel and clowd
elements, which, compared with other protocols, has provided
excellent safelty and performance resulis.

Index Terms— Blockchain, WPT, CWD, Chaos, Security,
Authentication, Fog, ¥ ANET.

L INTRODUCTION

n recent years, the production of electric vehicles (EVs) has

substantially increased due to government incentives,

which s aligned with the imerests of people in the solution

of environmental issues, and been forced to consider the
need  for renewable energy  sources; however, several
challenges such as travel autonomy and lack of public charging
stations have hampered their wider use.

The litcrature has recently reported [1][2] the dynamic
charging for EVs, named Charging While Drive — CWD, which
can be implemented towards overcoming the challenges of
autonomy and charging of EVs in public stations. In a dynamic
charging station, the EV in motion is charged by magnetic
induction induced (or Wireless Power Transfer - WPT) by some
pads installed along the highway. A dynamic charging station
of CWD-WPT station offers greater advantages to EVs in terms
of awtonomy and travel time; however, several security
challenges related to authenticity, availability, privacy, and
integrity of the charging system still must be solved.

An important point for the implementation of CWD-WPT
charging stations is the network that will support the service.

“This paragraph of the first footnote will contzin the date on which you
suhmitied your paper for review, which is populited by [EEE. h is IEEE style
1 display suppon information. including sponsor ond financial suppont
eckmowledgment, here and not i an sclmowledgment seciion at the end of the
article. For example, “This work was supporied in part by the LS. Depariment
of Commerce under Grant BE122456." The name of the corresponding author
sppears afier the financial inf pon, €8, (Covresponding author: M Smith),
Here you may akso indicate if suthors contibuaied equally or if there are co-first
suthors.

VANET networks, with a wide varety of applications in
intelligent transport  systems [3][4] and support o
communication between vehicles (V2V) and commumnication
between vehicles and infrastructure (V21). They are composed
of vehicles, Roadside Units (RSUs) located next to the road,
and an On Board Unit (OBU) installed in the EVa.

I this manuscript, the VANET architecture considered for
the CWD-WPT charging system is based on clowsd and fog
computing. It is expected to increase the flexibility, scalability,
and performance of the services; however, it poses new sccurity
challenges to the system [ 5] [6]).

Among the challenges associated with security in cloud- and
fog-based VANET nctworks are  data integrity, authenticity,
confidentiality, access control, availability, and non-
repudiation, which must be solved according to the specific
characteristics of the environment related to number of
wehicles, mobility, and device heterogeneity[ 7).

A protocol designed in a cloud and fog computing-based
architecture where the charging station is centrally controlled,
cryptographic schemes are chaotic maps, and hash chain are
used aims at overcoming such challenges. Blockchain has been
cmployed for the creation and management of EV groups and
authentication and access control in a CWD-WPT charging
station.

The use of chaotic maps offers several advantages for
cxecution performance, enabling a rapid creation of section
keys and digital signatures with low computational and storage
costs [E][9)[10][11]. On the other hand, blockchain provides
VANET networks with transparency in their functioning,
resistance to attacks, and a quick and efficient validation of the
wser's credentials in the authentication process for the
authorization or denial of access o the system. Moreover, it
ensures high service availability due to its decentralized design.

Blockchain has emerged as a decentralized storage
mechanism shared by multiple geographically dispersed nodes,
but members of 8 zame network. All nodes propagate and check
the signed messages transmiticd over the network and
synchronize the data blocks chaimed with the wse of hash
headers created successively with the hash header of the
previous block synchronized by a consensus mechanism. Duc
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Abstract: Electric vehicles (EV) have become an important alternative to reduce contamination
and atmospheric pollution in the environment caused, in part, by cars, due to their emissions of
carbon dioxide. The broad dissemination of EV's in society involves the solution of challenges
related to EV charging and travel times, which still must be overcome. Some proposals have
pointed to wireless charging while the EVs are driven (CWD) with wireless power transfer (WPT)
technology through magnetic induction. However, there are some concerns over security and
access control in the system due to the particularities of VANET-based scenario, which requires
high performance for offering a quality and safe service. This paper introduces an authentication
and access control protocol for a CWD-WPT charging system based on trust management and
bilinear pairing. When compared to another one, the protocol shows good performance in terms
of computacional, energy, and communication costs. A comparative security analysis performed
revealed an improvement by our proposal regarding security functionalities.
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1. Introduction

In recent years, electric vehicles have gained importance as a solution for reducing dioxide
carbon emissions [1] and several governments have established norms towards offering products
that work with clean energies - as an example, Europe has promoted one that will prohibit the
production of combustion vehicles from 2035 onwards on renewable energies in the market [2].
On the other hand, several challenges must be overcome before such regulations are imposed,
including the charging infrastructure.

Current charging methods consist in plugging EVs into the power grid while parked, which
can be uncomfortable for users, since, depending on the charging method and the capacity of the
power point where the EV is being charged, it can take several minutes, even hours [3][1]. This
has negative consequences on travel time, possible queues caused by charging station demands,
and experience of users traveling long distances. One of the solutions to such a challenge is the
use of wireless power transfer (WPT), which enables the charging of EV batteries without wires
and can be implemented in several ways (e.g., radiowaves (antennas), resonant coupling
(resonators), and inductive coupling (coils))[4].

Inductive coupling-based WPT has been used in vehicular networks to charge EV batteries.
The system consists of the installation of several charging coils (pads) in a row and their
embedding in a lane of the highway (or several lanes) so that an EV with the capacity to collect
the energy transmitted by the pads can travel along that highway to charge its battery while in
motion (CWD).

The benefits of a CWD-WPT charging station are evident; however, on the other hand, the
challenges such a service can offer (e.g., definition of the architecture of the charging station
and security and privacy of users of the system) must be analyzed. In this study, the architecture
considered is supported by Vehicular Ad Hoc Networks (VANETS) based on cloud and fog
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